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Abstract. A Decision Support Systems (DSS) is proposed to enhance 
operational efficiency for Water Distribution Networks, through embedment 
of Intelligent Software Agents, based on the following design approaches: 
Soft Sensor Agents, Supervisor Agents, Diagnoser Agents and Operator 
Agent. The Intelligent Agents aim to support dense monitoring, operational 
efficiency and water quality preservation. They are integrated into 
Supervisory Control and Data Acquisition systems, through an edge-cloud 
architecture.  

1 Introduction  
Efficiency of Water Distribution Networks (WDNs) is indispensably related to the 
satisfaction of a set of water quality criteria. The preservation of water quality is strongly 
related to operational efficiency of the WDN, described by rules that aim to avoid incidents 
of water leakage, malfunction of the devices, water quality deterioration, or failure to meet 
water demand. The satisfaction of these criteria and rules is obstructed by the inherent 
characteristics of the WDN, namely complexity, distribution, and huge numbers of strongly 
interrelated variables. One of the most powerful tools to circumvent these difficulties is a 
Decision Support System (DSS) that monitors the functionality of the WDN, collects, 
integrates, correlates and analyses data to detect and prevent incidents of degradation in the 
water quality characteristics and the WDN’s safety and efficiency.  

In the present work, a DSS is proposed that optimizes management of network 
parameters, by combining soft sensing, rule implementation based on supervisory control 
theory in the Ramadge-Wonham framework, fault diagnosing, fault and alarm handling, as 
well as data analysis, reasoning and command generation. The proposed DSS comprises a 
set of software agents, namely Soft Sensor Agents, Supervisor Agents, Diagnoser Agents and 
an Operator Agent. The functionality of these Agents, as well as the architecture of their 
interconnection, is described in the next sections.  
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2 DSS Agents for WDNs 
The DSS Agents are organized in four main classes:  

Soft Sensor Agents. These agents implement the switching state observer algorithms for 
WDNs that have been presented in [1]-[4]. These agents aim to face the problem of real time 
measurements sparcity, by providing on-line estimations of quality or hydraulic variables at 
critical points of the WDN, for which physical sensors are not available. The state observers’ 
estimations are derived, using WDN’s spatially discretized and linearized models, as well as 
available input and output real time measurements. To face WDNs’ inherent nonlinear 
characteristics, each estimated variable uses a bank of state observers that cover the required 
operating range. The proposed agents comprise software units that support both the design 
and the implementation phase. The first case concerns selection of nominal operating points, 
model parameter identification, derivation of linearized models, metaheuristic observer 
parameter design, and determination of target operating areas for each observer. The second 
case concerns the observer switching algorithm, based on the determination of the target 
operating area that corresponds to WDN’s real-time measurements. 

Supervisor Agents. These agents implement Discrete Event System (DES) supervisors, 
that impose rules concerning water quality and operational efficiency, by appropriately 
restricting commands to the devices of the WDN. In appropriate conditions, if these 
commands were not restricted, they would lead the network to undesired states (e.g. [5]-[7]). 
The functionality of these agents may include restriction of activation/deactivation of the 
WDN’s actuators, using WDN’s hydraulic operation, the eventual presence of device faults, 
loss of communication between WDN’s stations, or degraded water quality incidents. 

Diagnoser Agents. These agents are also implemented as DESs that aim to diagnose 
several types of faults and alarm conditions, such as faults of WDN’s sensors or actuators, 
pipe rupture, sensor saturation. Moreover, they diagnose water quality deterioration and 
identify the potential sources of faults (e.g. [6]-[8]). The diagnoser agents may also perform 
local level alarm handling to propose immediate responses to undesired conditions, 
especially in cases of communication loss with the Operator Agent. 

Operator Agent. The Operator Agent aims at the partial replacement of human operators 
by an expert system in which the experience of the operator in handling certain situations has 
been recorded (see also [9]). Thus, the expert system undertakes the role of the operator, on 
fault/alarm handling and command generation, based on data collection/ analysis and 
reasoning. The interconnection of the Operator with the rest agents is illustrated in Fig. 1.  

An important layer, communicating to all agents, is the data collection layer of the DSS, 
that receives data from WDN’s sensors and actuators, as well as from the individual agents 
and stores them at a data base management system. The reasoning layer allows the DSS to 
expand its knowledge base (previously experienced cases, safety and operational rules, water 
quality directives, historic modules, water quality indices, etc.) through deriving results from 
data processing. Moreover, the reasoning layer supports fault/alarm handling and command 
generation.  

The fault management layer is performed by the Operator Agent at two stages, the local 
and the global stage. The local stage of fault management concerns faults at each of the local 
WDN’s stations and is undertaken by the local diagnoser agents and supervised by the 
Operator Agent. The global stage of fault diagnosis and management is also undertaken by 
the Operator Agent, and combines information gathered by all the rest distributed agents. 
Composite quality indices have an important role in the global stage of WDN’s fault detection 
([10]). The alarm management layer of the proposed architecture is also performed at a global 
and a local stage, in a way similar to fault handling. Alarm management is enriched to 
prioritize alarm incidents according to the degree of danger and the consequences.  
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The command generation layer is a rule based expert system that determines and transmit 
commands to the WDN’s devices, based on data from the physical and soft sensors, as well 
as from the diagnosers and the fault management layer. The application of these commands 
is subject to restrictions by the supervisor agents. 

2.1 DSS Architecture  

A hybrid distributed realization of the DSS agents, that combines field layer implementation, 
with edge and cloud implementation, is proposed. Multiple instances of supervisor agents are 
implemented by the corresponding local field controllers at the WDN’s local control stations. 
Moreover, multiple instances of soft-sensor/supervisor/diagnoser agents are implemented 
locally, within a Node-RED runtime that acquires measurements from local PLCs through 
Modbus TCP. The Operator agent is implemented both in cloud/edge. According to the 
architecture in [3], the unit of the soft-sensor agent that performs observer evaluation and 
selection may be also implemented in the cloud. The distributed implementation of the DSS 
requires a uniform knowledge representation to support seamless interoperability and 
expandability of the DSS architecture. This is benefited by a WDN ontology, that provides 
the classes of objects and relations required to model the DSS agents (e.g. [11]).  

 
Fig. 1. Architecture of the Decision Support System 

3 Conclusions 
A DSS has been proposed to enhance operational efficiency, for WDNs, through embedment 
of intelligent agents. The proposed agents are based on the following design approaches: Soft 
Sensor Agents, Supervisor Control Agents, Fault Diagnosis Agents. Moreover, an Operator 
Agent is proposed that takes over several tasks of the human operator, thus increasing the 
DSS’s degree of autonomy. The Intelligent Agents have been proposed to be integrated into 
modern SCADA systems, through an edge-cloud architecture. 
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