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Abstract. The issue of water security is one of the major concerns of 

Europe’s resilience in the face of climate change, geopolitical rivalry, and 

emerging cybersecurity issues. This paper recognises water as an entity that 

exhibits a duality, as it is both a common good and a strategic resource. That 

duality, as well as the interdependence of other sectors and water, which is 

most evident when systemic failure and malfunctions in water supply 

systems jeopardise the provision of vital services, including healthcare, food 

supply, energy generation, industrial operations, and other societal activities, 

helps explain the urgency of securing water. The analysis reveals that 

today’s water infrastructure is vulnerable not only to environmental and 

physical threats but also to cybersecurity threats arising from the 

convergence of the cyber and physical worlds. The NIS 2 Directive and the 

Critical Entities Resilience Directive of the European Union create an ample 

regulatory basis for addressing such threats. Implementation, however, 

proves more challenging.  

1 Introduction 

Notably, water is no longer considered merely a resource, but also a strategic good that is 

affected by climate change, geopolitics, and infrastructural conditions. Recent research works 

suggest that water security is also determined by inequality and conflict within Europe [2]-

[5]. At the same time, water infrastructure becomes more susceptible to cyber and physical 

threats by the widespread use of advanced technologies, thus becoming part of a complex 

cyber-physical system [6]-[8]. In this context, the European Union has strengthened its 

resilience agenda, adopting the NIS 2 Directive and Critical Entities Resilience Directive, 

which together tackle cybersecurity and critical infrastructure (see [9] and [10]). And yet, for 

an overall water resilience strategy to succeed, it must move beyond legal and technical 

measures, to encompass social, and governance efforts too. Water sustainability cannot be 

achieved without resilient societies and institutions, as well as secure infrastructure [12]-[15]. 
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2 Water Security as a Strategy  

The matter of water security needs to be understood in terms broader than merely an 

environmental or administrative issue. With the arrival of the twenty-first century, the 

importance of water has been realised in much the same way as the importance of energy. 

That is because beyond the well-recognised role water plays in the proliferation of life, it 

performs important roles in the production of food, the function of the public health services, 

industrial work, energy production, as well as urban safety and contemporarily even the 

maintenance of computer data centres, whose uninterrupted function, unbeknownst to many, 

provides the foundations, much of the digital world is laid upon [1]. Disturbances in water 

systems consequently affect not only that which is most evident, households, but also 

agriculture, electricity generation, sanitation and health services, and even the very 

foundations of the cybersphere [1]. 

Climate change is another key factor influencing this shift. Indeed, rising temperatures, 

prolonged droughts, heavy rainfall, and altered hydrology place greater strain on Europe’s 

aquifers, lakes, and rivers [2]. Thus, the problem of scarcity of freshwater is both a potential 

threat to the environment and an existing problem for governments. In particular, in those 

areas of Europe where water consumption is already high, the effects of climate change are 

likely to increase competition among the aforementioned households, agriculture, energy 

industries, and other large consumers, including data centres. 

Competition is not limited to units within a state. States themselves may find 

themselves competing over water. It is precisely then that the strategic nature of water 

becomes most evident, as transboundary conflicts encompass water issues and water 

infrastructure. While joint management of river basins and aquifers can provide ample 

incentives for collaboration between the riparian countries, the high demand and 

development of large-scale projects may contribute to the escalation of conflicts as well. The 

case of the Grand Ethiopian Renaissance Dam demonstrates that water infrastructure can 

affect foreign policy, the economy, and regional security when the downstream country fears 

a decrease in water availability [3]. Likewise, the Russia-Ukraine war has shown that water 

resources and infrastructure can be affected by armed conflict, with adverse ecological and 

societal outcomes [4]. Thus, water issues become part of political struggles [5]. 

This is alongside the growing menace that European countries face in their water 

systems due to technology. Modern technology and the internet can improve efficiency 

through smart sensing, analysis, and monitoring; however, they also create increased threats 

of attack because legacy systems designed for operational technologies do not necessarily 

work well when integrated with modern information technologies [6]. Many operational 

technologies installed in water systems were not designed for use on the internet, and poor 

segmentation between information technology and operational technology environments 

could create an opportunity for a cyber-attack to spread from IT systems into physical 

systems [7]. This is especially important for the water industry, where disruptions could have 

serious sociopolitical implications, as has already been established [8]. 

The threat environment in the cybersphere is multifaceted, shaped by the various threats 

posed by different hostile actors. Cybercriminals can use ransomware to exert economic 

pressure, while state-affiliated elements can find and exploit any weak spots for future 

coercive action, while hacktivists can strive for recognition through publicity from their 

actions [8]. While these threats may not result in any immediate physical damage, they can 

undermine public trust in authorities and service providers. Consequently, the concept of 

water security entails protecting both physical structures and digital control networks. 

Moreover, there should be an understanding that technical efficacy and safety need to go 

hand in hand, or else digitisation would create new threats faster than they can be resolved 

[8]. In any case, for a system to be truly secure, all aforementioned dimensions must be 
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addressed, and the systemic vulnerabilities and the threat environment must be thoroughly 

assessed. And that process cannot be delayed for long. A recent report by the European Union 

Agency for Cybersecurity (ENISA) identified increasing risks associated with legacy and 

operational technology systems exposed to the internet, with OT threats now constituting 

18.2 per cent of all attacks recorded annually in the EU, most directed towards entities 

operating in the public sector, and some in the water sector in particular [8]. 

3 EU Resilience Frameworks and the Need for Holistic 
Implementation 

In response to these evolving threats, the European Union, after first officially recognising 

them as emerging issues requiring rectification through legislation, among other things, has 

produced two intersecting legal acts: the NIS 2 Directive (Directive (EU) 2022/2555) and the 

Critical Entities Resilience Directive (Directive (EU) 2022/2557), often referred to simply as 

the CER Directive. NIS 2 replaces its predecessor, NIS, providing broader and more 

comprehensive coverage and establishing cybersecurity as a binding strategic obligation for 

medium and large-sized organisations in essential sectors, after first defining which sectors 

are “essential”. Naturally, drinking water and wastewater infrastructure are included [9]. The 

directive mandates the adoption of proportionate technical, operational, and organisational 

measures, requiring entities to conduct comprehensive risk analysis, manage vulnerabilities, 

ensure supply chain security, and maintain foundational cybersecurity [9]. Additionally, it 

accelerates procedural requirements for incident reporting, mandating an early warning 

within 24 hours, an official notification within 72 hours, and a final conclusive report within 

one month [9]. Notably, NIS 2 shifts cybersecurity from an exclusively technical concern to 

a governance mandate, holding management bodies directly accountable for approving and 

continuously overseeing these measures as they are implemented and adhered to [9]. 

The Critical Entities Resilience Directive (CER Directive), on the other hand, 

complements the NIS 2 by addressing issues that affect resilience but do not necessarily 

involve cyber issues [10]. The all-hazards approach it introduces requires critical entities to 

assess and prepare for potential threats, including natural disasters, terrorist acts, accidents, 

public health emergencies, hybrid attacks, climate change, and cross-border 

interdependencies [10]. Both directives demonstrate that Europe now considers water not 

merely as infrastructure and an essential service, but rather as a strategic good whose 

safeguarding has security implications for the continent. 

However, such legal recognition does not necessarily mean automatic operational 

preparedness. There is an abundance of water utilities, especially small or municipal utilities, 

facing real difficulties stemming from budget constraints, limited expertise, deteriorating 

infrastructure, and the complexities of modernising legacy systems. To briefly attempt to 

quantify the difficulties experienced, roughly 40 per cent of operators report major 

difficulties in meeting NIS2 obligations [11]. Complying with these regulations may involve 

introducing new technologies, hiring specialists, developing document management systems, 

controlling suppliers, and conducting incident reporting. Large utilities could incorporate the 

aforementioned requirements into their existing systems, while small utilities would simply 

lack the funds and capabilities to adapt quickly to the new demands. In turn, this problem 

will lead to increased inequality in preparedness across Europe, with the weakest utilities 

least ready to cope with additional requirements.  

It goes without saying that any effective resilience strategy should go beyond mere 

compliance with the necessary laws. Firstly, it requires developing resilient infrastructure by 

renovating or upgrading vulnerable SCADA and OT systems [6], [7]. Even though such 

measures might appear unprofitable at first glance, in the end, the costs of disruption, 

restoration, and negative publicity will far outweigh any short-term advantages. Secondly, 
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any resilience strategy should appropriately account for the people operating the systems, not 

just the systems themselves: staff should be trained and prepared for crisis situations by 

developing proper procedures and conducting regular drills [9]. Any plan without the 

possibility of implementation, by the people meant to implement it, is hardly worth 

mentioning. 

Thirdly, resilience implies integration into the community. Since attacks and disruptions 

to water systems may lead to a loss of trust and even instil fear amongst communities, 

resilience will require transparent communication, community education, and community 

engagement [12]. Communities do not exist as bystanders to water service provision but as a 

component of the larger resilience framework. Community education will allow for the 

prevention of panic, dispel false information, and ease the burden on emergency services 

during disruptions. This is consistent with wider theories of water governance that hold that 

the resource management of common goods must include inclusionary policies, indigenous 

knowledge, democracy, and shared responsibility (for details see, [13]-[15]). Hence, the 

protection of water involves a blend of technical, legal, institutional, and crucially social 

efforts. Only through such an approach will water suppliers be able to transition to resilience. 

4 Conclusions 

Rather than being considered merely an infrastructure issue, water security must be 

understood as a resilience strategy. Climate stresses, geopolitics, ageing infrastructure, and 

cyber vulnerabilities are among the many factors that have put Europe’s water systems at risk 

in recent times. By classifying water operators as Critical Entities under the NIS 2 and CER 

directives, there has been a notable paradigm shift that places a legal obligation on such actors 

regarding cybersecurity and enhancing resilience against all hazards. However, regulation 

alone is not enough and much more is needed. Water operators require investment to ensure 

they are sufficiently equipped and staffed, while additionally ensuring their human and 

organisational capacity can rise to the occasion. Beyond that, securing the water commons 

and safeguarding that ever-precious strategic resource necessitates a holistic approach that 

includes, in addition to the technical and economic, also the political and social aspects, as it 

requires institutions, providers, and society to work together. Within this broader resilience 

framework, technical tools such as decision support systems could potentially facilitate 

streamlining all these different aspects of holistic resilience, whilst serving as the operational 

bedrock, that puts all these measures into practice. Other solutions, such as monitoring and 

fault diagnosis software tools for threat handling, embedded in local water control stations, 

in central water control stations, and/or in edge computing and cloud infrastructure 

(indicatively see [16]-[21] and the references therein), are indispensable. The extension of 

these tools to tackle cyber and physical threats is currently under investigation. But in any 

case, all these technologies should not be treated as isolated engineering solutions but as 

essential components of a wider cyber-physical, socio-technical resilience architecture. 
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