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Abstract:  
Robots are becoming increasingly important for security and surveillance 
applications. This research paper presents the design and hardware 
implementation of a low-cost and easy-to-assemble site surveillance robot 
using an Arduino Mega 2560 microcontroller and a Bluetooth module HC-05. 
The robot is equipped with various modules and sensors, including a camera 
and ultrasonic sensors, for capturing images and detecting obstacles, 
respectively. The Arduino Mega 2560 is used to control the movement of the 
robot and process sensor data, while the Bluetooth module is used for wireless 
communication between the robot and an Android device. The robot is capable 
of patrolling a designated area and sending real-time surveillance footage to an 
Android device via Wi-Fi. The developed system was tested and evaluated to 
demonstrate its performance and efficiency. The results showed that the robot 
is able to patrol a designated area accurately and efficiently and that the real-
time surveillance footage is of high quality. The system has the potential to be 
used in a variety of applications, such as object retrieval, security, and 
surveillance in residential and commercial areas and spying on certain sites. 

Keywords: Remote Monitoring, Security surveillance, Search and rescue, 
Control system, spying robot 

1. INTRODUCTION 
In recent years, there has been a growing need for efficient and cost-effective 

surveillance and spying systems. The capability to monitor and detect potential 
threats in a designated area is crucial for maintaining security and safety. One of the 
most promising solutions to this problem is the development of robotic systems that 
are capable of performing a wide range of tasks, including spying, surveillance, and 
object retrieval. In this research, we present the design and implementation of an area 
surveillance robot using an Arduino Mega 2560 microcontroller and a Bluetooth 
module HC-05. The robot is equipped with a camera for capturing images as well as 
providing live feeds and a motor driver for movement. 

The development of multipurpose surveillance robots is important for multiple 
reasons. First, these robots can provide a more comprehensive and flexible 
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surveillance solution than traditional surveillance systems. Second, they can be used 
in a variety of environments, including indoors, outdoors, and  in hazardous locations.  
Third, they can be easily deployed and controlled, making them ideal for use in 
emergency situations. 

The system is designed to be low-cost, portable, and easy to use. The Arduino 
Mega 2560 microcontroller, which is widely used in robotics and DIY communities, 
provides a cost-effective solution for controlling robot movement. The Bluetooth 
module HC-05 enables wireless communication between the robot and the Android 
device, allowing real-time monitoring of the designated area.  

Results of the experimentation show that the robot is able to effectively surveil a 
designated area and transmit real-time images to a remote device with minimal 
latency. The robot's ability to move and capture images allows it to cover a larger 
area than fixed surveillance systems. This design has potential applications in various 
fields, such as security surveillance, remote monitoring, spying, object retrieval, and 
search and rescue operations. The goal of this research is to develop a cost-effective, 
easy-to-use, and efficient surveillance robot that can be used in a variety of 
applications.  

In future work, the authors plan to improve the robot's autonomy and to integrate 
additional sensors to increase its capabilities. For example, integrating sensors like 
thermal or LIDAR can help the robot detect potential threats in low-light or obscured 
environments. Furthermore, the integration of machine vision algorithms can help the 
robot to analyze the images captured by the camera and detect potential threats in 
real-time.  

2. RELATED WORKS 
     Robotics is very popular in the field of surveillance and rescue. Researchers have 
developed ways to transmit live video and control robots wirelessly over long 
distances. The most common method is to use a wireless camera and expensive 
sensors and mount them on the robot to get the live video and other environmental 
parameter details. The robot is controlled with an Android Device within the range 
of a stable Bluetooth connection. 
 
 In [1], the authors propose a surveillance robot that can be used to monitor 
hazardous environments without the need for human intervention. The robot is 
equipped with different kinds of sensors, including a PIR sensor, ultrasonic sensor, 
and gas sensor, which allow it to detect movement, obstacles, and hazardous gases. 
The robot is also equipped with a wireless camera, which allows it to stream live 
video footage to a remote user. The robot is primarily controlled by an Arduino UNO 
microcontroller, which is programmed to follow a predefined path or to navigate 
autonomously. The robot can also be commanded manually by a remote user using a 
smartphone or PC.The authors tested the robot in a simulated hazardous environment 
and found that it could successfully detect and monitor movement, obstacles, and 
hazardous gases. The robot could also stream live video footage to a remote user.The 
authors conclude that the proposed surveillance robot is a viable solution for 
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monitoring hazardous environments without human intervention. 
 
  In [2], the authors propose a small unarmed ground vehicle (SUGV) that can be used 
for defense and security purposes. The SUGV is designed to be cost-effective and 
easy to build, making it a viable option for developing countries and small 
organizations. The SUGV is built on a toy car platform and uses an Arduino Uno 
microcontroller for control. It is equipped with various sensors, including a PIR 
sensor, ultrasonic sensor, and gas sensor, which allow it to detect movement, 
obstacles, and hazardous gasses. The SUGV is also equipped with a wireless camera, 
which allows it to stream live video footage to a remote user. The SUGV can be 
controlled manually by a remote user using a smartphone or PC. It can also be 
programmed to follow a predefined path or to navigate autonomously. The authors 
tested the SUGV in a simulated hazardous environment and found that it could 
successfully detect and monitor movement, obstacles, and hazardous gasses. The 
SUGV could also stream live video footage to a remote user. The authors conclude 
that the proposed SUGV is a viable solution for defense and security purposes, 
particularly for developing countries and small organizations. 
 
   Authors of [3] have made a spherical spy robot for surveillance operations. The 
robot is designed to be stealthy and maneuverable, and it is equipped with a variety 
of sensors, including cameras and microphones. The robot can be controlled remotely 
using a smartphone or tablet. The robot's spherical shape makes it ideal for 
surveillance in confined spaces, as it can roll around obstacles and change direction 
easily. The robot is also equipped with a pendulum-based drive system, which allows 
it to move over uneven surfaces. The robot is powered by a battery, and it can be 
programmed to follow a variety of predefined paths or to move autonomously. The 
robot can also be programmed to avoid obstacles and to return to its starting point 
when the battery is low. The paper concludes by discussing the applications of the 
spherical spy robot in surveillance operations. The robot could be used to monitor 
sensitive areas, such as military bases and government buildings, or to track criminals 
and terrorists. 
 
   Authors of [4] have made an economical and effective robot using an Arduino 
microcontroller and an Android smartphone. The robot has a robotic claw, various 
critical sensors and detectors, and a high-resolution camera. It can be controlled 
remotely using the internet from a laptop or tablet, and the live video feedback is 
obtained from the wireless camera of the smartphone. The authors argue that modern 
smartphones are built with hardware that satisfies all the requirements for a 
surveillance and rescue robot, such as a high-resolution camera, GPS, accelerometer, 
and internet connectivity. Adopting a smartphone immensely reduces the cost of 
building a classic surveillance and object retrieval robot. The robot can be used for 
Surveillance of sensitive areas, military borders, government offices, public places, 
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and homes, Search and rescue operations in disaster zones, Inspection of hazardous 
or inaccessible areas, and Delivery of medical supplies to remote areas. The authors 
also discuss the possibility of using solar power to make the robot self-sufficient and 
capable of operating in any environment. Overall, the journal presents a promising 
new approach to building surveillance and rescue robots. Using an Android 
smartphone makes the robot more affordable and accessible to a wider range of users. 
 
    In[5], we can see the authors of this journal design an IoT-based Wi-Fi surveillance 
robot with real-time audio and video streaming. The robot has a camera and 
microphone to capture audio and video and a Wi-Fi module to transmit the data to a 
remote device. The robot can be operated using a web browser or mobile app, and the 
user can view the live video and audio stream from the robot's camera and 
microphone. The robot is based on an Arduino Uno R3 microcontroller board. The 
camera and microphone modules are connected to the Arduino board, and the Wi-Fi 
module is connected to the Arduino board using a serial interface. The Arduino board 
is responsible for processing the data from the camera and microphone and 
transmitting it to the remote device over the Wi-Fi network. The robot is powered by 
a 9V battery. The chassis for the robot is made of acrylic sheets. The motors and 
wheels are connected to the Arduino board using a motor driver board. The robot has 
two ultrasonic sensors to detect obstacles. The web browser interface allows the user 
to control the robot's movement, view the live video and audio stream from the robot's 
camera and microphone, and take snapshots, and record videos. The mobile app 
interface provides the same functionality as the web browser interface. 
 
   In[6], the authors propose a surveillance robot that can be used to monitor the work 
performance of humans in hazardous areas. The robot is controlled using an Arduino 
microcontroller and a Wi-Fi module. It has a camera that can be used to capture live 
video of the work area. The robot also has sensors that can be used to identify 
obstacles and humans. The robot can be operated manually or autonomously. The 
robot was tested in a simulated hazardous environment and was found to be effective 
in monitoring the work performance of humans. The robot could identify obstacles 
and humans in its path and avoid them. The robot could also capture live video of the 
work area and send it to the operator. The authors conclude that the surveillance robot 
has the potential to be used in a variety of hazardous environments, such as 
construction sites, chemical plants, and nuclear power plants. The robot can be used 
to improve safety and productivity in these environments.  
 
   The authors of [7], have proposed the design and development of an autonomous 
multi-purpose surveillance and rescue robot based on the Internet of Things (IoT). 
The robot is designed to perform a range of functions such as surveillance, rescue, 
and bomb detection. It has several sensors, including a camera, infrared sensor, gas 
sensor, and metal detector. The robot also has a microcontroller and a Wi-Fi module, 
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allowing it to be operated remotely and send data to a central server. The proposed 
robot has the potential to be a useful tool in a wide range of applications. It can be 
used to detect bombs, monitor risky regions, and rescue individuals from disaster 
zones. Because it can work without human assistance, the robot's autonomous 
capabilities make it well-suited for certain jobs. 
 
  In [8], the authors propose a border monitoring robot system. An Arduino 
microcontroller, a camera, and a mechanical arm comprise the system. The robot can 
traverse over rocky and watery terrain and send live video to a receiver screen. The 
authors hope that in the future, this type of robot can save lives and replace soldiers. 
 
   The authors of [9], have proposed the design and development of a Bluetooth-
controlled robot using Arduino. The authors used HC-05 Bluetooth Module, and 
L298N Motor Driver Module for this project. Android is the operating system of 
smart phones, and it is capable of developing effective remote control programs. At 
the same time, this program communicates with the robot via Bluetooth. It has been 
demonstrated that significant two-way communication between the Android phone 
and the robot is possible, allowing a non-expert to interact with and change the 
system's functioning. Authors functionalized the project for a better future. 
  

3. METHODOLOGY 
 
3.1 SYSTEM ARCHITECTURE 

The Arduino Mega 2560 microcontroller is the central processing unit of the 
robot. It is responsible for controlling the robot's movement, processing sensor data, 
and communicating with the Android device via Bluetooth. The HC-05 Bluetooth 
module is used for wireless communication between the robot and the remote control 
device, which, in this case, is an Android phone. It allows the user to control the robot. 
The camera captures images and live feeds of the surrounding area. An ultrasonic 
sensor is used to encounter obstacles in the robot's path. The servo motor controls the 
movement of the robot's claw. It is also responsible for grabbing any object by the 
robot to remove it from its path or take it back to its navigator. The L298N motor 
driver controls the robot's movement by controlling the DC motors. The battery pack 
provides power to the robot. The circuit diagram of the whole system is described in 
Fig 1. 
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Fig. 1. Circuit Diagram of the Robot 

The robot is controlled using the Arduino Bluetooth Controller app[4] for Android. 
The app allows the user to send logical strings to the robot to move forward or 
backward, turn left or right, and grab objects. If an obstacle is detected, the robot will 
change its direction to avoid it. The robot is primarily controlled manually using the 
app. The user can use the app to move the robot to a specific location or to grab an 
object and return it back to the starting point. 

 
Fig. 2. Workflow Steps 

Algorithm Description: The algorithm works by first initializing all of the 
necessary pins and variables. Then, it enters a while loop that runs as long as the 
distance to the obstacle is less than or equal to 10. Inside the while loop, the algorithm 
first checks if any data is available on the serial port. If there is, it reads the state from 
the serial port. If the state is equal to 'S', the robot stops. If the state equals 'B', the 
robot moves backward. If the state is equal to 'F', the robot moves forward. If the state 
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equals 'R', the robot turns right. If the state equals 'L', the robot turns left. If the state 
equals 'W', the robot moves the servo motor to 90 degrees, making the claw open to 
grab any object.  If the state equals 'E', the robot moves the servo motor to 0 degrees, 
closing the claw to grab the object successfully. 

The algorithm was designed to be simple and efficient at the same time so that 
anyone can understand the robot's code. It is also very flexible, as the user can change 
the robot's state by sending commands to the serial port. 

 
Fig. 3. Flowchart Diagram of the Algorithm 

 
3.2 RESULTS 
 
1. Remote Control via Android Device: The developed surveillance robot 
demonstrated remarkable versatility by being easily controllable using an Android 
device. Through the integration of the Bluetooth module HC-05, the robot can be 
remotely operated, making it accessible for users to navigate and monitor specific 
areas with ease. This feature enhances the robot's adaptability in various 
surveillance scenarios, as users can exercise real-time control through a user-
friendly interface. 

2. Live Video Transmission: One of the key accomplishments of the research is 
the robot's ability to transmit live video footage in real-time. Equipped with a camera 
module, the robot captures high-quality images and sends them wirelessly to an 
Android device through the combined capabilities of the Arduino Mega 2560 
microcontroller and the Bluetooth module. This live video feed enhances the 
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monitoring and surveillance capabilities of the robot, enabling users to gain 
immediate insights into the designated area under surveillance. 

3. Object Retrieval Capability: Besides its surveillance functions, the robot 
showcased a remarkable feature – the capability to grab and bring objects back. This 
functionality extends its utility beyond monitoring and can be particularly valuable 
in search and rescue missions or other scenarios where the retrieval of objects is 
essential. The integration of sensors and the control system enabled the robot to 
effectively interact with its environment, fulfilling a range of potential applications 
beyond traditional security and surveillance. 

These results underscore the efficacy and versatility of the developed system, 
making it a valuable tool for applications such as security and surveillance in 
residential and commercial areas, search and rescue operations, and other tasks that 
require a remotely controlled robot with the ability to capture live video footage and 
interact with its surroundings. Additionally, the robot's compatibility with Android 
devices enhances its user-friendliness and accessibility in real-world scenarios. 

 
Fig. 4. Final Robot 

 

4. HARDWARE SPECIFICATION 
4.1. Arduino Mega Microcontroller [10] 

The central component driving the functionality of our surveillance robot is the 
Arduino Mega 2560 microcontroller. This versatile microcontroller boasts a clock 
speed of 16 MHz and a generous 256 KB of flash memory, providing ample space 
for intricate program logic. With a plethora of digital and analog pins, including 
UART, SPI, and I2C interfaces, the Arduino Mega 2560 facilitates seamless 
integration with various sensors and communication modules. Its compatibility with 
the HC-05 Bluetooth module enables wireless control and real-time video 
transmission. The robust processing power of the ATmega2560 architecture, coupled 
with extensive community support within the maker community, makes the Arduino 
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Mega 2560 an ideal choice for our project, ensuring efficient development and 
troubleshooting. In summary, the Arduino Mega 2560 serves as the cornerstone, 
offering the computational capability and versatility required for the diverse 
functionalities essential to our surveillance robot.  

4.2. HC-05 Bluetooth Module [11] 
A well-liked module labeled the HC-05 has given our project two-way (full-

duplex) wireless connectivity. This module can be used to connect with any 
Bluetooth-enabled device, including a phone or laptop, as well as two 
microcontrollers like an Arduino. The choice of the HC-05 Bluetooth module in our 
surveillance robot project is pivotal for several reasons. The HC-05 provides a 
seamless wireless communication interface, enabling efficient and user-friendly 
remote control of the robot via Android devices. With its easy integration with the 
Arduino Mega 2560, the HC-05 facilitates real-time data transmission, allowing users 
to navigate and monitor specific areas effortlessly. Its compatibility with the Arduino 
platform simplifies the implementation of the communication protocol, ensuring a 
reliable link between the robot and the user's Android device. The module can easily 
be interfaced with any microcontroller that supports USART because it 
communicates with USART at a 9600 baud rate. Using the command mode, we can 
also set the module's default values. However, it cannot transfer files like photos, 
videos, or audio. 

4.3. L298N motor driver 
A L298 Motor Driver IC, a 78M05 Voltage Regulator, resistors, capacitor, a 

Power LED, and a 5V jumper are all included in the L298N Motor Driver module. 
Only after the jumper is inserted will the 78M05 voltage regulator be activated. The 
internal circuitry will be powered by the voltage regulator when the power source is 
less than or equal to 12V, and the 5V pin can be utilized as an output pin to power 
the microcontroller. Motors A and B's ENA and ENB pins regulate speed, 
respectively, while their IN1&IN2, IN3&IN4, and IN3&IN4 pins control the 
direction of the rotation. [12] 

4.4. DC Motors 
The motors are battery-powered, geared DC motors. Gears allow a vehicle to 

move slower while producing more torque. It is referred to as gear reduction. Used 
motors have a spin at 800 RPM. The setup component aids in boosting torque while 
lowering motor speed. 

4.5. Rubber Wheels 
For the robot's proper movement, we incorporated rubber wheels with the DC 

motors and shaft. Which also allows a strong grip. 

4.6. Battery 
These days, many consumer electronics products rely on lithium polymer 

(sometimes known as "LiPo") batteries. They have become the most widely used 
option for those searching for long run times and high power in the radio control 
market over the past few years. LiPo batteries have several advantages, but users must 
determine whether those advantages exceed the disadvantages. For this project, we 
utilized an 11.1V lipo battery. However, we tested 3.7V lithium-ion batteries in a 
battery case to test the system shown in Fig. 4. We have decided to go with a lithium 
polymer battery since it was more efficient for the system. 
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Fig. 5. System testing with Lithium-Ion batteries 

4.7. Jumper Wires 
The microcontroller and other stated devices, the prototype, or the internal circuit 

are connected to other related instruments via jumper cables. 

4.8. Wifi Camera 
One of the key parts of this project is the wifi camera. With this component, we 

broadcast live video so that the particular coordinates can be inspected. 

4.9. Servo Motor and Sonar Sensor 
To enable the robot to stop independently, the sonar sensor automatically detects 

impediments. After pausing, the servo motor causes the sonar sensor to move and 
look for open spaces so that the machine can travel in an obstacle-free route. 

4.10. Metal Claw 
We used a metallic claw that was driven by a servo motor to grab an object that 

was close to the robot and remove it. This object was not seen by the sonar sensor but 
only by the camera. 
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Fig. 6. Complete System Demonstration 

5. SOFTWARE SPECIFICATION 
5.1. Arduino IDE 

The programming language Java was used to create the cross-platform Arduino 
Integrated Development Environment (IDE), which is available for Windows, 
macOS, and Linux. On the Arduino board, it is used to write and load programs. The 
GNU General Public License, version 2, publishes the IDE's source code. The 
Arduino IDE has specific code organization guidelines to support the C and C++ 
languages (Souza et al., 2017). The wiring project's software library, which offers 
numerous input and output methods, is provided by the Arduino IDE (Reche et al., 
2015). 

5.2. Fritzing Circuit Designing Software 
An open-source hardware program called Fritzing empowers anyone to use 

electronics as a creative medium. In the spirit of Processing and Arduino, it provides 
a software tool, a community website, and services. Establishing a creative 
ecosystem, it enables users to document their prototypes, share them with others, 
teach electronics in a classroom, and layout and create excellent PCBs. 

5.3. Arduino Bluetooth Controller App[13] 
To transmit data to the Bluetooth module, we used the above-mentioned Android 

app. Then, using the data we had received from HC05 to the microcontroller, we 
operated the machine's logic. 
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Fig. 7. Controlling app interface [13] 

5.4. LookCam App[14] 
To get the live broadcast from the Wi-Fi camera, we used the LookCam mobile 

app. 

 

6. DISCUSSION 
The research yielded several significant results for the designed and implemented 

site surveillance robot utilizing an Arduino Mega 2560 microcontroller and a 
Bluetooth module HC-05: 

6.1 Applications for deploying this robot 
The Robot is right now in a prototype phase. However, after a versatile viable 

product, the robot can be operated in the following fields: 

1. Security and Surveillance in Residential Areas: 
    The robot can be deployed for monitoring and patrolling residential 
neighborhoods, enhancing overall security by providing real-time video surveillance 
and remote navigation capabilities. 
2. Commercial Area Monitoring: 
    The fully functional robot can be utilized to patrol and monitor commercial spaces, 
such as shopping malls, parking lots, and business complexes, to ensure the safety 
and security of the premises. 
3. Search and Rescue Operations: 
   The robot's object retrieval capability can be leveraged in search and rescue 
missions. The ability to navigate challenging terrains and retrieve objects makes it a 
valuable tool in locating and assisting individuals in distress. 
4. Industrial Surveillance and Inspection: 
    Implementation of the robot for industrial applications, conducting surveillance 
and inspections in environments where human access might be restricted or 
hazardous. This includes monitoring equipment, detecting anomalies, and ensuring 
workplace safety. 
5. Emergency Response: 
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    The robot can be integrated into emergency response teams to assess disaster-
stricken areas. Its remote control, live video transmission, and object retrieval 
capabilities can assist in assessing damage and retrieving critical items in emergency 
situations. 
6. Radiation Detection for bomb finding: 
    With the integration of the GM Counter Module with the system, the robot will be 
able to detect high radiation and find any hidden bomb in a security application. 
 

 

6.2 LIMITATIONS 
The research paper presents a low-cost and easy-to-assemble site surveillance 

robot with several noteworthy features; however, it is important to acknowledge its 
limitations. Firstly, the robot's reliance on a Bluetooth module (HC-05) for wireless 
communication constraints its operational range. The Bluetooth range, though 
suitable for certain applications, may limit the robot's ability to monitor areas that 
require extended distances or traverse large premises. Secondly, the absence of an 
Internet of Things (IoT) framework means that the footage transmission is restricted 
to the Wi-Fi range, thereby restricting its coverage area to locations with an accessible 
Wi-Fi network. Lastly, the control of the robot is also bound by Bluetooth range, 
which may hinder its ability to carry out surveillance tasks in areas that demand 
remote monitoring beyond Bluetooth's limited reach. Recognizing these limitations, 
the proposed system can still prove valuable for various security and surveillance 
applications within its operational boundaries. 

6.3 FUTURE SCOPE 
The future scope of this research paper holds promising opportunities for further 

enhancement and expansion of the presented site surveillance robot system.  

6.3.1. Removing Limitations: The first area of focus for future research could be 
the removal of existing limitations in the system. While the current design is cost-
effective and easy to assemble, there may be scope for improving its robustness, 
battery life, and adaptability to different environments. Research can explore 
advanced materials and components that could make the robot more durable, 
weather-resistant, and adaptable to various terrains. 

6.3.2 Implementing IoT for Controlling: Integrating the Internet of Things 
(IoT) technology into the system can take its capabilities to the next level. By 
connecting the surveillance robot to a cloud-based platform, users can have remote 
and real-time control over the robot's movements and sensor data. This would enable 
operators to control the robot from anywhere worldwide, enhancing its reach and 
usability. Additionally, incorporating machine learning algorithms and AI for 
autonomous decision-making can optimize the robot's performance. 

6.3.3 Implementing IoT for Live Footage Transmission: Building upon the IoT 
integration, research can focus on implementing IoT for live footage transmission. 
By enabling the robot to stream high-quality surveillance footage directly to a cloud 
server, authorized users can access the video feed securely from their devices. This 
feature could enhance the system's efficiency and accessibility, making it an even 
more valuable tool for security and surveillance applications. 
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6.3.4 Multi-Robot Collaboration: Investigating the feasibility of deploying 
multiple robots that can collaborate and coordinate their actions can be an exciting 
avenue for future research. This could include swarm robotics, where robots work 
together to cover larger areas efficiently, enhancing their overall surveillance 
capabilities. 

The future scope of this research paper offers a wide array of possibilities for 
improving and expanding the capabilities of the site surveillance robot, making it a 
valuable tool in various security and surveillance applications. By addressing the 
above points, researchers can contribute to advancing this technology and its broader 
adoption in the field. 
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