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Abstract: Big Data optimizes the process of information processing, expands the scale of information processing, and 

improves the application effect of big data and computer information technology. However, big data has also triggered data 

leakage, network viruses and other security risks. In the context of big data, in order to give full play to the application 

advantages of computer information security technology, it is necessary to give full play to all kinds of technology to avoid 

the problems such as system failures, external attacks and so on, then ensure that the computer system in a safe and stable 

operating environment. This paper analyzes the problems of computer information security technology under the 

background of big data, and puts forward the corresponding application strategies based on the concrete superiority 

technology. 
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Big data optimizes the traditional information processing mechanism, the traditional internet mechanism, but does 

not have the way to carry on the effective optimization to the large capacity data, when processing needs to use many 

kinds of processing mechanism, the standardization carries on the classification storage to the massive data, lets the 

database information system security get the safeguard, carries on the effective definition to own value, then 

enhances the data processing efficiency, it ensures the sharing of information resources and makes it convenient for 

people to obtain information at any time. 

1. HIDDEN TROUBLE OF COMPUTER INFORMATION SECURITY TECHNOLOGY UNDER THE 

BACKGROUND OF BIG DATA 

The information security of computer has a high demand for technology, involving information security, computer 

related technology, cryptography technology and many other aspects. In the era of big data, the computer is playing 

an increasingly prominent role, gradually improving the requirements of the network information system, the advent 

of big data era, to the computer network information security, has brought with it an unprecedented challenge. As 

for information, big data has certain complexity, so the information environment of computer network has more and 

more threats in security aspect, at present, some unsafe factors appear in the links of information storage, processing, 

transmission, etc. . 

The computer network itself has the advantage of information sharing. Under the background of big data, the 

characteristic of information sharing is strengthening. This advantage not only provides convenience for people, but 

also increases the risk of computer being invaded by virus. Now there are many malicious computer intrusion sites 

on the Internet, they build a formal image of the network to attract users to open the click, so that through the internet 

into the computer viruses, to steal personal information from computers. Now there are more and more virus websites, 

which make our computer more and more likely to be infected by virus when we surf the Internet, which lays a 

hidden danger for the later computer network information storage. 

It is people who use computer network to store and transmit information, so users themselves play a decisive role in 

computer network information security. The user affects the computer network information security mainly from 

two aspects: the user's own computer network information security consciousness and does not have the specialized 

computer network information security technology. Many users often have improper operation procedures when 
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storing information, such as not inserting and unplugging the memory card according to the prescribed procedure, 

and not adding the password lock in time after storing the information, all of these situations increase the risk of 

computer network information being stolen. 

The Big Data Era has realized the information sharing and the information integration in the global scope, has 

provided the convenience for the different profession people to obtain the information, but at the same time the 

expansion of access to information and the popularity of information led to an increase in the risk of private 

information theft. Some illegal personnel can make huge profits by selling personal information, so now our personal 

information is at risk of being leaked at any time. Today's computer network information is mainly protected by 

TCP/IP, but with the development of the times, this technology can not resist most of the hackers, as a result, 

information can not be transmitted and stored in a secure manner. 

To implement network information security protection for computer not only needs certain security information 

protection technology, but also needs the help of professional equipment. Any electronic equipment has its service 

life, the computer network information maintenance equipment is no exception, the relevant technical personnel will 

carry out regular updates to the computer, but when a natural disaster occurs, the technical personnel are not prepared 

in time, which will inevitably lead to equipment damage and reduce the reliability and security of information storage 

and transmission, it leads to the loss of the protection of the information in the computer network under the 

background of big data, and increases the risk of information leakage. 

2.COMPUTER INFORMATION SECURITY TECHNOLOGY UNDER THE BACKGROUND OF BIG 

DATA 

In the view of big data, the information security of computers, in the process of data processing, some data analysis 

techniques are used, mainly referring to the actual process of data processing, computer users analyze data using 

techniques such as spatial analysis, network analysis, sentiment analysis, data regression analysis, etc. . In the 

analysis of some cases of big data, the main technology to be taken is the technology of data analysis. In the process 

of actual analysis of some data, the technology of spatial analysis is the combination of several technologies, namely, 

the coding technology of geographic data, the geometry technology, the network topology technology, through this 

form of the final completion of the comprehensive analysis of all the data. In the process of using network analysis 

technology to analyze the data, we must fully combine the advantages of the network itself to process and analyze 

the data. The technology of emotion analysis means that the natural language is presented in the form of coding, and 

then the analysis of the data can be completed, which can effectively prevent the process of data analysis, there have 

been a number of security incidents, such as data breaches. 

The technology of identity authentication is mainly used by users, encrypting the ports where the user information 

is stored, to ensure that the data information will not be affected by static data in the process of processing, which 

puts the data at risk of loss. Generally speaking, the technology of identity authentication and the software system 

of the computer are interrelated, through the user to operate the software, the system automatically recognizes and 

forms a dynamic instruction to the user, then users operate according to the instructions given by the system, thus 

reducing the risk of static password when logging in, and further improving the security of computer system 

properties. 

Information encryption technology is aimed at the computer system, this technology can effectively ensure that the 

system will not be attacked by external hackers, viruses and other internal attacks, especially in the network era of 

modern big data, the information encryption technology can provide the computer system with a foundation of 

security protection, it also has the function of monitoring itself, the real-time transmission data under the network 

node can be traced throughout, thus some internal existence of virus information for effective supervision. The 

technology of data encryption can be used to transmit data and information over wireless networks, to ensure the 
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precise connection between the transmission and reception ports, and to prevent the loss of data packets, it guarantees 

the stability of data transmission, so it provides a strong guarantee for the safe operation of the whole system. 

Firewall technology is to build a platform for information transition between the device's internal and network 

environment, and set some access restrictions and information verification for the transmitted data, various types of 

data are located in the information node, there will be some specific filtering features, used to distinguish between 

the inter-network property security. In terms of the essence of technology, the firewall is distributed in the network 

layer and the application layer. A security protection mechanism is created for the data information, and various 

types of data structures can be guaranteed according to specific rules, continuously verify the information in the 

database, and check the data transmitted from the external network to the internal network one by one, so as to ensure 

that the firewall can automatically block out the information in case of data errors, so as to ensure the safe operation 

of the intranet. 

3.APPLICATION COUNTERMEASURES OF COMPUTER INFORMATION SECURITY 

TECHNOLOGY UNDER BIG DATA BACKGROUND 

The network big data is our country science and technology, the informationization development and the 

popularization extension important content, the big data application level concerns the national economy people's 

livelihood, the national status. With the emergence of big data technology, personal information, privacy, enterprise 

information and national information are highly exposed and intermingled. Computer information security is 

especially important. It is very important to construct perfect data information security system for monitoring and 

controlling the whole process of data information transmission and sharing. For example, stop dangerous behavior 

in time, encrypt transmit data information, avoid information being stolen and embezzled, maintain data information 

security. At the same time, we should learn from the experience of developed countries, strengthen the training of 

data and information security personnel, strive to narrow the gap, purify the network environment, and provide a 

solid guarantee for social development. 

The application of identity authentication technology in computer network information usually involves 

authentication and authorization. The authentication process is to identify the true identity of the visitor, we can use 

the identity to authenticate the user's legal access, and identify the authenticity of the user's identity, which can 

effectively protect the attacker from impersonating the legitimate user. Authorization refers to the record that gives 

the user a certain permission to operate the file data after the identity of the user has been determined, and can also 

carry on the operation behavior to the invading user, after the security problem appears, can be timely through the 

communication operation verification, so as to find the root cause of the problem and effectively solve 

Strengthening the management and control of computer network security should base on the actual situation, analyze 

and control from the whole, perfect the supporting system, promote the follow-up work of computer network security 

control in an orderly manner. The level of computer network security management and control is related to the 

network security situation under big data to a great extent, so it is necessary to improve the level of network 

management continuously. This needs the network security manager to consolidate the professional foundation and 

the quality ability, unifies the knowledge which studies carries on the work, and pays attention to the computer 

network security education propaganda, Enhances People's network security guard consciousness. Both enterprises 

and individuals should pay close attention to computer network security, maintain and upgrade computer network 

security system regularly, and clean up and report any violation in time, ensure the safety of computer network 

operation. 

In the era of big data, there is a strong necessity. If we want to ensure the efficient operation of the computer network, 

we must have a good supervision system to support it. Only when the supervision system is in place can we better 

improve the network information security, through the network supervision, can prevent the hacker intrusion, the 
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network is arbitrary use and so on the situation occurs. In addition, the state and government departments should 

also provide effective guidance, and relevant departments should strengthen prevention, guard against possible risks 

and hidden dangers, and strengthen information security publicity, to ensure that computer users have a certain 

degree of security awareness, the government should also crack down on information trafficking and illegal use of 

information, and government departments should understand in detail the actual situation of the development of the 

network in this process, to formulate relevant laws and regulations in accordance with the development of network 

information, so as to protect information security and maintain the long-term, stable and healthy development of 

computer network technology. 

Firewall technology is one of the most commonly used and important ways to reasonably protect computer network 

information security. In the process of protecting computer network information security, using firewall technology 

can build a good security system from the most basic, make full use of the pattern of internal network and external 

network, ensure the security of internal network, so it can repair the system vulnerability to a certain extent, to stop 

the virus. Computer network encryption is currently the most commonly used method, that is to say, you can use 

different forms of encryption to encrypt protected information, and encryption algorithms can convert information 

into text, so that the illegal elements can not effectively access computer information, thereby avoiding the problem 

of information being stolen. In addition, the computer can enhance the difficulty of stealing information, set up the 

level of stealing, so that criminals can not access effective information in time, and enhance information security, 

improve the overall quality of network security. Anti-virus technology is also a major way to prevent information 

leakage, in the actual application process requires the computer to install the corresponding anti-virus system and 

anti-virus software, the installation process needs to be carried out by professional personnel. The application of this 

technology can let the emergence of a virus in time and shorten the scope of virus intrusion, thus reducing the 

computer virus malicious attack caused by the impact. 

4.CONCLUSION 

The Era of big data is an era of opportunity. As a big network country, China has a huge number of internet users 

and the growing demand for network development, people enjoy the big data era on our lives change. However, our 

country is not a strong network country, the immature technology makes the internet users face great challenges in 

information security. Recognizing the serious situation facing the protection of personal information security, and 

taking corresponding protective measures, continuing to improve the protection mechanism of personal information, 

developing security technologies, and establishing and improving relevant laws, to get the most out of big data. 
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