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Abstract. Machine Type Communication (MTC) has been emerging for a
wide range of applications and services for the Internet of Things (IoT). In
some scenarios, a large group of MTC devices (MTCDs) may enter the
communication coverage of a new target base station simultaneously.
However, the current handover mechanism specified by the Third
Generation Partnership Project (3GPP) incur high signalling overhead over
the access network and the core network for such scenario. Moreover, other
existing solutions have several security problems in terms of failure of key
forward secrecy (KFS) and lack of mutual authentication. In this paper, we
propose an efficient authentication protocol for a group of MTCDs in all
handover scenarios. By the proposal, the messages of two MTCDs are
concatenated and sent by an authenticated group member to reduce the
signalling cost. The proposed protocol has been analysed on its security
functionality to show its ability to preserve user privacy and resist from
major typical malicious attacks. It can be expected that the proposed scheme
is applicable to all kinds of group mobility scenarios such as a platoon of
vehicles or a high-speed train. The performance evaluation demonstrates
that the proposed protocol is efficient in terms of computational and
signalling cost.
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1 Introduction
Machine-type communication (MTC), also regarded as machine to machine (M2M)
communication, is evolving to be an essential component of 5G wireless networks. MTC
devices (MTCDs) communicate between a device and another entity in the network. The
MTC will be popular in the scenarios such as health care services, fleet management, smart
grid, and so on.[1] In some mobility scenarios, MTCDs are moving in groups from the
serving base station to a new base station. It is referred as a group handover, which can be
frequently observed in high-speed trains, platoon of vehicles or buses. A handover
authentication process is initiated for every single MTCD to authenticate it with the network.
*
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However, a group handover authentication has not been carefully considered by the
current standard. The current 5th Generation (5G) standard specified by the third Generation
Partnership Project (3GPP) published in April 2020 holds some problems in terms of high
signalling overhead and security weaknesses when a group of MTCDs handover
simultaneously. According to the 3GPP standard, a handover has been categorized into a Xn
based intra-Access and Mobility Management Function (AMF) handover, a N2 based intraAMF handover and a N2 based inter-AMF handover. It is disclosed in [2] that there are some
weaknesses in the Xn handover authentication process including failure of key forward
secrecy (KFS), vulnerability to Denial of Service (DoS) attacks and lack of mutual
authentication between a MTCD and its target gNodeB (t-gNB). Moreover, an attacker can
obtain the MTCDs’ privacy information such as its moving pattern. And both N2 and Xn
handovers could incur severe signalling overloads to a MTCD group. Thus, to design a secure
and efficient group handover authentication protocol is a critical and important issue to
support secure MTCs.
Unfortunately, existing research work has weaknesses in terms of security or efficiency.
The authors in [1][3] have presented a secure context transmission (SCT)-based scheme, by
which the source gNodeB (s-gNB) transmits the security contexts of all the group members
when the first user equipment (UE) enters the communication coverage of the target gNodeB
(t-gNB). The SCT scheme may cause key leakage because the session keys of the group
members who leave the group after the first UE enters the area are still sending to t-gNB.
The SCT scheme in [1] has failed key forward secrecy (KFS) and lack of mutual
authentication. The SCT scheme in [3] has used the elliptic curve cryptography (ECC) which
can incur high computational overheads. The authors in [4]-[8] have used the aggregated
information to authenticate group members. The group leader aggregates message
authentication codes (MACs) of all group members or signatures and sends the aggregated
information to the network. In general, there are three weaknesses for the aggregation. The
first one is the vulnerability to DoS attacks. The aggregated information can be successfully
verified only if all members are legal. An attacker can send false aggregated information and
make entire group verification fail deliberately. Second, lots of computations are needed at
the leader’s side. And the authentication of the leader has been ignored by some schemes.
Third, the delays to the UEs who enter the new coverage area first is high because they have
to wait for the calculations and message exchanges of the entire group over. The solution in
[4] suffers from the key escrow problem and has a high computational cost because of the
modular exponentiation algorithm used. The solution in [5] has a lower computation
overhead, while it cannot support a dynamic change of group members. And it also has some
security problems such as lack of authentication for the control mobile relay nodes, failed
KFS/Key backward secrecy (KBS) and failure to preserve the privacy of the UEs. The
solution in [6] has proposed a universal protocol for N2 and Xn handovers. But it also has a
high computation overhead because of the ECC and the proxy signature used. The authors in
[7] have proposed 2 schemes for different security requirements. However, it is only suitable
for fixed-trajectory movements. The solution in [8] has a high computation overhead due to
the use of the modular exponentiation algorithm.
It is clear that most of the solutions have used the algorithms with a high computational
complexity for the resource-constrained devices. The security and privacy of the MTCDs
have not been well protected. To overcome all the above problems, we propose a symmetric
encryption-based protocol, which is named as efficient anonymous group handover
authentication (EAGHA) scheme for massive MTCDs. It holds the following outstanding
features: 1) The protocol can achieve all security properties while preserving the architecture
of the 3GPP standard. 2) The signalling congestion can be avoided by allowing the
authenticated group member to send and receive messages for the subsequent 2 members
who need to be authenticated. It can also avoid a high overhead at the group leader and high
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delays to the UEs who handover first. 3) The proposed protocol can resist DoS attacks and
possible key leakage. 4) The identity of each MTCD is hidden by using a temporary ID (TID),
which does not require the public key encryption. 5) The proposed protocol has a much lower
delay compared to other existing schemes.
The organization of the rest of the paper is as follows: Section 2 illustrates the system
model and threat model under the study. Section 3 details the proposed scheme. Section 4
presents the security analysis on the protocol. Section 5 shows the results of the performances
evaluation. Section 6 is the conclusion of the paper.

2 System model
2.1 System model
This section introduces the system model of the 5G security architecture and the
corresponding attack model. As shown in Fig. 1, the system architecture of the 5G core
network and access network includes several types of devices such as AMF, Authentication
Server Function (AUSF) and Authentication credential Repository and Processing Function
(ARPF). During a handover process, a MTCD may hand over within an AMF, or to a
different AMF. The handover using Xn interface within an AMF is called Xn-based intraAMF handover. The handover using N2 interface within the same AMF is called N2-based
intra-AMF handover. The handover between different AMFs is called N2-based inter-AMF
handover. They all have been specified by the 3GPP Technical Specification TS 33.501 R16.
By the specification, the handover involves three entities including MTCD, gNB, and AMF
[9]. By the specification, the scope of possible t-gNBs has not been specified. In general, in
a cellular network, a cell controlled by a gNB is surrounded by 6 neighbouring cells, which
have been defined as neighbours of the gNB. During a handover, a MTCD can only hand
over to one of the 6 neighbouring gNBs of the s-gNB. In this paper, all three types of
handover scenarios will be considered.
5G Core Network

AMF

AUSF

ARPF

AMF

N2
N2
Xn

N2
gNodeB
Xn

Xn

gNodeB
MTCD

N2

N2

gNodeB
Xn based
Intra-AMF handover

MTCD

gNodeB

gNodeB
N2 based
MTCD
Intra-AMF
handover

N2 based Inter- MTCD
AMF
handover

Fig. 1. System model of 5G network with different types of handovers.

2.2 Attack model
The attack model to the network under the study is the Dolev-Yao model, which is commonly
used to present security vulnerabilities in various wireless networks. By the Dolev-Yao
intruder model, the intruder could overhear, intercept, analyse, or manipulate messages on
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communication channel. Besides, due to the failure of the KFS in the Xn handover specified
by the standard, the attacker who knows a session key may launch eavesdropping attacks or
message modification attacks until a new session key is derived. Moreover, impersonation
attacks or false base-station attacks could be launched due to the lack of mutual authentication
between a MTCD and t-gNB in the Xn handover process. DoS attacks can also be launched
by an illegal gNB who transmits lots of much smaller next-hop chaining counter (NCC)
values to the MTCD. A NCC value holds an initial value of zero and increases one at a time.
And an attacker may obtain a user’s identity to track the user by analysing the message
exchanged.

3 The EAGHA scheme
In this section, we describe the proposed EAGHA in detail to show its ability to overcome
the security weaknesses and avoid signalling congestion in the existing 5G handover
protocols.
3.1 Motivation of the proposal
From the literature survey, the existing group handover authentication schemes including the
group handover authentication specified by the 3GPP standard have various shortcomings.
They either have security vulnerabilities or are inefficient in terms of latency. The protocols
which aggregate user’s information to authenticate UEs are vulnerable to DoS attacks. They
can also incur extra latency to the UEs who enter the new coverage area first. The protocols,
by which a group leader is selected to produce the aggregated information, will introduce
high overheads at the leader. Based on these considerations, the EAGHA is proposed for
MTCDs to mitigate the above-mentioned shortcomings. The EAGHA scheme aims to
achieve various security attributes including privacy preserving, mutual authentication,
perfect KFS, and resistance to a variety of malicious attacks.
3.2 Details of the proposed solution
The notations of the EAGHA scheme with their definitions are listed in Table 1. The
proposed EAGHA scheme consists of three phases: i) initial authentication, ii) handover
preparation, and iii) handover authentication. The first phase enables the mutual
authentication for the MTCDs with the network. The second phase works before a handover
happens. The third phase starts when the first MTCD enters the communication area of the
t-gNB. The details of the EAGHA scheme are presented in Fig. 2. Before a handover, each
gNB has a pre-shared key pair (𝑠𝑠𝑖𝑖 , 𝑑𝑑𝑖𝑖 ) allocated by the AMF. Only the AMF and the gNBs
share the key. The AMF can renew the key through a N2 interface before a handover if
needed. Also, it is assumed the AMF and the connection between AMFs and gNBs are secure.
Table 1. Notations and definition of the proposed protocol.

𝑡𝑡

Notation
𝐾𝐾𝐴𝐴𝐴𝐴𝐴𝐴
𝑠𝑠𝑖𝑖 , 𝑑𝑑𝑖𝑖
𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡
𝜃𝜃
∗
K gNB / 𝐾𝐾𝑔𝑔𝑔𝑔𝑔𝑔
𝑀𝑀𝑀𝑀𝑀𝑀
𝐻𝐻(∙)
𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 − 𝐷𝐷𝐷𝐷

Definition
Access key at AMF/UE
Pre-shared keys of gNB i
One time session key of UE/t-gNB
NH value encrypted with subkey s and AES key d
Old/new session key of UE/gNB
Message authentication code
Hash function
Absolute radio frequency channel number-down link of gNB
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Physical cell identity
Timestamp
Group Key

𝑃𝑃𝑃𝑃𝑃𝑃
t
GK

3.2.1 Initial authentication
In this phase, the MTCDs, the AMF, the AUSF and the ARPF will execute the 5G
authentication and key agreement protocol (5G-AKA) specified by the 3GPP standard.
Keying materials that could be used between the MTCDs and the serving network are
provided in the subsequent procedures.
MTCD1

MTCDi

Handover
Preparation

s-gNB

Store Ɵ

t-gNB

t-AMF

s-AMF

Group List, Neighbor gNB List
Path Shift Request
Compute {NCCi,t1}KAMFi,
Ɵ,GK, MACi
Path Shift Request ACK

Verify MAC

First
MTCD
(MTCD1)
enters new
serving
area

Measurement Report
Xn based Handover
Group Handover Request

N2 based
Intra-AMF Handover

Group Handover Request
Group Handover Request

N2 based
Inter-AMF Handover

Group Handover Request

Forward

Group Handover Request
Group Handover Request ACK
generate
Handover Command
Info. H(TID1),GK1
Calculate H(NH*i),
Verify GK
MTCDi
enters new
serving
area

by authenticated member
with another MTCD

Verify MACi, calculate

generate
{GKi,t7, Noncei}KgNBi*
Handover Command
Sent by authenticated member with
another MTCD

Fig. 2. The Proposed EAGHA.

5

(except for the
first MTCD)

MATEC Web of Conferences 355, 03052 (2022)
ICPCM2021

https://doi.org/10.1051/matecconf/202235503052

3.2.2 Group handover preparation
This phase works before a handover. The keying materials are prepared in this phase. The
operations are described below:
Step 1: After the previous handover, a group path shift request message will be sent by sgNB, where s-gNB reports its neighbourhood list to the s-AMF.
Step 2: This step happens depend on status of pre-shared keys. If the criteria for key
renewal are met, the AMF should renew the pre-shared keys for the gNBs and compute the
new session key between two neighbouring gNBs by 𝐾𝐾(𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠,𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡) = 𝐻𝐻(𝑠𝑠𝑖𝑖 ||𝑠𝑠𝑗𝑗 ) and sends
them to the corresponding gNBs.
Step 3: First, the AMF encrypts the next hop parameters (NHs) and temp session keys
𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 of all group members in 𝜃𝜃. Different from the encryption scheme in [10], which is
vulnerable to the plaintext attacks, by the proposed scheme, the AMF encrypts the group NHs
and 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 in following steps: For all allocated pre-shared subkeys of neighbouring gNBs
𝜎𝜎
𝑠𝑠1 , … , 𝑠𝑠6 , AMF computes 𝜎𝜎 = ∏6𝑖𝑖=1 𝑠𝑠𝑖𝑖 , 𝑥𝑥𝑖𝑖 = , 𝑦𝑦𝑖𝑖 = 𝑥𝑥𝑖𝑖−1 𝑚𝑚𝑚𝑚𝑚𝑚 𝑠𝑠𝑖𝑖 , and 𝜃𝜃 = ∑6𝑖𝑖=1[𝑦𝑦𝑖𝑖 ∗
𝑠𝑠𝑖𝑖

�𝚤𝚤∗ � ] 𝑚𝑚𝑚𝑚𝑚𝑚 𝜎𝜎 to encrypt the NH value and 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑖𝑖 for all group members,
�𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑖𝑖 ||𝑁𝑁𝐻𝐻
𝑑𝑑
𝑖𝑖

�𝚤𝚤∗ = 𝐻𝐻(𝑁𝑁𝐻𝐻𝑖𝑖∗ ) + 𝑁𝑁𝐻𝐻𝑖𝑖∗ ,
where 𝜃𝜃 is encrypted information, || is concatenate operation. 𝑁𝑁𝐻𝐻
∗
� 𝚤𝚤 � is encrypted 𝑁𝑁𝐻𝐻
�𝚤𝚤∗ by key 𝑑𝑑𝑖𝑖 using Advanced Encryption Standard (AES). 𝑁𝑁𝐻𝐻
� 𝚤𝚤 can
�𝑁𝑁𝐻𝐻
𝑑𝑑
𝑖𝑖

prevent t-gNB from knowing the NH value of the MTCD who leaves the group. 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 will
be used as session key between the MTCD and the t-gNB. The AMF computes 𝑇𝑇𝑇𝑇𝐷𝐷𝑖𝑖 =
𝐺𝐺𝐺𝐺 = 𝐻𝐻(∑𝑛𝑛𝑖𝑖=1 𝐻𝐻(𝑇𝑇𝑇𝑇𝐷𝐷𝑖𝑖 ))
and
generates
𝑀𝑀𝑀𝑀𝐶𝐶𝑖𝑖 =
𝐻𝐻(𝑆𝑆𝑆𝑆𝑆𝑆𝐼𝐼𝑖𝑖 ‖𝐾𝐾𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 ‖𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 ) ,
𝐻𝐻(𝐺𝐺𝐺𝐺||𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 ||𝑁𝑁𝑁𝑁𝐶𝐶𝑖𝑖 ||𝐾𝐾𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 ) and sends 𝑇𝑇𝑇𝑇𝐷𝐷𝑖𝑖 , 𝐺𝐺𝐺𝐺, 𝜃𝜃, �𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 , 𝑁𝑁𝑁𝑁𝑁𝑁, 𝑡𝑡�𝐾𝐾
, 𝑀𝑀𝑀𝑀𝐶𝐶𝑖𝑖 , 𝑡𝑡 to s𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴

gNB.
Step 4: S-gNB checks the freshness of the timestamp, stores 𝜃𝜃, and sends
�𝐺𝐺𝐺𝐺, 𝜃𝜃, �𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 , 𝑁𝑁𝑁𝑁𝑁𝑁, 𝑡𝑡�𝐾𝐾
, 𝑀𝑀𝑀𝑀𝐶𝐶𝑖𝑖 �
to all the MTCDs in the group.
𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴

𝐾𝐾𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔

Step 5: The MTCD decrypts the message and verifies the MAC. If the verification fails,
the MTCD declines the connection.
3.2.3 Group handover authentication

It happens when the first MTCD (𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 ) enters the t-gNB coverage area.
Step 1: 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 calculates 𝐻𝐻(𝑁𝑁𝐻𝐻1∗ ) and generates a nonce and a timestamp and sends the
encrypted message �𝑇𝑇𝑇𝑇𝐷𝐷1 , 𝑡𝑡, 𝐻𝐻(𝑁𝑁𝐻𝐻1∗ ), {𝑡𝑡, 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑒𝑒1 }𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾1∗ �
to the s-gNB.
𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾1

For a Xn based Handover, the process jumps to step 2. For a N2 based Intra-AMF
Handover, the process jumps to step 3. For a N2 based Inter-AMF Handover, the process
jumps to step 4.
Step
2:
The
s-gNB
decrypts
the
message
and
sends
to the t-gNB. The t-gNB uses its pre�𝜃𝜃, 𝑡𝑡, 𝑇𝑇𝑇𝑇𝐷𝐷𝑖𝑖 , 𝐻𝐻(𝑁𝑁𝐻𝐻1∗ ), {𝑡𝑡, 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑒𝑒1 }𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾1∗ �
𝐾𝐾
(𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠,𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡)

shared keys (𝑠𝑠𝑡𝑡 , 𝑑𝑑𝑡𝑡 ) to decrypt 𝜃𝜃 by (θ mod st )𝑑𝑑𝑡𝑡 to obtain temporary session keys 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡
�1∗ .
with the MTCDs. Then it calculates 𝑁𝑁𝐻𝐻1∗ by 𝑁𝑁𝐻𝐻1∗ = 𝐻𝐻(𝑁𝑁𝐻𝐻1∗ ) ⊕ 𝑁𝑁𝐻𝐻
Step 3.a The s-gNB decrypts the message received from 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 and forwards
{𝑡𝑡, 𝑇𝑇𝑇𝑇𝐷𝐷1 , {𝑡𝑡, 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁}𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾1∗ } in the group handover request message to source-AMF (s-AMF).
�𝚤𝚤∗ , 𝑇𝑇𝑇𝑇𝐷𝐷𝑖𝑖 , 𝑡𝑡, 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 , {𝑡𝑡, 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑒𝑒1 }𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾1∗ } (i= 1,…,n) in the group
3.b The AMF sends {𝑁𝑁𝐻𝐻
handover request message to the t-gNB.
Step 4.a The s-gNB decrypts the message from 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 and forwards
{𝑡𝑡, 𝑇𝑇𝑇𝑇𝐷𝐷1 , {𝑡𝑡, 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑒𝑒1 }𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾1∗ } in the group handover request message to the s-AMF.
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4.b
The
s-AMF
sends
�𝚤𝚤∗ , 𝑇𝑇𝑇𝑇𝐷𝐷𝑖𝑖 , 𝑡𝑡, 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 , 𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐, {𝑡𝑡, 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑒𝑒1 }𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾1∗ } (i=1,…,n) in one of
{𝑁𝑁𝐻𝐻
the group handover request message to the target AMF (t-AMF). The group security context
includes the session keys used with the MTCDs.
�𝚤𝚤∗ , 𝑇𝑇𝑇𝑇𝐷𝐷𝑖𝑖 , 𝑡𝑡, 𝑁𝑁𝐻𝐻1∗ , 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 , {𝑡𝑡, 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑒𝑒1 }𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾1∗ } (i=1,…,n) in one
4.c The t-AMF sends {𝑁𝑁𝐻𝐻
group handover request message to the t-gNB. The t-gNB sends an acknowledgement (ACK)
message back to the t-AMF.
∗
using the formula stated
Step 5: The t-gNB calculates its session key with 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 𝐾𝐾𝑔𝑔𝑔𝑔𝑔𝑔1
in [9]. i.e., K gNB∗ = 𝐾𝐾𝐾𝐾𝐾𝐾(𝑁𝑁𝑁𝑁‖𝑃𝑃𝑃𝑃𝑃𝑃‖𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 − 𝐷𝐷𝐷𝐷) and sends {𝐺𝐺𝐾𝐾1 , 𝑁𝑁𝑜𝑜𝑜𝑜𝑜𝑜𝑒𝑒1 , 𝑡𝑡}𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾1∗ to
𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 , where 𝐺𝐺𝐾𝐾1 is the partial group key for 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 calculated by 𝐺𝐺𝐾𝐾𝑖𝑖 =
∑𝑘𝑘≠𝑖𝑖
𝑘𝑘=1…𝑛𝑛 𝐻𝐻(𝑇𝑇𝑇𝑇𝐷𝐷𝑘𝑘 ). After this step, the mutual authentication between the 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 and the tgNB is successful.
Step 6: The MTCD1 broadcasts t-gNB's information, 𝐻𝐻(𝑇𝑇𝑇𝑇𝐷𝐷1 ) 𝑎𝑎𝑎𝑎𝑎𝑎 𝐺𝐺𝐾𝐾1 to all group
members. The subsequent 2 members who enter the new area verify the 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 by
calculating if 𝐻𝐻(𝐻𝐻(𝑇𝑇𝑇𝑇𝐷𝐷1 ) + 𝐺𝐺𝐾𝐾1 ) = 𝐺𝐺𝐺𝐺 . If equals, the subsequent 2 members send
�𝑀𝑀𝑀𝑀𝐶𝐶𝑖𝑖 , 𝑇𝑇𝑇𝑇𝐷𝐷𝑖𝑖 , 𝑡𝑡, 𝐻𝐻(𝑁𝑁𝐻𝐻𝑖𝑖∗ ), {𝑡𝑡, 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑒𝑒𝑖𝑖 }𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾∗ �
to 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 , where the MAC is the hash of
𝐾𝐾𝐾𝐾𝐾𝐾𝑚𝑚𝑝𝑝𝑝𝑝

the message and 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 . The 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 concatenates two messages into one message and sends
it to the t-gNB. If the waiting time for these 2 members to find an authenticated member
exceeds a preset value, they should send the message to the t-gNB directly.
Step 7: The t-gNB decrypts the message using 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 and verifies the MACs. It derives
∗
�𝚤𝚤∗ and generates 𝐾𝐾𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔
the NH value by 𝐻𝐻(𝑁𝑁𝐻𝐻𝑖𝑖∗ ) ⊕ 𝑁𝑁𝐻𝐻
. Finally, the t-gNB sends
{𝐺𝐺𝐾𝐾𝑖𝑖 , 𝑡𝑡7 , 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑒𝑒𝑖𝑖 }𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾 ∗ of the two members to 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 , which sends the messages to the
corresponding members, respectively. The two members verify the equality of the received
nonce with the one they have sent before. If equals, the authentication is success. And each
of the two members will help another 2 unauthenticated members to upload and download
the messages, following the same procedure as 𝑀𝑀𝑀𝑀𝑀𝑀𝐷𝐷1 .

4 Security analysis

In this section, the security properties of EAGHA are analysed.
Anonymity and Unlinkability: By the proposed scheme, the temp identity 𝑇𝑇𝑇𝑇𝑇𝑇 is used to
achieve the anonymity. The real identity of a MTCD (SUPI) is concealed with 𝐾𝐾𝐴𝐴𝐴𝐴𝐴𝐴 and
𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 using hash function. The real identity of a user will only be known to the AMF and be
changed in every handover. Besides, with the use of the nonces in each message, it is hard to
decide whether two messages are computed by the same group members. Thus, this scheme
can achieve the anonymity and unlinkability.
Mutual Authentication: By the EAGHA scheme, the MTCDs authenticates t-gNB by the
temporary session key 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 , H(NH) and 𝐾𝐾𝑔𝑔𝑔𝑔𝑔𝑔 . Only legitimate t-gNB can obtain 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 to
decrypt the message and calculate the NH to derive the session key 𝐾𝐾𝑔𝑔𝑔𝑔𝑔𝑔 . The MTCD can
determine if correct keys have been used by comparing the nonce with the one it has sent
before. Similarly, the gNB authenticates the MTCD by determining if the same correct keys
have been used and verifying TID. Therefore, mutual authentication between MTCDs and tgNB can be achieved.
Ability against DoS Attacks: By the original 3GPP scheme, an attacker may launch DoS
attacks by impersonating a legal gNB and send lots of fake NCC values to the UE to sabotage
the key derivation process. And by the schemes using the aggregated MAC or signature, an
attacker may launch DoS attacks by sending the false information to make the verification of
the aggregated information for the entire group fail. By the EAGHA scheme, a MAC value
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is added to ensure the NCC’s integrity without aggregating any messages. Therefore, the DoS
attacks cannot proceed.
Ability against Impersonation/False Base-station: It is possible for an illegal gNB to
impersonate a legal gNB to setup illegal communication with the MTCDs. By the EAGHA
scheme, a MTCD is able to tell if NCC and Ktemp have been modified by verifying the MAC,
which is only calculable by the AMF and the MTCD who knows K AMF . Moreover, only the
legal gNB can receive new pre-shared key from the AMF, which is also updated periodically.
Without a valid pre-shared key, the false gNB cannot derive session key K gNB∗ The MTCD
can authenticate the gNB by determining if the correct pre-shared key is used and if the gNB
has modified the NCC and K temp value. Therefore, the false base-station attacks and the
impersonation attacks can be prevented.
Ability against Man-in-the-Middle (MitM) Attacks: By the EAGHA scheme, an adversary
cannot masquerade as a legitimate t-gNB to deceive MTCDs because temporary session keys
𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 have been established between them by the AMF. As the communication between
AMF and gNBs are considered as safe, and a MAC of 𝐾𝐾𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 has been generated with 𝐾𝐾𝐴𝐴𝐴𝐴𝐴𝐴
and sent to MTCDs. An adversary cannot obtain or modify the temporary session keys and
therefore cannot setup communication with MTCDs.
Ability against Replay Attacks: By the EAGHA scheme, timestamps and nonces are
employed in each message, which is also encrypted with the session key. Thus, each message
will be completely different and cannot be understood by the adversary without a session key.
Then, replay attacks can be avoided.

5 Performance evaluation
In this section, the performance of the proposed scheme has been evaluated with the
comparison of the performance of other schemes. It includes the evaluation of computational
cost and signalling cost. It is assumed that all AES keys including NH are 256 bits, MAC is
160 bits, hash, nonce, TID and the pre-shared key (s, d) are 128 bits, timestamp is 32 bits and
NCC is 3 bits.
5.1 Signaling cost
The signalling cost of the proposed scheme has been evaluated to compare with that of the
5G standard specified by 3GPP [9] in terms of the number of signalling messages for n
MTCDs. The results of the signalling overheads have been shown in Table 2.
Table 2. Signalling overhead for n MTCDs.
5G
EAGHA

Xn-based Handover
5n
n+2

Intra-AMF Handover
7n
n+3

Inter-AMF Handover
8n
n+5

According to Table 2, the signalling cost of each of the handover scenarios by proposed
scheme is much less than that by 3GPP 5G schemes [9].
5.2 Computational cost
To evaluate the computational overhead, according to the testing data of the cryptography
operations in [7], the point addition operation TPA for a MTCD and a gNB are 2.53µs, 1.39µs
respectively. The point multiplication operation TPM for a MTCD and a gNB are 960µs,
500µs respectively. The modular exponentiation operation TE for a MTCD and a gNB are
1890 µs , 1000 µs respectively. The symmetric encryption/decryption operation TA for a
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MTCD and a gNB are 2.26µs, 1.05µs respectively. And the hash operation TH for a MTCD
and a gNB are 2.38µs, 1.21µs respectively. We ignore xor, multiplication and arithmetic
operation. The computational cost of the EAGHA is compared with that of 5G standard
specified by 3GPP [9] and the scheme SRGH [6]. The results for different schemes are shown
in Table 3.
Table 3. Computational overhead for n MTCDs.

𝑛𝑛

𝑛𝑛

𝜇𝜇

𝑇𝑇𝑔𝑔𝑔𝑔𝑔𝑔 (𝜇𝜇 )
2.42
2510
+ 2510
5.57 − 1.21
𝑛𝑛

𝜇𝜇

𝑛𝑛

𝑛𝑛

𝑛𝑛

𝑛𝑛

𝑃𝑃

𝑃𝑃

𝑇𝑇𝑈𝑈𝑈𝑈 (𝜇𝜇 )
9.52
4810
+ 2892
13.92
− 4.76
𝑛𝑛

𝑇𝑇𝑔𝑔𝑔𝑔𝑔𝑔
2𝑇𝑇𝐻𝐻
5(𝑇𝑇𝑃𝑃 + 𝑇𝑇𝐻𝐻 )(
+ 1)
(2𝑇𝑇𝐻𝐻 + 3𝑇𝑇𝐴𝐴 ) − 𝑇𝑇𝐻𝐻
𝑛𝑛

𝑛𝑛

𝑛𝑛

𝑛𝑛

EAGHA

𝑇𝑇𝑈𝑈𝑈𝑈
4𝑇𝑇𝐻𝐻
5(𝑇𝑇𝑃𝑃 + 𝑇𝑇𝐻𝐻 )( + 1)
− 2𝑇𝑇𝑃𝑃
(3𝑇𝑇𝐻𝐻 + 3𝑇𝑇𝐴𝐴 ) − 2𝑇𝑇𝐻𝐻
𝑃𝑃

Scheme
5G
SRGH

Finally, the robustness of schemes is evaluated. Unknown attacks have been introduced
to each of the systems. When facing the unknown attacks, an authentication process could be
forced to stop and restarts. It is assumed that at each step of the authentication, the probability
of a unknown attack appearing is even. In the simulation, the total time is the total
authentication time for n group members, which equals to the communication delay with the
computational delay. The results of the simulation are shown in Fig. 3.
It is clearly shown that with the increase of the unknown attacks, the time costs by both
handover authentication schemes increase. The proposed scheme has a better performance in
terms of the total time costs over that of the SRGH scheme, while it has a similar performance
as that of 3GPP 5G.

6 Conclusion
In this paper, we have proposed a novel scheme to enhance the security functionality and
reduce signalling overheads of the scheme of the 3GPP standard by pre-distributing keys and
message concatenation. It has been analysed to hold the ability to resist DoS attacks,
impersonation /false base- station attacks with perfect KFS and preserve user’s privacy. The
performance evaluation has shown that the EAGHA scheme has a much lower delay than
other existing schemes. Compared to 3GPP standard, the signalling overhead has been
greatly reduced. Thus, it meets the requirements when a group of devices in high-speed
moving scenarios while avoiding the signalling congestion.

Fig. 3. Comparison of time cost.
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