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Abstract. Accurate prediction of network traffic is very important in 
allocating network resources. With the rapid development of network 
technology, network traffic becomes more complex and diverse. The 
traditional network traffic prediction model cannot accurately predict the 
current network traffic within the effective time. This paper proposes a 
Network Traffic Prediction Model----NTAM-LSTM, which based on 
Attention Mechanism with Long and Short Time Memory. Firstly, the 
model preprocesses the historical dataset of network traffic with multiple 
characteristics. Then the LSTM network is used to make initial prediction 
for the processed dataset. Finally, attention mechanism is introduced to get 
more accurate prediction results. Compared with other network traffic 
prediction models, NTAM-LSTM prediction model can achieve higher 
prediction accuracy and take shorter running time. 
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1 Introduction 
With the development of communication technology, the number of network users and 

services increase rapidly, and network traffic becomes complex and diverse. Accurate 
prediction of network traffic is helpful to the actual analysis of network performance and 
the efficient allocation of network resources [1]. By optimizing the allocation of network 
resources, the network user’s experience can be improved. Therefore, the prediction of 
network traffic [2] plays a very important role in the development planning of modern 
network. 

At present, the prediction methods of network traffic are mainly divided into linear and 
nonlinear time series prediction. The traditional linear time series prediction models include 
Autoregressive Moving Average. (ARMA) model [3] and Autoregressive Integrated Moving 
Average (ARIMA) model [4], and such models will cause plenty prediction errors in the 
face of network traffic with sudden, nonlinear, multi-feature and other characteristics. 
However, the nonlinear time series prediction model has a strong function, and it also has a 
better performance than the linear prediction model, so it has become a research trend to 
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apply the neural network in the nonlinear prediction model to the network traffic prediction 
in recent years [5,6]. 

Ming Lei [7] et al. proposed a traffic prediction model based on wavelet neural network, 
and the prediction result of this model is stable. However, when the interval between the 
required traffic information and the current forecast state is too large, the problem of 
gradient disappearance will occur. Thus the model is only applicable to short-term sequence 
prediction. Shyam Nihale [8] et al. proposed a network traffic prediction algorithm based on 
the long-term and short-term memory neural network, which was used to predict the real 
network traffic trajectory. Vinayakumar R [9] et al used the Gate Recurrent Unit (GRU) 
model to predict network traffic. Jing Bi [10] et al. applied the Temporal Convolutional 
Network (TCN) to Network traffic prediction. These three prediction models can improve 
the prediction accuracy of network traffic to a certain extent, but they do not distinguish the 
influences of different characteristic values of network traffic, and the prediction accuracy 
of actual network traffic is insufficient. 

In order to improve the accuracy of network traffic prediction and reduce the running 
time, this paper proposes a network traffic prediction method based on NTAM-LSTM. On 
the basis of the traditional LSTM prediction model [11], attention mechanism [12] is 
introduced for improvement, which solves the problem that the traditional LSTM prediction 
model sets up the same length for different characteristic values while ignoring their 
different influences on target values. 

The organizational structure of the paper is as follows: 
In the second section, the model architecture of network traffic prediction system is 

described, the LSTM model structure and attention mechanism principle are respectively 
introduced, and the NTAM-LSTM network traffic prediction algorithm is described in 
detail. In the third section, the proposed model is verified experimentally, and the 
experimental results are given and evaluated. The fourth section is the summary of the full 
text and the future research direction. 

2 Network traffic prediction model 

2.1 NTAM-LSTM system model architecture 

Figure 1 shows the system model architecture of NTAM-LSTM. It consists of four layers: 
data processing layer, LSTM layer, attention mechanism layer and data output layer. 

 
Fig. 1. Network traffic prediction system model architecture. 
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Data processing layer: This layer preprocesses the network traffic data input to the 
model, including deleting invalid data and normalizing the traffic data. Then, it converts the 
network traffic dataset into the suitable dataset 1 2{ , , , }nX x x x=   for neural network 
input. 

LSTM layer: The result X  of pretreated network traffic data is used as input for this 
layer. Initial prediction is made by using LSTM neural network's unique gate structure. 
Meanwhile, the Dropout method is used to prevent overfitting and improve model 
generalization. 

Attention mechanism layer: Through the LSTM network layer, the status value of the 
network traffic at this moment can be obtained. The different characteristic status values of 
the network traffic at this time can be regarded as a set 1 2' ( , , , )t t t

nM m m m=  . The 
network traffic set 'M  is taken as the input of the attention mechanism layer, and the 
corresponding weight iα  between the characteristic values of different traffic is calculated, 
and the weighted sum of them is carried out. 

Data output layer: This layer outputs the final forecast results to complete the prediction 
of network traffic. 

2.2 LSTM Network layer description 

The LSTM network layer is used to make initial predictions of preprocessed network traffic 
dataset. LSTM neural network is improved through Recurrent neural network  [13], which 
solves the problem of gradient disappearance in RNN model and has better applicability for 
predicting time series. 

The LSTM network layer follows the basic standard structure of the traditional neural 
network, and its structural model is shown in Figure 2, including the input layer, the hidden 
layer and the output layer. 

 
Fig. 2. LSTM network structure model. 

The LSTM hidden layer contains three gate structures: Forget gate F, Input gate I and 
Output gate O. The schematic diagram of the internal department structure in LSTM is 
shown in Figure 3, where  1tc − and tc  represent the previous flow carrier and the current 
flow carrier of the LSTM unit, 1tm − and tm represent the previous flow state and the 
current flow state, tx  and ty  represent the input and output of the current flow state. Its 
activation function adopts sigmoid function.  
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Fig. 3. Department structure within LSTM. 

Forget gates F: Used to determine whether information needs to be saved or discarded 
from neurons. The process can be expressed as: 

1( [ , ] )F t t FF W m x bσ −= +                                                  (1) 

where σ  represents the sigmoid function, FW  represents the weight matrix of F, Fb  
represents the corresponding offset. 

Input gates I: used to update the state of information and determine which new 
information needs to be stored in the state of the neuron. Two input steps are required to 
implement this process. The process can be expressed as: 

1( [ , ] )I t t II W m x bσ −= +                                               (2) 

1' tanh( [ , ] )C t t CI W m x b−= +                                              (3) 

where IW and CW represent the weight matrix of I and 'I , Ib and Cb represent the 
corresponding bias. 

After the information state to be updated is determined, the two steps are combined to 
update the state of the neuron with the information obtained in the previous two steps. The 
process can be expressed as: 

1 't tc F c I I−= +                                                        (4) 

Output gates O: Used to update the neuron state of the system and determine the value 
of the output next hidden state. The process can be expressed as: 

1( [ , ] )O t t OO W m x bσ −= +                                                  (5) 

tanh( )t tm O c=                                                          (6) 

( )t t ty sigmoid W m=                                                       (7) 

In the formula, OW  represents the weight matrix of O, Ob  represents the offset of O, 

ty  represents the output of this time. 

To sum up, the LSTM layer obtains the output result 1 2 3' ( , , , )t t tM m m m=   by passing 
the input historical traffic dataset X . 
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2.3 Attention mechanism layer description 

When the input sequence of the LSTM network model is a multi-dimension time series 
with different characteristic values, the influence of different characteristic values on the 
target value cannot be distinguished, which will cause certain prediction errors in the 
training process. Therefore, in this paper, attention mechanism is introduced into the 
traditional LSTM network model, which can determine the effective information in more 
accurately characteristic value of network traffic, and allocate the corresponding weight 
ratio to it, there by optimizing the LSTM model. The calculation process of weight 
distribution value of attention mechanism layer is shown in Figure 4. 

 
Fig. 4. Structure of attention mechanism. 

The purpose of using the attention mechanism is to calculate the probability distribution 
of the input attention assignment to the target value. With the training network, the hidden 
layer node state m′ randomly generated at a certain moment is compared one by one with 
LSTM hidden layer node state im corresponding to each input value ix , and the similarity 
calculation function M is used to determine which hidden node state is most similar to im . 
At the same time, soft Max normalization is performed. M  can be expressed as: 

1 2tanh( )iM m mω ω′= +                                                   (8) 

When the similarity coefficient corresponding to other network traffic characteristic values 
is obtained, the probability distribution of attention distribution is obtained, attention 
weight iα : 

exp( )max( )
exp( )i

Msoft M
M

α ω= =
∑

                                            (9) 

The output adds up all eigenvalue states by iα weighted sum, combined with m′  to get 
the final result. 

t i i
i

c mα=∑                                                           (10) 

Through the introduction of attention mechanism, the attention weight iα is obtained by 
allocating different weight proportions to different eigenvalues of network traffic. Finally, 
the forecast target value is output by multiplying iα with the corresponding eigenvalues. 
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2.4 Algorithm description 

In this paper, the NTAM-LSTM network traffic prediction model is proposed to train the 
acquired historical network traffic data and accurately predict the network traffic status at 
the next moment based on the relationship between different network traffic characteristic 
values. The specific algorithm steps and procedures are shown in Table 1: 

Table 1. NTAM-LSTM prediction algorithm steps. 

Input: Historical network traffic dataset X  

Output: The predicted value of the next moment y  

(1) The original traffic dataset is preprocessed to obtain X ′  

(2) Input X ′=  

(3) For the traffic value ix  in X ′  

(4) 1 2{ , , , }ndataset x x x=   

(5) Segmentation { , }dataset train test  

(6) Input the train set in model 

(7)  LSTM layer is used for initial prediction to solve the target value 

(8) Compared the result with the test data 

(9) Repeat step (6)(7) to reach the number of iterations 

(10) Input M ′  into attention layer to obtain 
exp( )

exp( )i

M
M

α =
∑

 

(11) ix  plus α to get the result y  

3 Performance evaluation and result analysis 

3.1 Experimental dataset 

Experiments in this paper used the network traffic data collected from the university of new 
Brunswick (UNB), network security institute and Canada (CIC) public release of traffic 
dataset, which covers all data from March 7 to 11, 2017 in the network traffic. The test used 
the data from 9:00 to 9:15 on March 7 which consists of the 10000 groups of traffic data 
generated, and the optimal network traffic characteristics could be obtained by reporting [14], 
including: B.packet Len Min, Subflow F. bytes, Total Len F.packets, F. packet Len Mean. 
The first 9000 sets of data were selected for the training of NTAM-LSTM model, and the 
last 1000 were used to test the performance of the system model. 

In the simulation experiment, the network traffic data was preprocessed. Because there 
were missing and invalid values in the original network traffic dataset, the dataset needed to 
cleaned up. Then the invalid values were deleted, and the missing values were interpolated. 
The magnitudes of the data in the traffic dataset were different, in order to eliminate the 
effects, the dataset was normalized. The results not only accelerated the convergence rate of 
the model, but also did not affect the characteristics of network traffic. In this paper, we 
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used Min-max Normalization of network traffic dataset, and its transformation function is 
as follows: 

min
max min

xx −′ =
−

                                                      (11) 

After the normalized processing, the original dataset is scaled in an equal scale, and the 
final range is between 0 and 1, ensuring the reliability of the results. 

3.2 Experimental evaluation index 

In this paper, Mean Absolute Error (MAE) and Root Mean Squared Error (RMSE) are used 
in the performance evaluation of NTAM-LSTM network traffic prediction model. The 
calculation formula of the two is: 

*

1

N

i i
i

y y
MAE

N
=

−
=
∑

                                                     (12) 

*

1

N

i i
i

y y
RMSE

N
=

−
=
∑

                                                  (13) 

In the formula, N  represents the number of data samples, iy  represents the true value 

of the network traffic in the samples, and *
iy  represents the predicted value. 

3.3 Analysis of simulation results 

In order to verify the overall performance of the NTAM-LSTM network traffic prediction 
model, this paper adopts the traditional LSTM prediction model, GRU prediction model [15] 
and TCN prediction model [16] as the comparison model, and verifies the performance of 
the NTAM-LSTM model by predicting and analyzing the network traffic in the same time 
period. The experimental results of the test are shown in Figure 5 (a-d), and the comparison 
results of the error values of different algorithms are shown in Table 2. 

Table 2. Model error results of different prediction algorithms. 

 MAE RMSE Elapsed time/s 

LSTM 3.215 4.690 1.115 
GRU 1.776 3.426 1.100 
TCN 2.501 4.093 0.503 

NTAM-LSTM 0.401 0.637 0.045 
According to the observation and comparison of the experimental results, the three 

comparison models can all predict the network traffic to a certain extent, but their 
prediction effects are different. 

The traditional LSTM contains a special internal gate structure, which is effective in 
predicting network traffic. However, the observation results show that the fitting degree 
between the predicted value and the real value of the traditional LSTM is poor, MAE and 
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RMSE are much greater than that of NTAM-LSTM, and the model also takes a long time to 
run. The reason is that the length of the traditional LSTM is fixed when processing 
sequence eigenvalues, and the final result cannot be determined according to the different 
influence factors of different eigenvalues, so the prediction target value obtained is 
inaccurate. The experimental results of GRU are better than the traditional LSTM, and the 
error values of MAE and RMSE are reduced. Because GRU uses update gate and reset gate, 
the complexity is reduced, so the error and the training time are fewer. However, compared 
with NTAM-LSTM, the error value is slightly larger and the running time of the model is 
slightly longer. The reason is that GRU does not distinguish the difference of influence 
factors between different eigenvalues. TCN is improved based on the convolutional neural 
network CNN. The gate structure is removed and the residual structure is introduced. 
Compared with NTAM-LSTM, the fitting degree between the predicted value and the true 
value of the flow in TCN prediction results is poor, MAE and RMSE are greater than that 
of NTAM-LSTM. The reason is that TCN will be limited when using convolution, and it is 
difficult to grasp the correlation of different traffic characteristic values. 

 
(a) LSTM prediction model   b.   GRU prediction model 

 
(c) TCN prediction model      (d) NTAM-LSTM prediction model 

Fig. 5. Comparison of results of different prediction models. 

According to the comparison of traffic prediction errors and running time of these 
algorithms, it can be concluded that NTAM-LSTM model introduces attention mechanism 
to improve the traditional LSTM, and distinguishes different traffic characteristic values. In 
the prediction experimental results, the coincidence degree between the predicted value and 
the real value is the highest, and MAE and RMSE values are the lowest. The model takes 
the least time to run. 

4 Conclusion 

After the accurate prediction of network traffic, better analysis and decision-making can be 
achieved in the aspects of network resource allocation. In this paper, NTAM-LSTM model 
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is proposed. Based on the traditional LSTM prediction model, attention mechanism is 
introduced to improve the model, which solves the problem of inaccurate prediction results 
caused by the traditional LSTM model setting up the same length for different characteristic 
values. The simulation experiment shows that compared with the traditional LSTM model, 
GRU model and TCN model, the NTAM-LSTM model has higher prediction accuracy and 
takes shorter running time, and it can grasp the changes of network traffic better, which is 
helpful for the subsequent analysis and decision making of network resource allocation. In 
the future work, the predicted network traffic will be applied to the decision making of 
network resource allocation to improve the utilization of network resources. 
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