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Abstract. With the increasing attacks and destructions against cloud 
platforms, the security guarantee mechanism of cloud platforms has also 
changed from traditional passive protectionto active defense. Situation 
assessment is a method that can actively analyze and evaluate thecurrent 
security risk status of the cloud platform, and is a key part of the whole 
process of situation awareness. This paper aims at a large number of virtual 
machines deployed in cloud platforms,on the basis of analysis and 
extraction of virtual layer security situation assessment elements, an 
improved adaptive genetic simulated annealing algorithm OAGSAA is 
proposed, and applied to BP neural network, which can effectively analyze 
and evaluate the security status of the virtual layer. Simulation experiment 
results show that the method has higher prediction accuracy and 
convergence speed, and can avoid falling into the local minimum. 

1 Introduction 
In the process of cloud computing application development, the frequency of security 

problems also causes enterprises to pay attention to cloud platform security. In the face of 
the changing security state of cloud platform, it is very important to master the overall 
security situation of cloud environment in real time by active defense. Cloud platform 
security situation assessment is an effective and early warning of security issues active 
defense means.  

ENDSLEY[1] put forward the definition of situational awareness for the first time, and 
think that situational awareness is the perception and understanding of each element or 
object in the environment and the prediction of the future state under the specific time and 
space conditions. 

In 1999, BASS[2] and others combined the concept of situational awareness with the 
concept of network security, and gave the definition of network security situational 
awareness for the first time, that is, to obtain the current network security situation, and to 
effectively predict the development trend of the future short-term security situation. In the 
whole process of situational awareness, situational assessment is the key and key link. It 
collects and analyzes all kinds of evaluation elements, and evaluates the degree of system 
security threat by establishing mathematical model.  
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After many years of development, there have been many mature methods and models, 
but the research on network security situation assessment for cloud platform has not yet 
formed a more mature model or method.The daily operation of cloud platform will produce 
massive heterogeneous data. If the security situation assessment model and method for the 
network are directly applied to the cloud environment, the malicious behavior in the 
network traffic can only be analyzed. And ignore the host and other parts, especially the 
virtual machine layer part of the situation.Cloud platform is hierarchical structure, which 
can be divided into network layer, virtual layer and host layer.At present, most of the 
methods of cloud platform situation assessment ignore the virtual layer situation, only for 
the network layer and host layer to extract the situation elements, so the overall situation of 
the cloud platform is not comprehensive. For example, attackers can masquerade as 
ordinary users to log on to the cloud platform and control the legitimate virtual machines in 
the cloud platform to issue DDoS attacks to other virtual machines in the cloud platform, 
which is a malicious behavior that can not be detected by network traffic. In view of the 
above problems, this paper mainly studies the situation assessment method for the virtual 
layer of cloud platform, in order to effectively improve the comprehensiveness of situation 
perception of cloud platform[3]. 

2 Related work 
Yan Yusheng[4] on the basis of calculation and information security level protection 
requirements, combined with expert opinion method to establish cloud computing IaaS 
security evaluation index system, weight analysis method and analytic hierarchy process 
combined to process the data, Evaluate according to the evaluation index system.The 
authority and reliability of the results obtained by the expert opinion method are guaranteed, 
but the timeliness and expansibility of the method are weak.Huang Ning[5] defines the 
roughness of cloud network risk system. According to the definition of quantitative 
dependence and the degree of dependence between risk relationships, the complex cloud 
network is divided into different simple single systems. After reducing the scale of 
evaluation, the D-S evidence theory is used to calculate the situation of each subsystem. 
Although this method takes into account the multi-layer data in the cloud network, it can 
not evaluate the behavior from the cloud platform and the security situation of the host.Liu 
Yuling[6] divided the cloud platform into three levels: virtual machine, physical host and 
user behavior according to AHP, and calculated the security situation of cloud network 
environment respectively. The CSA obtained by fusion association algorithm fusion 
calculation is the security situation of the cloud network environment. This method focuses 
on service security and policy security, and can not evaluate attack behavior in real time. 
Zhang Chao[7] the hierarchical cloud platform situational awareness model based on cloud 
platform structure has been improved in synthesis, but the research focus of this model is 
the optimization of situation prediction method. 

3 Improved adaptive genetic simulated annealing algorithm 
(OAGSAA) 

3.1 Introduction to basic algorithms 

Genetic Algorithm (GA) is a global search method based on natural selection and genetic 
principles[8]. It is often used to obtain the optimal solution of the objective function of the 
optimization problem.GA has strong search ability and high efficiency, so it is widely used 
to solve various optimization problems.But the biggest disadvantage of genetic algorithm is 
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precocious, which is often called falling into local optimal value[9].simulated annealing 
algorithm (Simulated Annealing,SA) is a local search optimization algorithm based on 
Monte Carlo iterative solution[10]. However, the convergence speed of the algorithm is slow 
and the oscillation effect may be[11].To solve the above shortcomings, the researchers 
combined GA with SA to obtain genetic simulated annealing algorithm (Genetic Simulated 
Annealing Algorithm,GSAA), which not only has GA strong global search ability, but also 
has good local search ability. It avoids the disadvantage that GA easily fall into local 
optimization, and improves the overall optimization efficiency of the algorithm.The whole 
framework of genetic simulated annealing algorithm is similar to that of genetic algorithm. 
First, the population is initialized randomly, then a new annealing operation is added after 
the mutation operation, and the new generation population is obtained and the end 
condition is judged.Since GSAA only fuse the original version of the two algorithms 
mechanically, and the original GA algorithm has been proved to be unable to completely 
overcome the disadvantage of falling into local optimum, it needs to be 
improved[12].Therefore, some detail defects in the algorithm lead to the advantage of GA 
and SA fusion is not maximized. 

BP neural network is a widely used feedforward neural network. The learning process 
of the classical BP neural network algorithm is based on the gradient descent method, 
which leads to its shortcomings such as slow convergence speed, low learning accuracy and 
easy to fall into local minimum value. Especially, the disadvantage of falling into local 
minimum value is closely related to the result of initial weight threshold selection of BP 
neural network[13-15]. 

3.2 An improved OAGSAA algorithm. 

3.2.1 Select the optimal individual 

The traditional genetic algorithm uses roulette to select the next generation of chromosomes. 
The core idea of roulette selection is that the probability of individual being selected in the 
population is proportional to its fitness, and even the chromosome with the highest fitness 
may not be selected, which is prone to "precocious" phenomenon and fall into local 
optimum. In order to solve the above problems, the individuals with the highest fitness in 
each generation are directly inherited to the next generation, and the remaining individuals 
are selected to enter the next generation according to a certain probability. P probability 
formula is as follows: 

P= 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑖𝑖𝑖𝑖
∑ 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑖𝑖𝑖𝑖−𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
𝐺𝐺𝐺𝐺
𝑖𝑖𝑖𝑖=1

                                 (1) 

This can ensure that the optimal individual must inherit to the next generation, and 
reduce the probability of precocious phenomenon. 

3.2.2 Adaptive probability of crossover variation 

The crossover probability Pc and mutation probability Pm are generally set as fixed values 
in traditional genetic algorithms, but too large or too small setting will affect the effect of 
the algorithm. If the set probability is not appropriate, it will increase the possibility of the 
algorithm falling into local extremum or reduce the efficiency of the algorithm. The paper 
adopts adaptive method to determine Pc and Pm can overcome this problem.The formula of 
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adaptive crossover probability Pc and mutation probability P and mutation probability Pm 
as follows:  

𝑃𝑃𝑃𝑃𝑐𝑐𝑐𝑐 = �
𝑘𝑘𝑘𝑘1 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 �

𝜋𝜋𝜋𝜋𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎
2𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

�                    𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎
𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

  ≥ 1
2
  

𝑘𝑘𝑘𝑘1 �1 − 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 �𝜋𝜋𝜋𝜋𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎
2𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

��      𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎
𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

 < 1
2
 

          (2) 

𝑃𝑃𝑃𝑃𝑚𝑚𝑚𝑚 = �
 𝑘𝑘𝑘𝑘2 �1 − 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 �𝜋𝜋𝜋𝜋𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎

2𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
��         𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎

𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
 < 1

2
  

𝑘𝑘𝑘𝑘2 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 �
𝜋𝜋𝜋𝜋𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎
2𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

�                     𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎
𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

 ≥ 1
2
 

         (3) 

After each crossover operation and mutation operation, the feasibility of the two 
chromosomes after crossover must be detected. If the two chromosomes are abnormal, the 
operation result is not feasible and the crossover or mutation operation needs to be carried 
out again. 

3.2.3 Metropolis guidelines for increasing acceptance rates 

A Metropolis criterion is used to determine whether a new state is accepted in a simulated 
annealing algorithm.When the probability P is larger than the random number produced in 
the interval [0,1], the accepted state is j a new state, whereas the original state is 
retained.The traditional Metropolis criterion is adopted in the GSAA, which is accepted 
only when the new state is good enough, which will abandon too many individuals with 
low fitness and reduce the diversity of the population.:Suppose that when the temperature is 
T, the current state changes from i to a new state j, and the corresponding internal energy is 
Ei and Ej,respectively When Ei<Ej , the accepted j is the current state,If Ei ≥Ej, calculate the 
probability:P =exp[- ( Ej -E i)/KT ], K is a Boltzmann constant.When the probability P is 
larger than the random number produced in the interval [0,1], the accepted state is Ej a new 
state, whereas the original state is retained,on the contrary, the original state is still 
retained.The traditional Metropolis criterion is adopted in the GSAA, which is accepted 
only when the new state is good enough, which will abandon too many individuals with 
low fitness and reduce the diversity of the population.To improve the acceptance rate of 
individuals with low fitness so as not to fall into premature maturity, this paper proposes 
OAGSAA algorithm to improve the Metropolis criteria: On the assumption that the fitness 
of the new individual after the selection, crossover and mutation operation is f g(′), the 
original individual g fitness is f (g), the probability of accepting the new individual to 
replace the old individual is: 

P=�
1                                      𝑓𝑓𝑓𝑓(𝑔𝑔𝑔𝑔′) ≥ 𝑓𝑓𝑓𝑓�𝑔𝑔𝑔𝑔 �

𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒 �−
𝑓𝑓𝑓𝑓�𝑔𝑔𝑔𝑔′�−𝑓𝑓𝑓𝑓�𝑔𝑔𝑔𝑔 �

𝑇𝑇𝑇𝑇𝑐𝑐𝑐𝑐
�     𝑓𝑓𝑓𝑓(𝑔𝑔𝑔𝑔′) < 𝑓𝑓𝑓𝑓�𝑔𝑔𝑔𝑔 �

             (4) 

where Tc =T0/Nc , T0 is the initial annealing temperature and Nc is the current evolutionary 
algebra  Nc <N.Optimized metropolis improves the acceptance rate for individuals with 
lower fitness and preserves the diversity of populations and the effectiveness of annealing 
processes as much as possible. 
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After each crossover operation and mutation operation, the feasibility of the two 
chromosomes after crossover must be detected. If the two chromosomes are abnormal, the 
operation result is not feasible and the crossover or mutation operation needs to be carried 
out again. 

3.2.3 Metropolis guidelines for increasing acceptance rates 

A Metropolis criterion is used to determine whether a new state is accepted in a simulated 
annealing algorithm.When the probability P is larger than the random number produced in 
the interval [0,1], the accepted state is j a new state, whereas the original state is 
retained.The traditional Metropolis criterion is adopted in the GSAA, which is accepted 
only when the new state is good enough, which will abandon too many individuals with 
low fitness and reduce the diversity of the population.:Suppose that when the temperature is 
T, the current state changes from i to a new state j, and the corresponding internal energy is 
Ei and Ej,respectively When Ei<Ej , the accepted j is the current state,If Ei ≥Ej, calculate the 
probability:P =exp[- ( Ej -E i)/KT ], K is a Boltzmann constant.When the probability P is 
larger than the random number produced in the interval [0,1], the accepted state is Ej a new 
state, whereas the original state is retained,on the contrary, the original state is still 
retained.The traditional Metropolis criterion is adopted in the GSAA, which is accepted 
only when the new state is good enough, which will abandon too many individuals with 
low fitness and reduce the diversity of the population.To improve the acceptance rate of 
individuals with low fitness so as not to fall into premature maturity, this paper proposes 
OAGSAA algorithm to improve the Metropolis criteria: On the assumption that the fitness 
of the new individual after the selection, crossover and mutation operation is f g(′), the 
original individual g fitness is f (g), the probability of accepting the new individual to 
replace the old individual is: 

P=�
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�     𝑓𝑓𝑓𝑓(𝑔𝑔𝑔𝑔′) < 𝑓𝑓𝑓𝑓�𝑔𝑔𝑔𝑔 �

             (4) 

where Tc =T0/Nc , T0 is the initial annealing temperature and Nc is the current evolutionary 
algebra  Nc <N.Optimized metropolis improves the acceptance rate for individuals with 
lower fitness and preserves the diversity of populations and the effectiveness of annealing 
processes as much as possible. 

3.3 A OAGSAA-BP virtual layer situation assessment algorithm for cloud 
platform. 

BP algorithm has good data classification ability and has been applied in network 
situational awareness system, but its slow convergence and easy to fall into local minimum 
have a certain impact on the effect of situation assessment.Therefore, the optimized 
OAGSAA algorithm is used to optimize BP neural network, that is, OAGSAA-BP 
algorithm.Therefore, the optimized OAGSAA algorithm is used to optimize BP neural 
network, that is, OAGSAA-BP algorithm. The algorithm flow is shown in figure 1. 

 

Fig. 1. OAGSAA-BP Algorithm flow. 

The algorithm flow is described as follows : 
1) the topology of the neural network is determined according to the collected samples 

and the algorithm is initialized.The floating-point coding is used to encode the parameters 
and initialize the population size and other related parameters, and the current evolutionary 
algebra is set to 1.Chromosome length L calculation formula is:  

𝐿𝐿𝐿𝐿 = 𝐼𝐼𝐼𝐼𝑓𝑓𝑓𝑓𝐻𝐻𝐻𝐻𝑗𝑗𝑗𝑗 + 𝐻𝐻𝐻𝐻𝑗𝑗𝑗𝑗 + 𝐻𝐻𝐻𝐻𝑗𝑗𝑗𝑗𝑂𝑂𝑂𝑂𝑘𝑘𝑘𝑘 + 𝑂𝑂𝑂𝑂𝑘𝑘𝑘𝑘                       (5) 

The Ii is the number of input layer nodes and the H j Ok is the number of output layer 
nodes.  
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2) Calculate the individual fitness according to the fitness function and compare it. The 
fitness value is proportional to the individual's merits and demerits, and the optimal 
individual with the highest fitness is recorded.The fitness function is: 

𝐹𝐹𝐹𝐹𝑠𝑠𝑠𝑠𝐹𝐹𝐹𝐹 = 1

∑ �𝑦𝑦𝑦𝑦𝑖𝑖𝑖𝑖
′−𝑦𝑦𝑦𝑦𝑖𝑖𝑖𝑖�

2𝑁𝑁𝑁𝑁
𝑖𝑖𝑖𝑖=1

                                 (6) 

3) The population selection, crossover, mutation operation to produce a new population. 
4) The new population is annealed according to the optimized Metropolis criterion. If 

the new population is accepted, the original population is replaced by the new population 
and the relevant parameters are updated. 

5) Evolutionary algebra plus 1, Nc =Nc+1. 
6) If  Nc <N and Tc ≥Tmin,Tc= T0/Nc  and go to cycle step 2); if Nc≥N or Tc ≥Tmin, the 

genetic process or annealing process ends, returns the optimal individual and goes to step 7. 
7) Decoding the optimal individual to obtain the optimal initial weight threshold of the 

neural network, starting to BP the neural network cycle process, until the actual output error 
meets the accuracy requirements, the algorithm ends. 

4 Experimental simulation and analysis. 
This paper first defines the security situation elements needed for cloud platform virtual 
layer situational awareness, as shown in Table 1. 

Table 1. Security situational awareness requirements for virtual layer VDSI. 

 Serial number Project Meaning 
1 time Time 
2 mac-s Source mac address 
3 mac-d Aim mac Address 
4 protocol Agreement 
5 IP-s Address IP source virtual machine 
6 IP-d  Destination Virtual Machine IP Address 
7 port-s Source Virtual Machine Port 
8 port-d Purpose Virtual Machine Port 
9 number Number of data 

10 length Packet length 
11 TTL  Survival time 
12 exe num Total number of virtual machine processes 
13 exe sleep Number of virtual machine dormant processes 
14 exe run Number of virtual machine running processes 
15 exe zom  Number of virtual machine dead processes 
16 exe stop Number of virtual machine termination 

processes 
17 hidden proess Number of virtual machine hidden processes 
18 thread num Number of virtual machine threads 
19 Unlinked DLLs DLL not linked 
20 Loaded DLLs DLL the process has loaded 
21 dll num DLL files changed 
22 ART Average response time 
23 Loss Tolerance Loss rate 
24 Protection software Does the virtual machine turn on protection 

In order to better simulate the real cloud computing environment, this paper uses the 
honeynet data set published by the honeynet project team as the experimental test data[16]. 
There are many systems, servers, virtual machines and so on in Honeynet, and its structure 
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In order to better simulate the real cloud computing environment, this paper uses the 
honeynet data set published by the honeynet project team as the experimental test data[16]. 
There are many systems, servers, virtual machines and so on in Honeynet, and its structure 

is very similar to that of cloud platform, which can simulate the running data of cloud 
platform.For converting a large number of different dimensional data into dimensionless 
data, the corresponding Onehot coding and normalization of data sets are also needed.The 
normalized formula is as follows: 

𝑒𝑒𝑒𝑒𝑓𝑓𝑓𝑓 = 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖−𝑥𝑥𝑥𝑥𝑚𝑚𝑚𝑚𝑖𝑖𝑖𝑖𝑚𝑚𝑚𝑚
𝑥𝑥𝑥𝑥𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚−𝑥𝑥𝑥𝑥𝑚𝑚𝑚𝑚𝑖𝑖𝑖𝑖𝑚𝑚𝑚𝑚

(𝑠𝑠𝑠𝑠 = 1,2, … ,𝑠𝑠𝑠𝑠)                       (7) 

Because of the large amount of data in the original data set, in order to make the 
experiment operation convenient and the experimental results obvious, the data set is 
extracted according to the original proportion to form different subsets of the test 
data[17].Data set D1D2D3, for all states containing raw data, data sets of 1 normal state and 6 
attacked states, Each dataset contains 500 pieces of data. Data set D4D5D6, a data set 
containing only one of Normal, Ping, DNS states, Each dataset contains 100 pieces of data. 
Each data set is tested with a random selection of 90% of the training data, The remaining 
10% is the test data. Using BP algorithm, GA-BP algorithm and OAGSAA-BP algorithm 
respectively  Line test, the accuracy of the classification results is shown in figure 2 

 

 

Fig. 2. Algorithm accuracy. 

It is not difficult to see from figure 2 that the accuracy of the BP algorithm fluctuates 
the most, followed by the GA-BP algorithm, and the OAGSAA-BP algorithm performs 
relatively well, both the multi-state data set and the single-state data set can have a more 
stable accuracy. The average accuracy of the three algorithms is 95.49%,96.41% and 
97.61% respectively. 

The slow convergence rate is an obvious disadvantage in the practical application of BP 
algorithm. One advantage of OAGSAA-BP algorithm is that it can obviously improve its 
iteration rate. Use BP algorithm, GA-BP algorithm and OAGSAA-BP algorithm to record 
the running time respectively, and the running time comparison is shown in figure 3. 
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Fig. 3. Running time of algorithm. 

It is not difficult to see that the optimized algorithm does solve the problem of slow 
convergence, and the running time of each data set is the shortest OAGSAA-BP algorithm. 
The comparison between the D1-D3 data set and the D4-D5 data set shows that when the 
amount of data increases exponentially, the convergence rate of the BP algorithm decreases, 
followed by the GA-BP algorithm, while the convergence rate of the OAGSAA-BP 
algorithm changes the least. It can be seen that the efficiency of the algorithm is relatively 
stable. 

Mean square error (MSE) and mean absolute error (MAE) are commonly used to 
evaluate the overall error of the algorithm. The error pairs D1 the data set are shown in 
Table 2. 

Table 2. Comparison D1 error between data sets. 

Algorithm Evolutionary generation MSE MAE accuracy rate 
GA-BP 36 0.396 0.422 96.6% 

OAGSAA-BP 11 0.213 0.287 97.0% 
 
With figure 3 and Table 2, it can be concluded that the OAGSAA-BP algorithm can 

effectively improve the convergence speed of the original algorithm, and with the change of 
data volume, the running time will not increase exponentially, and the MSE and MAE 
values are smaller than the GA-BP algorithm. 

The purpose of situation assessment on the virtual layer of cloud platform is to integrate 
and evaluate the situation elements collected and get the current situation to prepare for the 
situation prediction stage. Figure 4 is a comparison of the average accuracy of the data set 
D1D2D3,7 states. 
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Fig. 4. Comparison of accuracy. 

Compared with the two algorithms before the improvement, the OAGSAA-BP 
algorithm has higher accuracy for the evaluation results of various situation types, and does 
not fluctuate because of the small number of certain kinds of data. Tables 3 and 4 divide the 
security level and the cloud platform virtual layer security level. 

Table 3. Classification of state security levels. 

 Level of threat Corresponding situation values 
Normal 0 0 

Ping 1 0.2 
DNS 2 0.5 
DoS 2 05 
RPC 2 0.5 

Shellcode 3 0.8 
Http 3 0.8 

Table 4. Security Level of Virtual Layer of Cloud Platform. 
Virtual Situation Value of Cloud Platform Corresponding security level 

0-0.2 security 
0.2-0.5 Mild dangerous 
0.5-0.8 Moderate dangerous 
0.8-1 High dangerous 

 
When the virtual layer of the cloud platform is in a Normal state, the current situation 

value of the virtual layer of the cloud platform is 0; if the virtual layer of the cloud platform 
is only attacked by the DNS, the current situation value of the virtual layer of the cloud 
platform is 0.5; if the virtual layer of the cloud platform is subjected to a variety of Attack, 
according to formula (8) weighted calculation, the current cloud platform virtual layer 
situation value S obtained. 

𝑆𝑆𝑆𝑆 =  𝑛𝑛𝑛𝑛∑ 𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖𝑤𝑤𝑤𝑤𝑖𝑖𝑖𝑖
𝑚𝑚𝑚𝑚
𝑖𝑖𝑖𝑖=1

∑ 𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖𝑚𝑚𝑚𝑚
𝑖𝑖𝑖𝑖=1

                        (8) 

Si is the situation value corresponding to each attack, wi the threat degree corresponding 
to the attack. S ∈[0,1], when the S is greater than 1, the current state is highly dangerous 
and the S value is 1. 

Eight time points were randomly selected for situation value correspondence test. The 
attack and situation values at each time point are shown in Table 5 and figure 5. 
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Table 5. Attacks at test points. 

Time point Number of attack Type of attack 
T1 1 DoS 
T2 0 None 
T3 1 Ping 
T4 0 None 
T5 2 Ping,Shellcode 
T6 1 Http 
T7 3 Ping,DNS,Http 
T8 2 Ping,DoS 

 

 

Fig. 5. Potential values at test time points. 

The t2 and t4 in figure 5 are safe, the t3 is mild, the t1 is moderate.As can be seen, after 
the security elements of the virtual layer of the cloud platform are accurately classified by 
the OAGSAA-BP algorithm, the corresponding situation values can accurately reflect the 
security state of the current virtual layer of the cloud platform, and lay the foundation for 
the next step of cloud platform situation prediction. 

5 Conclusion 
This paper proposes an improved adaptive genetic simulated annealing algorithm for virtual 
layer based on the weak situation perception of virtual layer by the existing cloud 
computing situational awareness model OAGSAA,and combines with BP neural network to 
evaluate the dynamic security state of virtual layer.The algorithm improves the global 
search ability of genetic algorithm by defining adaptive crossover, mutation probability 
parameters, optimization Metropolis criteria, and is used to optimize the BP neural network 
algorithm to improve the convergence rate and global optimization effect of the 
algorithm.From the simulation results, the convergence speed of the OAGSAA-BP 
algorithm is faster, the classification accuracy is higher, the overall performance of the 
algorithm is more stable, and the dynamic security index of the virtual layer of the cloud 
platform can be evaluated more accurately and effectively, which provides an effective 
support for the overall security situation assessment of the cloud platform. 
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