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Abstract. ICN was introduced into satellite networks to meet the growing
demand for content acquisition. The caching mechanism is one of the most
critical parts that profoundly affects the performance of the network. Based
on the application background of satellite networks, the working mechanism
of ICN and its technical advantages in introducing satellite networks are
elaborated. The application status of ICN cache in satellite networks is
analyzed to explore the applicability of existing caching mechanism in
satellite networks, and the development and challenges of ICN caching
mechanism in satellite network are analyzed.

1 Introduction
With the advancement of technology and the popularity of the Internet, the Internet has
become one of the indispensable infrastructures of the information society. Broadband,
content and personalization have become the main theme of current network development,
and the main needs of the network have gradually changed from information browsing to
information sharing. Cisco statistics show that from 2015 to 2020, global mobile data traffic
will increase by twice as much as global fixed IP traffic. By 2020, more than 75% of the
world's mobile data traffic will be video [1].The current TCP/IP network is an end-to-end
transmission architecture. This terminal-centric, connection-oriented communication mode
gradually does not meet the changes of network requirements. In order to adapt to the network
from the sender-driven communication mode to the user-driven content acquisition mode, and
better compensate for the problems of the traditional Internet architecture, the researchers
propose a new network architecture based on Information Centric Network (ICN). Typical
architectures include Data Oriented Network Architecture (DONA) [2], Data-Oriented
Translation (DOT) [3], Publish/Subscribe for Internet Routing Paradigm (PSIRP) [4], and
Named Data Networking (NDN) [5]. These architectures differ in protocol implementation,
but they all follow the same principles. Including: ① the basic mode is the same:
publish-subscribe mode were adopted in the ICN network. ②Content-based routing: The ICN
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network abandoned the idea of traditional IP networks based on network addresses and
designed a routing method based on content names. ③general intranet cache: Intranet cache
refers to the function of the router in the network to cache content resources to the router for
request. The entire network is centered on information content, no longer pays attention to the
location of the host and directly provides content-oriented services. The goal is to solve the
various drawbacks of the traditional network architecture.
With the rapid development of satellite network technology, satellite communication has
gradually become an important part of global mobile communications. Satellite
communications have been widely used in military, disaster prevention and relief, field
exploration and personal mobile communications. Compared with the terrestrial network, the
characteristics of the satellite network structure, the topological structure is not fixed, the
space span is large, and the switching is frequent, which makes the existing satellite network
present various drawbacks. Coupled with the continuous integration of terrestrial networks
and satellite networks, satellite networks need to follow the development trend of terrestrial
networks and adopt user-driven communication modes. Therefore, the introduction of ICN in
satellite networks can not only make up for the shortcomings of existing satellite networks,
but also combine with the current evolution trend of terrestrial networks to give full play to the
performance of satellite networks. At present, based on the ICN idea, many scholars have
carried out many researches and experiments on key technologies such as satellite network
architecture, routing and forwarding, and buffering [6,7,8], demonstrating the feasibility of
ICN in satellite network from many aspects. Below, we will introduce the ICN working
mechanism and the technical advantages in satellite networks in the second section. In the
third section, we analyze the current research status of the existing ICN caching mechanism
and explore its applicability in the satellite network environment. In the fourth section, we will
list the challenges faced by existing satellite network caching mechanisms.

2 ICN working mechanism and advantage analysis
The intra-network caching mechanism is one of the most representative features of the ICN
network. Intra-network caching can reduce the consumption of network bandwidth, reduce
the load on the server, and shorten the time for users to obtain content. Named Data Network
(NDN), as one of the more representative future network architectures in the ICN network
architecture, has received extensive attention in the academic community. Taking NDN as an
example, we will introduces the working mechanism of ICN network caching.
The communication of named data network (NDN) uses content name as a link, and
acquires the required content by pulling [9]. Communication is based on two transport packets,
the Interest package and the Data package. Under the global naming scheme, content has a
globally unique name identifier, each content is segmented in a different block, and each
block has an identifier. The identifier includes a content name and a block number. The node
completes the information acquisition by matching the content name. The flow of the route
cache is described in more detail below with reference to Figure 1: First, assume that none of
the content items are cached by the routers in the network. User 1 sends an Interest request to
the router R1 connected to it, does not find a match in the local CS of R1, and then find in the
PIT table. If there is no match in the PIT, the Interest packet continues to be forwarded to the
next hop. Until the content item is matched. The matching Data packet is returned along the
request path. The content returned needs to be cached at the router node passing along the
path. It is assumed that the content is cached in the R2 router according to a certain caching
policy. When the user 2 requests the same content again, the matching is obtained directly
from router R2 and the content is returned without retrieving from the source node.
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Fig. 1. NDN caching mechanism.

The general ICN working mechanism in terrestrial network is introduced above, and the
communication mode of satellite networks is quite different from that of terrestrial networks.
The ICN working mechanism cannot be directly applied to the satellite environment.
Researchers try to modify the working mechanism of ICN to make it more compatible with the
environment of satellite network, so as to bring less communication overhead [10]. And the
terrestrial network and the satellite network adopt the unified naming identifier in the network,
which can effectively eliminate the communication difference between the ground and the
satellite network. Thanks to a unified naming service, satellite networks can implement
accurate caching based on name identification. Researchers add a monitoring mechanism on
satellite nodes to enable the control side to monitor popular content transmitted by
downstream clients and achieve global caching operations. At the same time, ICN adopts data
unit-based security protection. Compared with traditional network protection channels and
application-based security [11], this mechanism can not only provide better security, but also
reduce the additional communication overhead caused by security.
Satellite resources are precious and limited. Reasonable allocation of all kinds of
resources on satellite is very important in satellite communication system. The solutions
based on ICN are concerned about the importance of caching. The reusability of caching is an
important way to improve the performance of content distribution. We know that in traditional
connection-based IP networks, the caching of data content requires traversing upstream and
downstream data units. We want to be able to cache the required data without the high
communication overhead. It is undoubtedly impossible to adopt a traditional network. The
network architecture based on the ICN idea can solve this problem well. The satellite
experiments built by the researchers confirmed that the use of network caching can lead to
better distribution performance [12, 13]. In this experiment, the use of intra-network caching
can reduce traffic in the satellite link. At the same time, the user can obtain data from the cache
node in the link, which reduces the repeated transmission caused by the same content. Since
ICN supports location-independent unified name identification, content with the same name
identification will only be cached once in the entire network. Compared with the traditional
network, the satellite network using the intra-network cache can save the satellite storage
resources, reduce the communication overhead of the network, and improve the response
speed of the content. Table 1 lists the advantages of the ICN working mechanism over
traditional IP networks and its advantages in satellite network scenarios.
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Table 1. Advantages of ICN working mechanism and its applicability in satellite networks.

Name
Routing and
forwarding
Cache

Security

Advantage

Applicability

Name service configuration is
simple. Naming is expansive.

Eliminating Cache Differences between
Satellite and Ground.
Less on-board resource consumption.

Routing is simple and flexible.
More forwarding paths and more
content providers.
Universal Network Cache.
Make full use of cache resources.
Security Based on Content Name.
No protection on transmission path.

The Correspondence of Multipath
Forwarding and Satellite Broadcasting.
Restriction of deployment cache capacity in
conjunction with satellite node equipment.
Security Facilities for Reducing Satellites in
Transmission Channels.
Authentication schemes need to be
customized in conjunction with computing
resources.

3 Research and analysis of ICN cache application in satellite
networks
3.1 Cache placement strategy
In a traditional IP network, the routers in the link can only forward data. The packets are
invalidated immediately after they are sent out. The contents of the buffer cannot be reused.
The ICN network can cache content to the router for a long time to achieve the reuse of cache
resources. In a satellite network environment, this intra-network cache model can make
maximum use of the storage resources of the satellite network. The goal of the cache
placement strategy is to select which appropriate nodes to cache certain selected content on
the path returned by the Data packet to maximize cache revenue. Satellite networks Due to the
high dynamics of their nodes and the limited resources, the feasible cache placement
strategies in terrestrial networks are generally not applicable to satellite networks. We take the
caching strategy in terrestrial network as an example to explore its applicability in satellite
network and give us some thoughts.
3.1.1. Probability-based caching

The probability-based caching strategy means that on the return path of the Data packet, the
cache node is cached at the node with a probability p. The default cache policy of the ICN
network is LCE (Leave Copy Everywhere), which requires that the returned content be cached
on each node of the return path, resulting in a large number of redundant caches in the entire
network [14]. For the problem of high cache redundancy, Eum et al. proposed the RCOne
strategy [15], which requires a node to be randomly selected for caching in the content return
node. In addition to the fixed probability cache strategy, the researchers try to adjust the
factors affecting the cache probability from multiple aspects. For example, a probabilistic
cache strategy (MPC) based on content popularity and node-level matching is proposed,
considering the factors such as content and node weight [16]. According to the content
popularity, the node is assigned a corresponding content proportion. In the popularity-based
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cache, the less popular content tends to be at the very end of the queue, so the low-popular
content will be replaced a lot, which will reduce the content diversity of the cache node.
Probability-based cache placement scheme is a tentative method in the early stage of ICN
network design. In the complex environment of satellite network, it is difficult to bring better
network performance by using only probability-based methods. In the satellite network, it is
necessary to combine the current cache state to comprehensively formulate a caching strategy.
By increasing the mechanism of listening to the downstream cache state, the researcher
enables the upstream satellite nodes to obtain the hot cache content, thus guiding the node to
cache [12].
Cache

Cache

P=n

P=n

LCE

...

Cache

Requester

Source

RCOne
Requester

...

P=n

Source

Fig.2. lce and rcone cache strategy schematic.

3.1.2. Location-based caching
Location-based caching relies primarily on the location of the cache node in the network to
determine whether content is cached at that node. Researchers typically divide the network
into two categories: fixed topologies and no fixed topologies. Due to the high dynamics of
satellite nodes, a cache placement strategy with a fixed topology is not applicable. Therefore,
a scheme without a fixed topology is usually adopted in a satellite network environment. The
concept of the edge is used to indicate that the node is closer to the requester (user), thereby
proposing to cache the content to the edge of the network so that the content is closest to the
user, reducing the response time of the request. Cho et al. proposed a content caching scheme
WAVE [17]. The upstream node records the requested number of times in the file, and based
on this, suggests what content is cached by the downstream node. Therefore, content with high
popularity will be transmitted to edge nodes faster, and the response speed of content will be
improved. The LCD policy requires that the cache be cached only on the next hop node of the
hit node when the request is acknowledged [18]. Compared to the ICN default policy LCE,
cache redundancy can be greatly reduced. In addition, as the request continues, the content is
continuously decentralized to the downstream nodes, which keeps the content close to the user.
This strategy also improves the speed of the entire network request response while reducing
cache redundancy. Still other methods consider the weight of the nodes in the entire network.
One of the more representative strategies is the Betw algorithm [19], which measures the
importance of a node in the whole network by characterizing the number of nodes through the
shortest path number passing through the node.
In a satellite network, the dynamics of the network topology are large, and the cache
placement strategy without a fixed topology has certain applicability. The edge node in this
kind of caching strategy can be considered as the low-orbit communication satellite closest to
the ground. Compared with other orbital altitude satellites, low-orbit satellites have the lowest
transmission delay but are more dynamic. However, there is usually no restriction on node
dynamics in terrestrial networks. Therefore, location-based caching strategies cannot be
directly applied, but they can give some thought to the satellite's hierarchical cache. The
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method of formulating the caching strategy according to the node number is poorly applicable
in the satellite network environment. Because of the time-varying of the node median on the
same track plane, the relativity of the node median can not bring better network performance.
The median of high-orbit nodes is undoubtedly the largest, but due to its number and the
limitation of cache resources, it is not feasible to place the cache in high-orbit nodes.
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Fig. 3. WAVE and LCD strategy schematics.

3.1.3. Popularity-based caching
With the rapid growth of content acquisition applications, the amount of data and users of the
Internet have doubled. Coupled with the ICN network architecture that uses intra-network
caching, this requires the network to be sensitive enough to changes in content and to be aware
of changes in content in a timely and accurate manner. The popularity of content is generally
characterized by the number of times a content is requested in a unit of time [20]. The more
popular content cached in the network, the higher the hit rate of the network request and the
lower the replacement rate of the cache. After ICN is introduced into satellite network, its
essence is content-centered, so the research of content popularity is still a hot issue in cache
strategy. Therefore, the application of caching strategy in satellite network is better. [21]
argues that all users in the network follow the classic Zipf law and that more popular content
dominates the network. Simply adopting this model is often not comprehensive enough to
describe content popularity.
When we use the content characteristics as the research subject, we need to analyze the
characteristics of the content in detail. The popularity of content varies from region to region.
For example, regional news or sports may be popular in one region but rarely accessed by
users in other regions. The widespread coverage of satellite networks makes this feature more
visible in satellite networks. The regional nature of the content should be included as an
important factor in the caching strategy of the satellite network. In order to fully utilize the
role of cache resources, researchers consider adding a cache state sharing mechanism to save
storage resources. This is in line with the very limited storage resource requirements of
satellites. In the research of terrestrial networks, it is found that content acquisition is often not
from the source server, but from the neighbor nodes of the node to get [22]. The NACID
policy establishes a mechanism for obtaining cache information in the neighborhood, and the
node can obtain the required data from the nearest (or lowest cost) cache node. The strategy
also establishes a repository (Repo), which broadcasts the cache information from the Repo to
multiple routers in the neighborhood to achieve the purpose of sharing popularity information
in the neighborhood.
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The behavior of the user directly affects the propagation characteristics of the content, so
the popularity of the content can also be characterized according to the behavior of the user.
The PPC policy uses video user request behavior and leaving behavior as the basis for
popularity to measure the relationship between adjacent blocks in the same video file [23].
The popularity is defined as the request behavior and the departure behavior time of a large
number of users for a certain content block, and the size of the target content block is used as
the mediation of the content block. To calculate the content popularity of each content
globally. In addition, there are content-based caching strategies that attempt to classify
content to improve cache resource utilization. For example, authors found that some content
has low reusability and some content has high timeliness by analyzing the content of the
request [24]. Based on this, the content is divided into different categories, and the cache
strategy adjusts the proportion of each part of the content in the cache node according to the
characteristics of the content class.
In fact, researchers have begun research on content-based popularity in satellite networks
very early. The program uses the broadcast nature of satellite communication media,
information locality and interest matching table between users and content to develop an
information-centric satellite network caching strategy Satcache strategy [25]. Research shows
that this strategy can speed up content delivery and reduce the waste of satellite resources.
Under the content-centric trend, this strategy is very feasible for satellite networks. Limited by
satellite limited network resources and bandwidth, full consideration should be given to the
computational resources and bandwidth consumption caused by the strategy.
Table 2. Advantages and disadvantages of mainstream caching strategies and its applicability in
satellite networks.

Probability-based

Location-based

Based on
Popularity

Advantage

Insufficient

Simple algorithm and
easy implementation

Subjectivity is strong.
Greater uncertainty.

Enhanced Web
Experience for
Location Users
Sensitivity to user's
request greatly
reduces the response
delay of popular
content.

Large amount of calculation,
heavy network burden.
Need offline processing, high
computational overhead.

Applicability
The applicability
is strong, but the
effect is not
obvious.
The idea of edge
caching has great
applicability.
The applicability
is strong,
consumption of
resources should
be considered.

3.2. Cache replacement strategy
Each node in the ICN network has caching capabilities, but its cache space cannot be
unlimited. When the node cache space is full, there will be cases where the newly cached
content replaces the old content. This limitation exists in both terrestrial and satellite networks,
and the background of the problem is the same, so the difference between the two in the cache
replacement strategy is small.
LRU is the most commonly used strategy based on access time, which removes the least
recently used content. This strategy works well for local areas, but for the entire network,
some infrequently accessed content is cached little or not in the network, which seriously
affects the request effect of unpopular content. The most representative strategy based on
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access frequency is FIFO, which is “first cache first delete”. This strategy is simple, and the
replacement order is determined only according to the cache time of the content.
There is also a probability-based replacement strategy that takes into account the poor
diversity of content and poor network revenues caused by the above traditional methods. A
probability-based caching strategy, such as the random caching strategy Random [26], is used
to randomly replace a certain content in the cache, in order to obtain better cache revenue
through the strategy. Content-based replacement strategies are often used with content-based
placement strategies. When cache replacement occurs, the content with higher popularity is
preferentially retained, and the content with low content popularity is replaced. However, the
replacement strategy is only implemented according to the popularity of the content. Although
the access effect of the popular content is excellent, it will cause the unpopular content to be
replaced a lot, resulting in poor content diversity of the entire network. Researchers are also
aware of this, so when designing caching strategies, content popularity and other metrics are
combined to balance the distribution of popular and unpopular content.
3.3 Network cache mode
The ever-increasing number of users and information will inevitably lead to a gradual increase
in the cache amount of cache nodes. It is difficult to achieve the best revenue in the entire
network for the cache of some central nodes. The network cache mode also needs to be
divided into two types: independent cache and collaborative cache according to actual needs.
Stand-alone caching refers to the topology of the entire network as a whole topology. The
cache node completely caches a content item in the node, and does not exchange cache status
information with other cache nodes. Since the whole network is regarded as a whole, the usage
rate of the "important" nodes is naturally higher, and a large number of edge nodes will have
a large amount of cache idleness, resulting in waste of cache space. From the perspective of
network deployment, the independent caching method is no longer suitable, and will
gradually evolve to a collaborative caching method. The collaborative caching method can
make full use of the cache resources of the satellite network to improve the performance of the
network from another angle.
In the research of terrestrial network, the neighborhood cache placement strategy
proposed by authors. When the hot node is cache-replaced, the replaced content is
preferentially cached to the neighborhood [27]. In the node, if the capacity of the neighboring
node is full, the replaced content is cached to the node with the least heat in the neighborhood.
Thereby, the cache cooperation with the neighborhood is completed, and the survival time of
the more popular content is guaranteed. In the research of satellite network, the cache
placement problem of LEO orbit satellites is combined with the interaction between satellite
nodes, and the node exchange matching algorithm is designed to further improve the
utilization of satellite node cache resources [28]. The caching method needs to be formulated
in combination with the actual situation. Collaborative caching is an effective way to improve
cache utilization.

4 Development and challenges of ICN cache in satellite network
environment
In recent years, ICN-based networks have been proven to bring good results in many research
and applications, and the introduction of ICN ideas into satellite networks has also undergone
tremendous development. However, there are still many challenges in terms of satellite
networks. As the most critical part of the ICN network, network caching plays an important
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role. The following will explore the challenges of caching in conjunction with the
development of ICN networks in the context of satellite networks.
4.1 Mobility restrictions on the caching mechanism
For the satellite network environment, mobility is still the main problem. This includes the
mobility of the satellite nodes and the mobility of the requester. For the mobility of satellite
nodes, researchers often offset them through architectural customization. A solution to
satellite node mobility is given in [29]. For the mobility of the requester, researchers generally
try to use the method of combining with the ground network to design the architecture. In
[30][31], the method of cooperation with the ground network facilities is adopted to solve the
service of the requester's high-speed mobile. Persistence issues. In [32], the researchers
considered a buffer overflow due to satellite mobility and adopted a multi-layer satellite
network structure that competes in a non-cooperative manner to improve cache utilization.
Existing research is to address the impact of mobility on the network from an architectural
perspective. However, the core of ICN is the in-network cache. The cache matching problem
caused by mobility will greatly reduce the effectiveness of the caching strategy. Therefore, in
the satellite network environment, how to solve the impact of mobility on cached content
placement is worthy of further study.
4.2 Joint cache of satellite and ground
Satellite networks are rarely used as a stand-alone system. They have long been used in
conjunction with terrestrial networks and are often used in areas where terrestrial
communications facilities are not available. Software-defined ideas were introduced into the
satellite terrestrial network (STN) to coordinate network, cache, and computing resources
[33]. After introducing the ICN idea into the satellite network, how to jointly play the role of
satellite and terrestrial network caching, and coordinate the cache resources of both to achieve
better cache revenue is a very important issue.
4.3 Cache Security Challenge
Although ICN can provide content-based secure authentication, there is no need to protect
content on the transport channel. However, limited to the computing resources of the satellite
nodes, the authentication signature of the content will bring a huge amount of computation,
resulting in overload of the router. On the other hand, cache pollution is also a huge challenge
for cache security, which caused by two types of attacks. One type is that a cache node is
controlled, and after receiving the Interest, the route returns the polluted content, and the
content is cached by more cache nodes, thereby causing confusion of the entire network cache.
The other is that the attacker predicts future popular content according to the naming rules,
manipulates the cache node to issue a large number of requests for the content, and
manipulates another cache node to return the polluted content. In turn, the polluted content is
cached in other nodes of the network, causing confusion in the cache. The use of satellite
nodes is inseparable from the ground network nodes, so the problem caused by cache security
is very important. Further research is needed on the security authentication of caches.

5 Conclusion
This paper provides research and analysis of ICN caching mechanism in satellite networks.
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The article first introduces the development and background of ICN, and then introduces the
working mechanism of ICN cache and its applicability analysis in the satellite network
environment. In addition, the existing research on ICN buffer is summarized and classified,
and the applicability of ICN in the field of satellite is explored. Finally, the research of the
ICN caching mechanism on the satellite network presents the challenges. In summary, the
application of ICN in satellite networks is an area worthy of more thinking and research, and
the ICN caching mechanism is a crucial part of the architecture. At present, there are many
researches on the ICN caching mechanism, but its application in the satellite field is still in its
preliminary stage, and theoretical research and experimental verification are not enough.
Through the research and analysis of the ICN caching mechanism in the satellite network, the
relevant research directions and key issues are clarified, which provides useful ideas and
references for the follow-up research.
This research is supported by National Nature Science Foundation of China (61405180402).
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