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ABSTRACT 

Recent well-publicized cruise and ferry ship accidents have been a wake-up call to the shipping 
industry. These events raise the need for ship owners to use more advanced risk management 
approaches. Enterprise Risk Management (ERM) has become an integral part of modern 
corporations, especially in safety critical industries where unsafe operations can lead to 
catastrophic accidents that result in loss of life, huge financial losses and the potential demise of 
the corporation. This paper presents the current findings of an on-going research to determine the 
best implementation of a Risk Management System (RMS) integrated with the Safety Management 
System (SMS) at cruise and ferry operating companies. The hypothesis is that ship management 
companies with better enterprise risk management will have better safety records and stronger 
financial performance. The paper presents the results of the application of Systems-Theoretic 
Accident Model and Processes (STAMP)/Systems Theoretic Process and Analysis (STPA) to a 
ferry operator to analyse the organizational performance of their risk and safety management 
systems. Initial results from the analysis showed gaps in communication paths, lack of tracking of 
risks and limited involvement of senior management in the risk process. A preliminary approach to 
deriving key indicators is presented. 

 
Keywords: STAMP; STPA; ERM; Ship SMS.    

 

1. INTRODUCTION 

The International Maritime Organization (IMO), part of the United Nations, provides 
overarching guidance for risk and safety management for all ship operating companies in its 
International Safety Management Code (IMO, 2018). The initial SMS framework was established 
approximately twenty years ago in the initial version of this Code. In order to put the maritime 
approach in context, the railway and airline industries were analysed to determine their current 
state-of-the-art regarding risk and safety management. The literature reviewed indicates that many 
airlines and the United Kingdom’s railways have adopted Enterprise Risk Management (ERM) as 
their preferred approach to risk management (Missura, 2015; Hunter-Jones, 2016). The 
International Civil Aviation Organization (ICAO), part of the United Nations, has developed a 
mature structure for their Safety Management System standard, with a clear integration of risk and 
safety, along with performance monitoring (Ioannu, Harris & Dahlstrom, 2017). A similar integration 
appears lacking in the current ship operations regulations. 

One of the continuing difficulties for risk management practitioners in the marine domain is 
the lack of a standard set of definitions, for even the most basic elements of a risk program. For 
proper risk management, risk has a specific definition from maritime law (Mandaraka-Shepard, 
2014):  

                                                 
* Corresponding author: +4478 606 49008, Stuart.Williams@strath.ac.uk  

MATEC Web of Conferences 273, 02004 (2019) https://doi.org/10.1051/matecconf/201927302004
ICSC-ESWC 2018

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution  
License 4.0 (http://creativecommons.org/licenses/by/4.0/).



 
 

“It is understood as the is the possibility of harm or loss associated with an activity, or the 
likelihood of an incident happening that may result in danger to life, property or the environment, 
or may lead to commercial disputes and litigation.” 

 
The Committee of Sponsoring Organizations of the Treadway Commission (COSO) created 

the ERM Integrated Framework (COSO, 2004). Over time it has become an accepted definition of 
ERM: 

“Enterprise Risk Management is a process, effected by an entity’s board of directors, 
management, and other personnel, applied in strategy setting and across the enterprise, 
designed to identify potential events that may affect the entity and manage risks to be within its 
risk appetite to provide reasonable assurance regarding the achievement of entity objectives.” 

In the STPA Handbook, Leveson and Thomas (2018) offer another definition of risk 
associated with safety management: 

“STAMP implies a broader or at least different definition of risk. Risk has traditionally been 
defined as the severity and likelihood of hazards or accidents occurring. In contrast, in STAMP:  

Risk is defined in terms of the effectiveness of the controls used to enforce safe system, 
i.e., the design and operation of the safety control structure. Note that this definition does not 
require the determination of the likelihood of the events occurring, but rather an evaluation of 
the effectiveness of the controls being used to prevent them.” 

In the maritime world, the International Safety Management Code (IMO, 2018), as amended, 
sets the corner-stone for the risk management process for companies that operate ships; 

 
Paragraph 1.2.2 states: “Safety management objectives of the company should, inter alia; 
(1) Provide for safe practices in ship operations and safe working environment; 
(2) Assess all identified risks to its ship, personnel, and the environment, and establish 

appropriate safeguards; and 
(3) Continuously improve safety management skills of personnel ashore and aboard 

ships.” 
 
Part (2) underlined above is the only specific mention of risk management in the regulation, 

which therefore gives a very broad avenue for interpretation by each ship operator. 
Research on the use of ERM by airlines (Misiura, 2015) indicates that ERM is in use by 7 of 

10 airlines surveyed, although no determination of the maturity level of ERM was made. One 
method of determining the risk maturity of companies was created by the Risk and Insurance 
Management Society (Minksy, 2008). Their five-level method to assess corporate enterprise risk 
management maturity according to the Committee of Sponsoring Organizations of the Treadway 
Commission (COSO, 2004) is presented in Table 1. Each ship operator’s maturity was assessed 
by reviewing the artefacts related to each level in Table 1, through a serious of interviews at the 
ferry company. The documents included internal risk management plans, risk policy, risk registers 
and tracking of the flow of risk assessments throughout the organization. 

2

MATEC Web of Conferences 273, 02004 (2019) https://doi.org/10.1051/matecconf/201927302004
ICSC-ESWC 2018



 
 

“It is understood as the is the possibility of harm or loss associated with an activity, or the 
likelihood of an incident happening that may result in danger to life, property or the environment, 
or may lead to commercial disputes and litigation.” 

 
The Committee of Sponsoring Organizations of the Treadway Commission (COSO) created 

the ERM Integrated Framework (COSO, 2004). Over time it has become an accepted definition of 
ERM: 

“Enterprise Risk Management is a process, effected by an entity’s board of directors, 
management, and other personnel, applied in strategy setting and across the enterprise, 
designed to identify potential events that may affect the entity and manage risks to be within its 
risk appetite to provide reasonable assurance regarding the achievement of entity objectives.” 

In the STPA Handbook, Leveson and Thomas (2018) offer another definition of risk 
associated with safety management: 

“STAMP implies a broader or at least different definition of risk. Risk has traditionally been 
defined as the severity and likelihood of hazards or accidents occurring. In contrast, in STAMP:  

Risk is defined in terms of the effectiveness of the controls used to enforce safe system, 
i.e., the design and operation of the safety control structure. Note that this definition does not 
require the determination of the likelihood of the events occurring, but rather an evaluation of 
the effectiveness of the controls being used to prevent them.” 

In the maritime world, the International Safety Management Code (IMO, 2018), as amended, 
sets the corner-stone for the risk management process for companies that operate ships; 

 
Paragraph 1.2.2 states: “Safety management objectives of the company should, inter alia; 
(1) Provide for safe practices in ship operations and safe working environment; 
(2) Assess all identified risks to its ship, personnel, and the environment, and establish 

appropriate safeguards; and 
(3) Continuously improve safety management skills of personnel ashore and aboard 

ships.” 
 
Part (2) underlined above is the only specific mention of risk management in the regulation, 

which therefore gives a very broad avenue for interpretation by each ship operator. 
Research on the use of ERM by airlines (Misiura, 2015) indicates that ERM is in use by 7 of 

10 airlines surveyed, although no determination of the maturity level of ERM was made. One 
method of determining the risk maturity of companies was created by the Risk and Insurance 
Management Society (Minksy, 2008). Their five-level method to assess corporate enterprise risk 
management maturity according to the Committee of Sponsoring Organizations of the Treadway 
Commission (COSO, 2004) is presented in Table 1. Each ship operator’s maturity was assessed 
by reviewing the artefacts related to each level in Table 1, through a serious of interviews at the 
ferry company. The documents included internal risk management plans, risk policy, risk registers 
and tracking of the flow of risk assessments throughout the organization. 

 
 

Table 1 Corporate ERM maturity levels (COSO, 2004) 

Level 1: Ad Hoc No coordinated focus on risk management  
Level 2: Initial Some risks identified, silo focused, audit 

focused 
Level 3: Repeatable Risks are tracked, enterprise risks identified, 

risk management plan  
Level 4: Managed Business planning and investments are linked to 

risk, board of directors briefed periodically 
Level 5: Leadership Corporation understands its risk 

tolerance/appetite, risk is part of the day to day 
management of the organization with a strategic 
focus 

 
The ISM Code provides an outline of what ship operating company’s Safety Management 

System (SMS) must address. Figure 1 contains the outline of the information required. It can be 
noticed that the maritime implementation of the requirements for a SMS is not organized by 
functional areas, and certain key elements like hazard analysis and risk management are missing. 
     

SMS

Safety and environmental policy

Company Responsibilities

Designated Person 

Masters Responsibilities

Resources and personnel 

Plans for shipboard operations

Emergency preparedness

Reports and analysis of Non- conformities

Functional Requirements

Maintenance

Documentation

Certification

Define levels of authority

Instructions and Procedures

Veri fication, Review and Eva luation (Audits)

Safety and environmental policy

Procedures for reporting accidents

Procedures to respond to emergencies

Procedures for internal audits and reviews

                                           

Figure 1: ISM SMS Guidance 
 
Figure 2 illustrates the required SMS for airlines as contained in the International Civil 

Aviation Organization’s requirements for Safety Management Systems (ICAO, 2013). 
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SMS

Policy and 
Objectives

Risk 
Management

Safety 
Assurance

Safety 
Promotion

Communication

Training and Education

Performance Measurement

Management of Change

SMS Improvement

Risk Assessment and Mitigation

Hazard Identification and Analysis

Mgt. Commitment and Responsibility

Safety Accountabil ities

Key Safety Personnel

Emergency Response Planning

SMS Documentation

 
Figure 2: ICAO SMS 

The strength of the guidance in Figure 2 is that it organizes the various functions required for 
a strong safety management system. Each airline must establish clear safety polices, establish a 
visible integrated risk approach, measure how well the safety system is working and then train and 
communicate safety and risk information throughout the company. These high-level functional 
categories provide a critical and firm foundation to guide the long-term implementation of safety 
management in any safety critical industry. 

Using the ICAO framework as a guide, a proposed generic SMS for ship operations was 
developed (Figure 3) which integrates the best ideas of the marine ISM requirements with the 
clearer guidance from the airline industry. A crucial aspect is the integration of risk management 
and safety assurance as part of the requirements. The author used this framework to create the 
template for the STAMP analysis of the ferry and cruise ship companies being analysed. This 
comprehensive framework helped guide the STAMP process and ensured that all elements of the 
control structure in the company were assessed. 
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SMS

Policy and 
Objectives

Risk Management

Safety Assurance

Safety Promotion
Safety Information System (SIS)

Training and Education

Documentation

Maintenance of ship and Equipment

Risk Assessment and Mitigation

Hazard Identification and Analysis

Company Responsibility and Authority

Master’s  Responsibility Authority 

Safety and Environmental Policy

Shipboard Operations

new
modified

Emergency Preparedness

Compared to ISM Code

same

Performance Measurement

Resources and Personnel

Management of Change

 
Figure 3: Proposed Generic SMS for Cruise and Ferry Operators 

Figure 3 is the author’s proposed merging of the IMS Code’s SMS components into a 
framework based upon the airline’s ICAO format. This new generic format for a maritime SMS 
should be a significant improvement due to the integration of risk into the SMS, and improved 
safety assurance and safety promotion. 

The STAMP definition earlier in this section states that “Risk is defined in terms of the 
effectiveness of the controls used to enforce safe system, i.e., the design and operation of the 
safety control structure provides the guidance on the proper use of risk in safety critical industries”, 
which supports the integration of risk into the SMS. The ICAO’s separate section on Risk 
Management reflects the elevation of hazard identification and risk assessment and mitigation into 
the core of the SMS. A recent extensive review of SMS literature (Li & Guldenmund, 2017) shows 
a similar set of factors, including risk, created by looking across a large number of industries. Their 
analysis using a Plan-Do-Check-Act approach supports the high level set of functions in the ICAO 
guidance. 

2. METHODOLOGY 

The overall methodology is to study two cruise ship companies and two ferry ship operator’s 
safety and risk management approaches by using STAMP. STAMP treats safety as a dynamic 
control problem. The author uses STAMP to create a model of the safety and risk management 
structure of each company. This model is constructed from organizational information, ship 
operations directives, the SMS and RMS implementation documentation and various reporting 
information, like risk and audit information flowing between layers of the organization.  

STPA is a tool that can be used to analyse organizational structures, like safety 
management, by tracing from potential accidents, to hazards and then generating a set of 
requirements for safe operations and a corresponding set of performance indicators. The recent 
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past accident, incident and near miss statistics are then analysed to establish a baseline case. A 
future step in the process is for the company to fix the gaps and to implement and track a set of 
indicators generated by the STAMP analysis. Over a time period the impact of these changes can 
be assessed by looking at the accident and incident data. 

The maturity of the ERM approach will be determined using the five-level assessment 
described earlier (Table 1). Then, when multiple company’s worth of information is available, an 
analysis will be performed to ascertain whether companies with more mature risk management 
exhibit a better safety record. If all companies analysed exhibit similar levels of risk maturity, then 
either additional companies must be analysed, or if all the companies have low risk maturity levels, 
then an alternative is to track their performance over time to determine whether or not improving 
their risk management yields improved safety performance. 

It is clear that the interweaving of risk and safety in the airline’s SMS Regulation, as indicated 
by the inclusion of a separate area focused on Risk Management creates an environment where 
hazards and risks are integral drivers in identifying where potential unsafe operations may occur. 
The recent paper of Karanikas et al. (2018) uses STAMP to analyse the maturity of SMS for airline 
companies. That paper addresses a process for individual companies to self-assess the maturity of 
the SMS of their organization by measuring the institutionalization, capability and effectiveness of 
their SMS implementation. This work provides a tool to the airline industry to help understand the 
maturity of the operation of their SMS.  The author used the assessment of the airline’s SMS’s 
accidents and hazards to guide the development of these factors for ship operations. 

An important concept is that ERM integrates across the various corporate silos reflected in 
the various organizational elements. Without this integrating function, risks will not be shared 
amongst parts of an organization and lessons learned in one area will not benefit the whole 
organization. The understanding gained from analysing a range of ship operating companies will 
help in driving the development of an idealized risk management approach. For cruise and ferry 
operators this would include integration of hazard and risk analysis into all areas of ship 
operations. The resulting information generated on hazards and risks could then be captured as 
part of the SMS to provide a dashboard type display of the current risk profile of either an individual 
ship, or the fleet as a whole. Ideally risk will be integrated into the day to day operations of every 
ship in the cruise or ferry company’s fleets. 

The STPA process was implemented for analysing this first ferry operator’s safety and risk 
management approach by following the guidance in the recent STPA Handbook (Leveson and 
Thomas, 2018). Figure 4, from the Handbook, provides the framework for applying the 
STAMP/STPA process to an organization.  

                   

 

                 Figure 4: Approach to Organizational STPA (Leveson and Thomas, 2018) 
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Requirements and constraints of the ferry company’s safety control structure and risk 
management process were developed from fundamental safety-related documents, operation 
manuals, management policies and interviews with company staff.  

The STPA process starts by identifying the accidents and hazards that the SMS and RMS 
system are designed to prevent. 

 
Accidents: 

System accidents: 
SA-1 Ship is lost, or sustains major damage. 
SA-2 Loss of life on a ship, at a port facility, or on a shore excursion. 
SA-3 Ship release of hazardous materials causes damage to environment 

 
Safety Management System (SMS) accidents: 

SMSA-1 SMS fails an audit, implying a weak safety process (i.e. the type of findings 
that indicate poor SMS design and implementation and can lead to suspension of 
operating licensee) 
SMSA-2 SMS fails to identify risks. 

 
Hazards: 

System Hazards: 
SH1: Ship is involved in a collision SA-1,2,3) 
SH2: Ship operation results in a grounding event (SA-1,2,3) 
SH3: Ship suffers from fire (SA-1,2,3) 
SH4: Ship operations pose health and safety risks to crew and passengers (SA-2) 
SH5: Hazardous material on board are not contained/managed (SA-1,2,3) 

 
SMS Hazards: 

SMSH1: SMS is not designed according to standards (SMSA-1) 
SMSH2: RMS is not implemented in accordance with company policy and risk 
management plan (SMSA-2) 
SMSH3: SMS and RMS are not well integrated (SMSA-1, SMSA-2) 
SMSH4: SMS and RMS are not suitable for the organization (SMSA-1, SMSA-2) 
SMSH5: SMS and RMS are not effective (fail to mitigate hazards and risks) (SMSA-
1, SMSA-2) 

 
Requirements: 

System Level Requirements: 
` SR1: Ship shall maintain safe distance from other moving or stationary objects. 

SR2: Ship shall not be operated in areas that could lead to grounding. 
SR3: Ship design and operation shall prevent fires. 
SR4: Ship design and operation shall prevent crew and passenger injuries at sea, in 
port or shore. 
SR5: Ship design and operation shall prevent toxins being released to the 
environment at sea and in port. 

 
 SMS Requirements: 

SMSR1: SMS shall be designed according to standards 
SMSR2: RMS shall be implemented in accordance with company policy and risk 
management plan 
SMSR3: The SMS and RMS shall be well integrated 
SMSR4: The SMS and RMS shall be suitable for the organization 
SMSR5: The SMS and RMS shall be effective. 
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The next step is to develop the organizational control structure. Figure 5 shows a 
simplification of the detailed control structure created for this ferry company. In the detailed control 
structure diagram, the roles and responsibilities were captured based on the type of documentation 
flowing between the various entities. Figure 5 models the controllers, the controlled process and 
the control flow between them (as control actions and feedback). The safety and risk control 
actions and feedback typically manifest in the form of documents such as standards, manuals, 
reports, etc 

 

 

 

Figure 5: Generic Control Structure 
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The first outcome was to identify the gap areas where the elements in the generic SMS were 
void of any control flow or feedback documentation. Following that, the set of system and safety 
requirements that were the most probable to occur were analysed. This subset of requirements 
and safety indicators was used to create a set of requirements and proposed indicators for each 
controller within the structure. Each controller was then asked to rank the set of requirements and 
indicators as to their importance. 

This is a work in progress. When such a large number of UCAs were generated, the author 
met with the Risk Manager at the company to discuss how to review this amount of information. 
The Risk Manager took the time to review the entire package and used his understanding of the 
organization to recommend a subset of the findings. The author conducted a similar review. These 
results were combined and are currently being provided to all the various controllers to have them 
verify the priority based on their experience. Over time the expectation is that they will review 
which additional indicators should be added and tracked. The thought is this “experiment” will be a 
learning process over the next two to three years. The results of the complete STAMP analysis are 
available in a data base for each controller, so no information is lost. The completion of this work is 
really a question of work load as to how many things can be tracked. 

From the author’s perspective this is not much different than the airline SMS’s maturity tool 
using company personnel to rate the maturity of a particular area being assessed from 0% to 
100%. Both approaches rely on company Subject Matter Experts (SMEs) to provide the insight into 
each area. In the author’s situation, no UCAs are being deleted, they are still available to be 
reviewed and used, but the company must help determine which ones are critical and which ones 
are important. 

The final step in the process was to analyse the accident, incident and near miss data to 
determine possible linkage to a specific control function in the generic SMS, and establish the base 
rate of accidents to measure future improvements. 

3. ANALYSIS   

The company analysed was a moderate size ferry operator. An assessment of the ERM 
maturity was made by analysing the risk management documentation and process currently being 
used against the COSO maturity levels.  No formal tool was used. The Risk, Audit and Shore staff 
were interviewed to determine which elements of the COSO maturity level artefacts were being 
generated and used by the various control levels in the company. This led to a determination that 
the organization was at a maturity level of approximately Level 2.5.  

The control structure of the organization was created via interviews and by reviewing 
corporate documentation. Eleven different controllers located through the various layers of the 
company were interviewed to verify the control actions taken and the feedback provided. The 
STPA analysis generated 103 control actions performed by 27 controllers, with a corresponding 
376 Unsafe Control Actions (UCAs) that generated 1128 requirements and indicators. Considering 
the sheer number of UCAs, a Microsoft Access data base was created to track the interactions 
between the controllers. Further, in a meeting with the company it was decided to qualitatively 
prioritize the large number of UCAs by looking at each case generated and determining the 
likelihood of that case actually occurring. This was done by having each of the eleven controllers 
review their list of UCAs and assess their likelihood of occurrence from 1 to N. Based on this 
approach, a total of 114 requirements and 121 indicators were developed and presented to the 
company.  

The existing company safety and risk policies, ship operations manuals, operational reports 
and status briefing materials were used to generate the control actions taking place between the 
various controllers in the control structure. By using the generic SMS control framework for the 
STPA analysis, one of the immediate results was to see certain gaps in the current company’s 
safety and risk processes. Examples of these are the weakness in the risk process, the lack of a 
methodology to measure and improve the safety assurance of the SMS and the lack of review by 
senior management.  

9

MATEC Web of Conferences 273, 02004 (2019) https://doi.org/10.1051/matecconf/201927302004
ICSC-ESWC 2018



 
 

The company’s accident, incident and near miss data was reviewed based from the records 
for 2014 to 2018. Almost 3000 entries were reviewed. Figure 6 illustrates an analysis of the 322 
accidents that took place during one year. These incidents point to certain weaknesses in the 
control structure, which are highlighted with a red connecting line in the generic control structure 
shown in Figure 5. Further analysis of all the accident, incident and near miss data is underway; 
the plan is to analyse all five years’ worth of accident and near miss data to determine a linkage to 
leading type indicators. 

 

 
                                            Figure 6: Ferry Accident data for One Year of Operation 

The goal of this analysis is to map the indicators identified through the STPA procedure to 
create a set of key performance indicators that can be used to improve the safe operation of the 
fleet and reduce the accidents, incidents and near misses. The ferry operator will then modify their 
current key performance indicators and determine whether the accident and near miss events 
decrease over time. 

3. CONCLUSION 

STPA provides a structured framework to ensure all elements of a robust SMS are in place 
for safe ship operations. Using STPA on an existing ferry operator’s safety and risk management 
process revealed a number of gaps in their current approach, and generated a detailed set of 
requirements and indicators for each controller in the process to review. By comparing these 
requirements and indicators, that are linked to known hazards, the current set of policies and 
safety management procedures can be compared to a more structured, idealized methodology, 
then updated accordingly. 

The proposed generic SMS provides a strong framework for the STPA model to assess the 
risk and safety management at ship operating companies. When the STPA results are combined 
with an assessment of the maturity of the risk management in place, a clear understanding of the 
current safety and risk culture is generated. 

The recent paper (Karanikas et al, 2018) used STAMP to create a tool for airlines to 
measure the maturity of their SMS. STAMP was used in both this reference paper and here to 
analyse the SMS system of a safety critical transportation industry. Karanikas et al. (2018) used 
the STAMP analysis to create a tool to determine the maturity level of the SMS at any airline. In 
this study, STAMP is used by the author to assess the SMS of cruise and ferry operators and 
determine a comprehensive set of requirements and performance indicators should be tracked to 
improve the safe operation of each company. Both approaches used a similar set of SMS 
accidents and hazards, but the Karanikas et al. (2018) paper generates a numerical maturity 
assessment, whereas the author’s approach in this paper generates requirements and 
performance indicators. 
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control structure, which are highlighted with a red connecting line in the generic control structure 
shown in Figure 5. Further analysis of all the accident, incident and near miss data is underway; 
the plan is to analyse all five years’ worth of accident and near miss data to determine a linkage to 
leading type indicators. 

 

 
                                            Figure 6: Ferry Accident data for One Year of Operation 

The goal of this analysis is to map the indicators identified through the STPA procedure to 
create a set of key performance indicators that can be used to improve the safe operation of the 
fleet and reduce the accidents, incidents and near misses. The ferry operator will then modify their 
current key performance indicators and determine whether the accident and near miss events 
decrease over time. 

3. CONCLUSION 

STPA provides a structured framework to ensure all elements of a robust SMS are in place 
for safe ship operations. Using STPA on an existing ferry operator’s safety and risk management 
process revealed a number of gaps in their current approach, and generated a detailed set of 
requirements and indicators for each controller in the process to review. By comparing these 
requirements and indicators, that are linked to known hazards, the current set of policies and 
safety management procedures can be compared to a more structured, idealized methodology, 
then updated accordingly. 

The proposed generic SMS provides a strong framework for the STPA model to assess the 
risk and safety management at ship operating companies. When the STPA results are combined 
with an assessment of the maturity of the risk management in place, a clear understanding of the 
current safety and risk culture is generated. 

The recent paper (Karanikas et al, 2018) used STAMP to create a tool for airlines to 
measure the maturity of their SMS. STAMP was used in both this reference paper and here to 
analyse the SMS system of a safety critical transportation industry. Karanikas et al. (2018) used 
the STAMP analysis to create a tool to determine the maturity level of the SMS at any airline. In 
this study, STAMP is used by the author to assess the SMS of cruise and ferry operators and 
determine a comprehensive set of requirements and performance indicators should be tracked to 
improve the safe operation of each company. Both approaches used a similar set of SMS 
accidents and hazards, but the Karanikas et al. (2018) paper generates a numerical maturity 
assessment, whereas the author’s approach in this paper generates requirements and 
performance indicators. 

 
 

The next step in this work is to finish reviewing all the accident information to try and 
establish a tight link to the STPA set of requirements and indicators. The goal is to create a 
focused set of key performance indicators that can be used by the company to achieve safer ship 
operations. This initial work establishes one data point for the safety and risk management of one 
ferry operator. The plan is to apply this same process to three more ship operation companies, 
then applied the updated set of indicators and take data to see if the hypothesis is proven that 
better, more mature risk management produces a better safety record. Additional future work is 
planned to look at the financial performance of the companies analysed to see if better risk 
management helps improve the financial performance of ship operations.  

One of the strengths of using the STPA process is that a very complete set of CAs and 
corresponding UCAs are created. In the case of this moderate sized ferry operator, the total 
number of loss scenarios, system requirements and system indicators were over 1,000. Additional 
work is needed to assess which of these scenarios and corresponding requirements and indicators 
are the critical or key ones for the company to track and try to use to improve the safe operation of 
its fleet. There is recent work trying to address this issue by Karanikas & Chatzimichalidou (2018). 
Their paper proposes the use of continuous values for the behaviour of system components along 
with a weighing of each component relative to its hierarchical level in the organization. It also 
considers the outgoing connections of each component with other system components. Karanikas 
(2018) looked at the level and type of assumptions being made during the STPA analysis. In future 
work, these approaches can provide guidance as to how to interpret the results from the STPA 
analysis. For this initial assessment of the ferry company, the author used feedback from the 
various controllers to make the first determination of what factors to track, but this resulted in a low 
percentage of the controller’s actions being used. Investigations of the impact of where in the 
organization the controlling action occurs should be further assessed to determine if a weighting 
scheme should be applied. This is an area where additional work needs to be accomplished so 
that seemingly lower priority factors that can potentially create unsafe conditions are not ignored.  

REFERENCES 

Committee of Sponsoring Organization of the Treadway Commission [COSO]. (2004). Executive  
 Summary Enterprise Risk Management – Integrated Framework, Retrieved from 

https://www.coso.org/Documents/COSO-ERM-Executive-Summary.pdf. 
Florio, C., Leoni, G. (2017). Enterprise risk management and firm performance: The Italian Case, 

British Accounting Review, 49 p. 56-74. 
Hunter-Jones, H., (2016). ERM as a Change Initiative at Network Rail, Enterprise Risk, Autumn 

2016, p.10-13. Retrieved from https://enterpriseriskmag.com/enterprise-risk-magazine/ 
Ioannou, C., Harris, D., & Dahlstrom, N. (2017). Safety Manaement Practices Hindering the 

Devlopment of Safety Performance Indicators In Aviation Service Providers, Aviation 
Psychology and Applied Human Factors (APAHF), 7(2) p.95-106. 

International Civil Aviation Organization [ICAO] Safety Management Manual. (2018). 4th ed., p. 4-2,  
(DOC 9859-AN/474), Retrieved from 
https://rise.articulate.com/share/v5Sm_0DJQvKI51ZQb6HJmBy7bOrhQfTE#/lessons/_5KU
x8747VkDIz_znAbNxw_pCdPBQguw. 

International Maritime Organization [IMO]. (2018). International Safety Management (ISM) Code, 
(5th ed.,p.16), ISBN: 978-92-801-1696-0. 

Karanikas, N. (2018). Documentation of Assumptions and System Vulnerability Monitoring: the 
Case of System Theorictic Process Analysis (STPA), International Journal of Safety 
Science, 02, No. 01, pp. 84-93, DOI:10.24900/ijss/02018493.2018.0301.  

Karanikas, N. & Chatzimichaidou, M. (2018). The COSYCO Concept: an indicator for Comparing 
System Configurations, International Cross-industy Safety Conference (ICSC) 2017, (ADV 
1(1) p. 154-174), DOI: 10.5117/adv2018.1.011 Kara. 

Karanikas, N., de Boer, R., Piric, S., Roden, A.L.C., Kaspers, & S., van Aalst, R. (2018). The 
AVAC-SMS Metric for the Self-assessment of Maturity of Aviation Safety Management 

11

MATEC Web of Conferences 273, 02004 (2019) https://doi.org/10.1051/matecconf/201927302004
ICSC-ESWC 2018



 
 

Systems, International Cross-industy Safety Conference (ICSC) 2017, ADV 1(1):40-57, 
DOI: 10.5117/ADV2018.1.003 KARA. 

Lam, J. (2017). Implementing Enterprise Risk Management: From Methods to Applications, 
Hoboken, New Jersey, Wiley & Sons, ISBN 9780471745198. 

Leveson, N. & Thomas, J. (2018). System Theroetic Process and Analysis Handbook, p.133. 
Li, Y. & Guldenmund, W. (2017). Safety Management Systems: A broad overview of the literature, 

Safety Science,103, p. 94-123. 
Mandaraka-Sheppard, A. (2013). Modern Maritime Law, Vol 2: Managing Risks and Liabilities, 3rd 

ed., New York, NY, Informa Law from Rouledge, ISBN: 978-0-415-83906-8 hbk. 
Minsky, S. (2008).  State of ERM Report 2008, Risk and Insurance Management Society (RIMS), 

Retrieved from https://www.rims.org/aboutRIMS/Newsroom/PressReleases/. 
Misiura, A. (2015). Enterprise Risk Management in the Airline Industry – Risk Management 

Structures and Practices. (PhD Thesis), Brunel Business School, Brunel University, 
London, United Kingdom. 

 

12

MATEC Web of Conferences 273, 02004 (2019) https://doi.org/10.1051/matecconf/201927302004
ICSC-ESWC 2018


