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Abstract. The article presents a mathematical model describing the physical phenomena occurring in the
GNSS radio receiver. The main subunit which focused attention was the system of GNSS receiver

correlator. The process of tracking and acquiring navigation signals processed in a navigational radio
receiver was analyzed in a special way. Bearing in mind that all kinds of noise and interference get through

to the signals processed in the receiver, the article attempts to develop a mathematical model of the signal

reaching the receiver with noise and an inappropriate signal. On the basis of the mathematical model
developed, the courses of acquisition and tracking processes of SIS signals in the presence of noise and

interference signal in the form of a narrow and broadband signal are presented. The final part the paper
presents the results of computer simulations. Although the results presented in the paper refer to a specific

GNSS receiver, they may differ depending on the types of radio navigation devices.

1 Introduction

The key component that is decisively influenced by the
interfering signal in the Global Navigation Satellite
System (GNSS) receiver is the correlator. In practical
applications, it is responsible for the processes
accompanying the determination of the correlation
function between the code received together with the
signal obtained from the satellite, and the one generated
locally [1], [2], [3].

In view of the above, considering the importance of
the correlator in satellite receivers, the authors in this
paper have attempted to investigate how the said module
reacts to the presence of undesired signals.

In addition, this system should also track received
signals from the satellites that make up the space
segment. The classic system that monitors the phase of
the code in the navigation signal receivers is a DLL
(Delay Lock Loop) system so-called the early-late gate.

The essence of the DLL operation is based on the
correlation of the signal with three correspondingly
delayed copies of the PRN (pseudo-random) code.

These copies are respectively early copies,
corresponding to the code shifted to the left of the
correlation maximum, prompt, defining the code in the
correlation maximum (without phase change) and late,
indicating the code shifted to the right from the
correlation maximum [4], [5], [6].

Usually these shifts have values ranging from + 0.05
to £+ 0.5 chip. The block diagram of the analyzed GNSS
receiver correlator is shown in the figure above (Fig. 1).

# Code tracking loop

Carrier tracking loop

Fig. 1. Block diagram of the GNSS receiver correlator

Performing a detailed analysis of the correlator of the
GNSS navigation receiver, including in particular its
parameter in the form of the C/Njo ratio, it is first
necessary to consider the case of circumstances in which
the C/Np ratio significantly exceeds the values accepted
by the navigation receivers by the others.

In this case, the receiver is not able to correctly
determine the correlation maximum of received codes.
This function is carried out via the correlator of the
navigation receiver on the basis of a comparison of
received codes, the first code being the code received
from the satellite together with the signal without taking
into account SIS (Signal in Space) errors, while the
second is the code generated locally by the receiver.

’ Corresponding author: 1.setlak@wsosp.pl, r.kowalik@wsosp.pl

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).



MATEC Web of Conferences 210, 05008 (2018)
CSCC 2018

https://doi.org/10.1051/matecconf/201821005008

It should be noted that the occurrence of an increased
value of C/Np ratio in the receiver will cause that the
procedure carried out in the DLL loop it is not able to
properly determine the maximum correlation value,
despite the use of specially designed codes for this
purpose, generated locally in the navigation receiver
(prompt, early and late). The point determined by the
correlator in the form of the vertex of the correlation
function always fluctuates close to the correct value.

This kind of situation results from two factors,
namely: in the absence of synchronization between the
code and the carrier wave generated by the satellite, and
those generated locally and in the case of a difference
between the carrier frequency and the frequency at
which the interfering signal is transmitted.

In addition, it is also possible to move the previously
generated code over time, however, this may result in
reduction in value of the signal-to-noise ratio SNR
(Signal-to-Noise Ratio). In the further part of the work,
an analysis of the correlator of the GNSS navigation
receiver was made in the scope of creating its
mathematical description (model) [7], [8], [9].

2 Analysis and Mathematical Model of
the Navigation Receiver Correlator
Implemented in Aviation

2.1 Tracking signals in the GNSS receiver
in the presence of interfering signals

In the analysis of the subject of the study, it was
determined that it will be considered on the example of
the GPS (Global Positioning System) receiver, among
others due to its large spread and range of practical
applications.

The SIS signal with a binary pseudorandom code
(general access) C/A (Coarse Acquisition) received by
the GPS receiver in the presence of an interfering signal
can be described by the following formula [10], [11],
[12].

S(t) = /2P, D(t)Py(t) cos(2nf.t + ¢ (1))
+n(6) +j(0)

where: Ps- means the value of the signal power reaching
the receiver, D(t)- the navigational message transmitted
at a rate of 50 bit/s, f- this is the carrier frequency for
the GPS system, whereby it can take two values f. =
1575.42 [MHZz] for the L1 band and f.= 1227.6 [MHz]
for the L2 band.

In turn using by ¢ the carrier wave angle is
determined, Pn- pseudorandom PRN sequence intended
for transferring navigation data, n(z)- it is the own noise
of the receiver (represented in the analysis used white
noise), in turn using j(?)- an interfering signal was
defined, which can be expressed, e.g. by a continuous
wave described by the following equation:

Jj(®) = /2] cos(2nfit + ¢,(1)) )

where: J- expresses the value of the power of the
interfering signal emitted on the frequency f: and the
angle .

In addition, it was assumed that the radio part of the
front end navigation receiver receives both SIS beacons
as well as an interfering signal, whereby the own noise
of the receiver assumes a power equal to No. In view of
the above, for the purpose of determining the user's
position, one can assess the C/Nj relation by analyzing
the operations performed by the correlator placed inside
the navigation receiver and the tracking loop of the DLL
code. Therefore, to determine the correlation function,
the code received from a satellite should be compared
with a code generated locally by the receiver [13], [14],
[15].

This type of case can be described by the equation:

Ppy(t) = Py(t—1) (3)

where: t- specifies the phase difference that is contained
between the code received by the receiver and the one
generated locally in the code necessary to determine the
vertex of the autocorrelation function.

In turn, the carrier wave generated by the code
tracking loop can be described by the following
relationship:

fearrier () = COS(Znﬁt + @) “4)

where: f. and @.- they are estimated values of the
carrier frequency and the carrier wave angle generated
locally by the navigation receiver.

In most cases, the wave is synchronized with a
carrier wave received along with the SIS signal. The
simulations carried out in the further part of the paper
assume that the carrier waves are synchronized with each
other. In addition, by performing the operation of
multiplication of the signal with the reference signal with
the carrier wave, in the procedure of determining the
correlation function, in the integration operation the bit
duration of the navigation message 7y, which is 1 [ms]
[16], [17].

For the needs of simpler calculations, the useful
signal S(z) considered before the integration operation is
shown in complex form:

S = L) +/Qs(@®) (6))

where: Is(t) and Qs(t)- are respectively components, in-
phase and quadrature.

In view of initial assumptions, before the integration
operation, the following were obtained:

SO = L) +/Qs@®) (6)

In this case, the signal in the correlator Ws before
performing the integration operation can be presented as:

W, () = /2P, Py () Py (t — T)e/@mbfet+bod)  (7)

where: by Afc and A@c- carrier errors were determined,
associated with frequency change and its phase.
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Assuming that the difference between the phase of
the carrier wave received by the receiver and the wave of
the interfering signal is small, one can accept the
condition A= 0.

Therefore, assuming that C; are the Fourier series
coefficients of the periodic function Pn(t) this case can
be expressed by the following formula:

P = ) G ®)

l=—00

where: T,- is the code period, therefore the equation (7)
can be written in the following form [18].

W, (t) = /2P, Py (t)Py (t — T)e/@mi/ct)

(oo}

= Z Cicle””[

l=—o0 [=—00

@(i+D o
o] e ()

By defining the new parameter m =i + 1 and R,,,(t) =

—j2m— . .
22— CiCre T5TT¢ the following was received:

m=—oo

As shown in the next figure (Fig. 2), the signals
should be integrated, taking into account the duration of
the period of the emitted code Tq together with the SIS
signal, which can be presented in the following form:

Tgq
1 2
— J Py (£)Py (t — T)el?™etdt
Ty
_Tq
’ q (11)
1 - o
_ Z Rm(T) ejZn[TC+Afc]tdt
Td m=—oo T
= _id
2

Solving the above equation was obtained [19], [20]:

~R

jZn[TmC+Afc]tdt

e

S

1 1 ] m T,
=T_d—27'[ [$+Afc]251n{2n [?+Afc]7d} 12)

m
= sinc {[— + Afc] Td}
Tc
Substituting the obtained relation to formula (10) a

new integral expression was obtained for the integral for
the W signal, which is as follows:

N|§

W, (t) dt = T,[2P; i R,, (1) sinc {[?

m=—co0 (13)

ot

N|§

If you take into account the condition Af, < Ti then
c
Tq
2

f 2P, (t) Py (t — 1)e/?™ et dt
_Iq

(14)
= /2P, TRy (7)sinc(Af,Ty)
where:
d _G+D .
Z CiCIeJZn:[ T +Afc]e jemgt
i=—o00
C —jZﬂiT
Ri@= ) CCe ™ (15)

I=—00

In the next stage of the analysis, the signals received
at the output of the correlator were analyzed in the
presence of an interfering signal. In this case, the
interfering signal is multiplied by the carrier wave,
followed by its dissipation.

In turn, in the second phase, the same operation
occurs, but with the difference that the received signal is
again subjected to a multiplication operation, this time
by the code generated locally by the receiver.

The resulting signal can be written as:

W, () = I(£)Py (t — T)e/ @D

. [(n+D) ]
=), Zlncle””[ T 1)

l=—00 —0

In the above equation (16) it was assumed that the
frequency at which the interfering signal is emitted is
marked as fi, and the number of signals transmitted by 7.

In contrast to the analogous activities carried out to
determine the signal at the correlator output in the
absence of an interfering signal, if it is present, the
Doppler frequency Afi, must be taken into account,
which is received along with the L1 signal of the GPS
system [21], [22].

This situation can be represented by the following
relationships: f. — f; = Af; + T£ and Af, = f, — f..

In turn, after substituting for equation (16) and
integration, it was obtained:
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S

W, (t) dt = i ]nClsinc{[n;l

[ —y ¢

)

S

o1
—]ZET—Ct

+ Afi] Td} e

Being aware that the frequency Af; is significantly
smaller than % , so for n # —I the value of the function

sinc is equal to zero.

sinc{[nTH+Afi] Td}z 0 (18)
Otherwise:
sinc {[nT-I-l + Afi] Td} = sinc(Af;T,) (19)

c

Based on the above it was obtained:
Tq

2

-
f W, () dt = T,J,Csinc(AfT,)e 2" (20)
Tq

2

Thus, according to the dependence (20) on the ratio
C/Ny in the presence of an interfering signal, it can be
expressed as [23]:

c PG,

S e . 21
No  GoNo +] 1)

where: Ps- is the power value of the SIS signal received
by the navigation receiver, Gs- processing gain for the
pseudorandom code scattering signal, No- spectral noise
power density, Gn- noise processing gain and J-
interference signal power.

Inserting equations (10) and (20) into the expression
(21), an expression for the efficiency of signal-to-noise
ratio SNR (C/Ng) was obtained for the navigation
receiver used on the modern aircraft [24], [25], [26].

¢ _(V2BrR@sincasT,) )

No  G,Ny + (J,Cisinc(AfTy))?

2.2 Determining the characteristics of
erroneous bit reception for BOC modulation in
the presence of a narrowband interfering signal
on the GNSS receiver

The process of determining the anti-interference
characteristic for the BOC signal (Bit Processing of
Composite), which is actively affected by the
narrowband interfering signal, proceeds analogically as
in the case of the broadband signal.

However, account should be taken of the fact that the
narrowband interference signal band is several times
narrower than in the case of a broadband signal band.

The bandwidth of the narrowband signal can be
expressed by W, = pW the information transmission
rate equal to Rj. In turn, the segment of the narrowband
interfering signal is defined by the parameter p.

The spectral power density of the interfering signal
can be determined from the equation N’ ;= pr = %.

A

Interfering signal
I el

Reference signal

/

|
Frequency [MHz]

[

Bandwidth of the receiver

Fig. 2. Interpretation of the J/S ratio in the range of the correct
signal received by the receiver model

The useful power of the correct signal received by
the receiver model shown in the figure above (Fig. 2) is
P, and the interference signal power is J, while the
duration of a single chip for the PRN scattering signal
used in BOC modulation is 7.. As a result, the signal
received by the receiver, located in the vicinity of the
device that emits a narrowband interfering signal, can be
written in the following form:

y(t) = \/ﬁcos[wot +60,4() + 0py(t) + 6]
+n(t) +ny(t) (23)

However, the reference signal generated locally by the
receiver can be written as:

r(t) = 2 cos[(wy — w;p)t + Opy ()] (24)

As a result of the signal synchronization operation
generated locally with the signal received by the
receiver, the following were obtained:

u(t) = V2P cos[wt + 6,4(t) + 6]
+2(n(®

+n (t)) cos[(wy — wip)t (25)
+ 0py ()] + 0[wy — wyp)]

In turn, as a result of passing the u(?) signal through a
band-pass filter a signal was obtained:

v(t) = V2P cos[wpt + 0,(t) + 6]
+2(n@®
+ () cosl(wo — i)t (26)
+ 0py ()]
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The expression (26) above also contains the
intermediate pulsation component w;r. The signal after
passing through the filter was divided into three
components. The first part in formula (26) is the signal
obtained by the focusing operation of the correct signal,
the second component was shaped in the course of the
narrowband interference signal concentration. The last
third part was created by focusing the spectrum of own
noise generated by the receiver. On the basis of the
above analysis, in the discussed situation the spectral
density of the own noise produced by the receiver can be
calculated from the following relationship:

S(fp) = a% @7

As it is already known, the coefficient a oscillates
close to one, hence the value of the product WT, is three
or four times greater. Taking into account the discussed
properties, one can determine the spectral power density
of a narrowband interfering signal after a cluster
operation, which will be the same as it was in the
broadband signal. Hence, as a result of the spectral
focusing operation, the spectral power density of the
reference signal can be described by the following
relationship.

Sr(f) = TcSinCZ [(f —fo +fIF)Tc]
+Tesinc?[(f + fo = fi)Te] (28

In a situation in which the interfering signal and
obtained sequence obtained as a result of spectral cluster
operations are uncorrelated with each other, the spectral
power density of the interfering signal can be written as:

[oe]

SN = [ 8.7~ £O5¢0ar (29)

—00

In summary, when the bandwidth of the narrowband
interfering signal is pW [Hz], then the spectral power
density of the undesired signal can be determined from

NP
the equation TOI = pLW W/Hz, where: J- is the power of

the interfering signal, and f}- the center frequency of the
undesired signal emission. In this way, the spectral
power density of the interfering signal whose center
frequency is —f; or f; is described by the following
relationship:

Nf pW

§(f) =~ dlal|f + ;| <=
(30)

N? pW

S](f)=% dlalf—fjl ST

Using the earlier derivations and formulas (27), (28) and
(30), the expression (29) can also be defined as:

W
1+

T,
[ et = fo+ i
fj_%
- f,)TC]
+sinc?[(f + fo — fir
— fOT }df’

ow
_f]+ >

No,

J
2

S]PN )=

NPT,
+ 02] f {sinc?[(f G1)
.4

—fo+ fir = fT]
+sinc?[(f + fo — fir
- fOTydf’

Assuming that the frequencies f, and f; are not
directly in the range of the interference signal band pW
[Hz], and the condition f; > 2f;r is met, then in this
case for f = +f; the second member in the first integral
is equal to one.

In turn, for f = —f;» the third integral in the second
integral is reduced, which results in the dissipation of the
spectral power density for the interfering signal into two
areas located at the center frequencies f;; and —fp.

Hence the spectral density of the interfering signal
power for frequency f;r will take the following form:

P f]+%w
Noch 2
Sien (fir) = 2 sinc?[(fo
w (32)
f]—pT
- f,)Tc]df,
and for frequency —fip
_ PV
1Y T Tt 2
_ WNople 2
Syen (~fir) == sinc*[(=fo
w (33)
‘f]'pT
- f,)Tc]df,

Based on the above, it can be observed that the above
two integrals are very similar, so the spectral power
density of the noise should be written as:

S]PN (fIF) = S]PN (_fu«")

f]+%

_ N§/T, L

T2 sincllfo 3y
f]—%

— T )df
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Expression (34) is true in the case when the
bandwidth of the interfering signal is large enough to
cause errors in the proper reception of the correct signal.
In addition, in the band pW affect the frequencies f; and
fo of the same values, so the condition f, > 2f;z is met.

Considering the above, it can be seen that there are
two possibilities to use the narrowband interference
signal band.

In the first case, the band of the interfering signal pW

. . . . 1
is quite narrow compared to the bit rate transmitted o
c

In such a situation, neighboring usable signals may
also enter the interference band.

Therefore, the spectral noise power density S;py (fir)
is expressed as follows:

NET. oW 2
Sipn(fir) = %[Sincz (f] - f’)Tc]

T 2
= ]7C [sinc2 (f] - f’)TC]

Considering the fact that the interfering signal is the
most effective when the operating frequency of the
interfering signal is the same as the frequency of the
correct signal, then in such a situation the spectral power
density of noise is equal to:

T,
Sipn (fir) = JTC (36)

Hence, setting the same frequency of transmission
(working) of the interfering signal as the proper signal
results in a significant improvement of its effectiveness.

Otherwise, the use of a narrowband interfering signal
in the circumstances is unfounded.

As a consequence, further polemics over the analysis
of the interfering signal with such a narrow band is
pointless.

At this point, more attention should be paid to the
second condition in which the parameter characterizing
the interfering signal band p = 1.

Consequently, in expression (35) a new variable z =
T, (fo — f'), was introduced, assuming that f, = f;.

Therefore, the spectral signal power density is
expressed as:

w
. ne(3) .
St =5 | THPa 067
)

The calculation of the above integral and and its
definition is very simple, so it was obtained:

J

Sipn (fir) = W (€1

Now that the W band is equal W = Ti, the following
is obtained:

JT. _ ]

e _ 39
2W 4R, (39)

Sipn (fir) =

where: by R.- the speed of the dissipative line is

determined R, = Ti
c

By comparing the expressions determining the
spectral noise density (34) and (35) it can be observed
that in a situation where the frequency of the interfering
signal is equal to the carrier frequency fj.

The narrowband interfering signal is more effective
than the broadband signal with identical characteristic
parameters (by almost 3 dB).

This statement is correct on the assumption that W =
2

Tc

Therefore, to make it easier to determine the bit error
rate for a BOC modulated signal, which is affected by
the intentional interfering signal, it seems advantageous
to assume that the narrowband interfering signal is
represented by Gaussian noise.

In this case, the bit error rate BER (Bit Error Rate)

can be determined from the following dependence:

E
P, =Q| | (40)
70 + S]PN (fIF)

where: the spectral power density of the noise is %, in
turn the spectral power density of the interfering signal is
equal Sjpy (fir)-

According to the theory of signals, it was noticed that
in this case there are two statistically independent
stochastic processes accompanied by Gaussian noise.

In conditions where the narrowband interfering
signal is transmitted at the same frequency as the actual
signal, the bit error rate can be determined from the
following equation:

~ 2E,
Po=Q| N+,

1

= -1 -1

(1%) +(f1§;)J| (41)

N ——

= F1 P -1

B Ea) |

It should be noted that the expression (41) is
compatible with reality only when the system operates
on the basis of the spectral scattering technique using the
Direct Sequence DS (Direct Sequence) method, and the
processing profit G, is equal to:

R

G, ==
p Rb

(42)
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Based on the above considerations and analyzes, it
can be concluded that the higher the processing profit,
the lower the bit error rate and vice versa.

The next figure (Fig. 3) presents examples of bit rate
results errors depending on the function (PR./JR;) for the
modulated BOC signal in the presence of a narrowband
interfering signal.

3 Selected Simulation of the GNSS
Navigation Receiver Correlator

The operation of a typical GNSS receiver system is
based on two processes, namely: the signal acquisition
process, which includes the initial synchronization of the
receiver radio reception circuitry with the signal and on
the signal tracking process, whose essence is the
continuous synchronization of reception systems of the
receiver with a signal received from the satellite.

The acquisition of radio signals received from the
satellite, due to the use by satellites of all transmitters of
the same frequency is more complex than in typical
radio receivers, as a result of which after the receiver is
turned on, the phase of acquisition of GNSS signals
begins.

During this process key activities are carried out,
including determination of the expected configuration of
the satellites, pre-setting the frequency of the generator
in the receiver phase loops, turning on phase and code
loop adjustment, and bit synchronization of signals and
determining the position and corrections of the receiver
clock time.

When making selected simulations of the GNSS
navigation receiver in the scope of the acquisition and
tracking process, it should be noted that in the case of the
process of signal acquisition and processing, a number of
decisions are made that have a significant impact on
determining the position of the user.

Hence, any interferences (disturbances) of this
process may be the cause of errors in the correct
synchronization of angles, received from the satellite,
including errors generated locally by the receiver. In the
process of signal acquisition and processing, a number of
decisions are made that have a significant impact on the
determination of the user's position.

Therefore, disturbing this process may also result in
errors in the correct synchronization of codes received
from the satellite, including those generated locally by
the receiver.

All simulation tests were carried out based on the
author's interfering signal, which was transmitted on the
center frequency of each tested signal with a power of
125 dBm.

Obtained results from the conducted simulation tests
are presented on the above figures (Figures 3-4).

Interfering signal with power- 125 dBm ( GPS L1 C/A)

90

80

70 a
’ \\ 2
o -
o —_\
2 N #
N : ]
40
/ Receiver 3
30
Receiver 2
20 Receiver 1

10 I I
-20 -15 -10 -5 0 5 10 15 20

Central frequency delay signal GPS LI

Fig. 3. Implementation of the L1 signal acquisition process in
the presence of an interfering signal with power- 125 dBm
(GPS L1 (C/A)

When analyzing the above waveforms (Fig. 3), it
should be explained at the outset that the point "0"
means the value of the center frequency of the GNSS
system signal under investigation, and the interfering
signal continuously affected precisely this point during
the tests. Moreover, the acquisition process in this case
was clearly disturbed, while the pseudo-random
sequence undergoes significant deformation.

There was a difference between individual values of
the J/S ratio level obtained for the receiving the same
codes results from the fact that the tested receivers rated
(characterized) various hardware parameters. It is known
that the acquisition of signals in a GNSS receiver is
optimal if the level of C/Nj ratio is the lowest.

There are, however, receivers that, after exceeding
the set value, the signal acquisition procedure
misinterprets them. The quantity of C/Ny for the tested
receivers is as follows: No. 1: 19 (dB-Hz), No. 2: 20
(dB-Hz) and for the receiver No. 3: 24 (dB-Hz).

The same procedure was adopted in the next test,
only with the difference that in this case the tested
receivers only received signals transmitted on the L1
frequency, only the value of the interfering signal power

was changed to a value of 110 dBm.
Interfering signal with power-110 dBm (GPS L1 C/A)

% I T I

80 Receiver 3
Receiver 2
0 ) —
Receiver |
60
a |\ N
Z
@ 50 \ /
40 ]
T~

30

W e —

10
-20 -15 -10 -5 0 ] 10 15 20

Central frequency delay signal GPS L1

Fig. 4. Implementation of the L1 signal acquisition process in
the presence of an interfering signal with power- 110 dBm
(GPS L1 (C/A)
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As can be seen from the above figure (Fig. 4), the
procedure of signal acquisition is even more distorted
than it was in the previous experiment. This is only due
to the increase in the useful power of the interfering
signal by less than 15 dBm. Subsequently, the level of
the J/S ratio at which the receiver misinterpreted the
acquisition process, the signal also changed and focused
on the values of 40 dB for receiver No. 1, 60 dB for
receiver No. 2 and 63 dB for receiver No. 3,
respectively. In the next simulation test, an acquisition
analysis was performed for the L1 signal of the GPS

system and L1 system of the Galileo system.
Interfering signal with power -125 dBm (GPS, Galileo)

90 T T

Receiver |
80

Receiver 2

70

Receiver 3
Receiver GPS/Galileo

LN
|ENVZamas\

/S (dB)

10
-20 -15 -10 -5 0 5 10 15 20

Central frequency delay signal GPS / Galileo L1

Fig. 5. Implementation of the L1 signal acquisition of the GPS
and Galileo systems in the presence of an interfering signal
with power- 125 dBm (GPS, Galileo)

A combination of this kind will allow you to estimate
how it reacts to signals interfering with the GPS/Galileo
hybrid receiver. The power of the interfering signal was
set at -125 dBm and was given at the center frequency of
the L1 signal, and the test results obtained at this stage
were depicted in the figure below (Fig. 5).

3.1 Interfering with the process of tracking
signals

Analyzing the above graphs, it was noted that receivers
receiving only signals from the Galileo system are more
exposed to the interference signal. This is also due to the
fact that they have a much wider 40 MHz receive band
than GPS receivers. Nevertheless, the arrangement of
intertwined (mixed) codes in the Galileo signal
undergoes minimal deformation, the codes coincided
with the GPS system signal are much more disturbed.
This fact is also reflected at the level of J/S ratio, at
which the tested receivers mistakenly acquire signals,
and it is 75 dB for the L1 signal of the GPS system and
45 dB for the Galileo system. In addition, for the Galileo
system receivers, an analysis for the individual code
components contained in the main code is still to be
carried out. This type of case was analyzed for the E6
and ES5 signals, whereby they can be divided as follows:
E6 signal into three E6A, E6B and E6C channels, and ES
signal for a code channel also called a pilot channel and
a data channel. In all channels, a code signal will be

transmitted, allowing to determine the distance of the
satellite to the GNSS receiver, whereby only distance
codes are transmitted in code channels. In turn, in the
data channels, in addition to the distance codes,
navigational messages are also transmitted. The
proposed method of evaluating the process of acquisition
of signals by the GNSS receiver in the case of activity of
the interfering signal is based on the evaluation of the
level of the J/S ratio. The results obtained at this stage of
the simulation for the above case are presented in the

following figures (Figures 6-7).
Interfering signal with power - 125 dBm (Galileo E6)
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Fig. 6. Implementation of the Galileo E6 signal acquisition
process in the presence of an interfering signal with power- 125

dBm (Galileo E6)
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Fig. 7. Implementation of the Galileo ES signal acquisition
process in the presence of an interfering signal with power- 125
dBm (Galileo E5)

Based on the analysis of the above waveforms
(Figures 6-7), it can be seen that the codes contained in
Galileo signals are more resistant to interference signals.
While in the case of the E6 signal all codes included in
the main code have similar properties, the E5 signal
component codes react quite differently. As can be seen,
the ESA signal is not a reflection of the ESB signal. This
can be seen, among others from the asymmetry created
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at the output of the filter or the fact that the receiver can
not cope with the processing of both signals
simultaneously. In sum, all the experiments carried out
show that the signal developed causes disturbances in the
acquisition process, however the receiver in which it is
implemented (GPS or Galileo) is irrelevant.

3.2 Stages of the signal acquisition process

An analogous course of reasoning as for the process of
signal acquisition was adopted in an experiment aimed at
discerning discrepancies in the process of tracking codes
by the GNSS receiver in the case where the tested
receiver is exposed to the interference signal developed
for the purposes of this article. For this purpose, the
same satellite navigation receivers were used as in the
previous experiment, however, in their deliberations, the
authors limited themselves only to receivers operating on
the L1 frequencies for the GPS system and E6 and ES
for the Galileo system [27], [28].

The area of simulation research covered key stages,
including generating a interfering signal, turning on the
GPS receiver and starting post-processing processes,
launching the signal tracking loop and determining the
autocorrelation function in the presence of an interfering
signal. For this purpose, assumptions were made for the
needs of the research that the GNSS receiver tested at a
given moment would receive only the recommended
signal (L1, ES or E6).

Therefore, the results obtained will be more
transparent and everyone will be able to assess them
themselves, including people without specialist
knowledge in this field. This was necessary primarily
due to the long time of almanac synchronization of the
receiver with the simulator, with the interfering signal
being transmitted at 127 dB continuously. The results
obtained from the conducted simulations and tests are
presented in the figures below in the form of selected
illustrations (Figures 8-13).

00
400

0 300
Code delay [chips]

Fig. 8. Mllustration of the code tracking process in the L1 signal
of the GPS system and determination of the autocorrelation
function in the event that the interfering signal is not
functioning

Fig. 9. lllustration of the tracking process of the SVN 7 code
transmitted in the L1 signal of the GPS system and determining
the autocorrelation function in the situation when the
interfering signal is turned on

Fig. 10. Illustration of the code tracking process in the E5
signal of the Galileo system and determination of the
autocorrelation function in the event that the interfering signal
does not operate

a8

Fig. 11. Illustration of the code tracking process in the ES
signal of the Galileo system and determination of the
autocorrelation function in the situation of the interfering signal
activity
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Fig. 12. Illustration of the code tracking process in the E6
signal of the Galileo system and determination of the
autocorrelation function in the event that the interfering signal
does not operate

Fig. 13. Illustration of the code tracking process in the E6
signal of the Galileo system and determination of the
autocorrelation function in the situation of the interfering signal
activity

The obtained results confirm the effectiveness of the
developed interfering signal, and the signal can be
successfully used for disturbance, both GPS system
signal and Galileo signals. Based on the presented
illustrations, one can observe how the receiver can
mistakenly determine the "beep" of the autocorrelation
function, as two identical correlation "beeps" have been
obtained as a result of preliminary code tracking. This
kind of situation occurs because the structure of the
interfering signal is similar to the structure of the signal.

4 Conclusions

The article presents the most important information that
could be a guide for selecting the best correlator system
in the satellite navigation receiver. The subjective choice
of issues and the author's assessment of the essence of
the presented parameters and functionalities of the
process of acquisition and tracking of navigation signals
by the GNSS receiver is only the preliminary stage of the
research that was carried out.

The main parameter subjected to the tests through
experiments and simulation tests was the impact of
broadband interference signals on the work of the
correlator system. It should be noted that the undesirable

10

signals pose a potential serious threat to the security of
devices and systems that use the information contained
in signals broadcast by satellites of global navigation
systems.

The implementation of such attacks can be
particularly dangerous in areas such as: navigation (land,
sea, air and space), energetics or telecommunications.
Interference in the form of narrow and broadband signals
is an intentional or unintentional signal that directly
interferes with the signal in the frequency band of GNSS
systems, while these systems have some internal
mechanisms that significantly increase its resistance to
interference. One of them is the choice of signal
transmission based on the technique of spectrum
scattering in broadband systems using DSSS (Direct
Sequence Spread Spectrum) code sequences.

It is a process of modulation of the signal with direct
data encryption by a pseudo-random sequence, to which
one of the key advantages is, among others, resistance to
interference. One of the elements of the GPS system
modernization process is the inclusion of an additional
signal frequency, which will be better adapted to
counteract the interference due to the higher power [29],
[30].

Currently, many systems for determining position,
speed and time are based on the GPS system, which one
of the most important tasks is protection of integrity,
access, interferences detection and location of their
sources, as well as counteracting these interferences.
One of the conclusions resulting from the research
presented in the article is, among others, the fact that, if
the necessary activities (actions) are not taken to ensure
adequate protection of navigation receivers, GNSS
satellite navigation systems should not be used as the
only sources of information about location, speed and
time in the so-called critical applications.

In addition, among the factors that make it possible
to distinguish between signals containing interference
signals and real GNSS signals, the direction of signal
arrival and its derivatives is the most unambiguous and
the most difficult to "falsify".

Knowledge of exact phase delays of false signals
enables not only detection of undesired signals in the
correlator system, but also selective elimination of these
signals from the entire signal received through the
application of filtration using the null forming algorithm
(null steering), which causes attenuation of signals
reaching the antenna array from a particular direction.
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