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Abstract. Internet of things (IoT) as a new revolution in science and technology will bring new vitality to 
the design. IoT has become the third revolution of the world industry information development after the 
world experienced the computer and the Internet. With the development of industry information, IoT as 
Internet service and applications expand through intellisense, identification technology, pervasive 
computing and ubiquitous network convergence applications. IoT era is the era of intelligent products. This 
article elaborates on the aspects of design content, design objects, design procedures and methods, means of 
obtaining design requirements, design tools, and changes in design direction. In the era of IoT, industry 
designers should focus on the interaction between humans and smart products and the interaction between 
smart products. 

1 Introduction  
The Internet of Things (IoT) has become a hot topic. 
Some applications in IoT are exploiting in healthcare, 
transportation, automotive industries, & electronic me-
ters and so on[1]. “IoT is an emerging network super-
structure that connects physical resources and people 
together with software”[2]. Like any information system, 
the IoT will rely on a group of hardware, software and 
architectures. The basic idea of IoT is to connect all 
things in the world to the internet [3]. Through the IoT, 
different types of goods, sensors, and facilities can 
communicate and form pervasive networks that conven-
ient our daily lives [4]. What the IoT represents is an 
evolution of the application of these existing technolo-
gies according to several of facilities as well as the inter-
connection of networks of these devices across the Inter-
net [5]. Although there is no general definition for the 
IoT, the core concept is that everyday objects can be 
equipped with identifying, sensing, networking and 
processing capabilities that will allow them to communi-
cate with each other and with other devices and services 
over the internet to achieve some useful objective [6]. 
With the help of intelligent and reliable, IOT connected 
things wirelessly. Objects with this facility will be able 
to communicate without any human interference[7-
8].The IoT consists of objects, sensor devices, communi-
cation infrastructure, computational and processing unit 
that may be placed on cloud, decision making and action 
invoking system[9].As a new scientific and technologi-
cal revolution, it will bring new vitality to the design.  

According to predictions of relevant experts, the fu-
ture trend is the globalization of information resources, 
and global management will rely on various information 
resources [10-11]. Iot will control these information 

network resources. With the developments in the internet 
technologies, technologies in sensor networks and near 
field communication using RFID (radio frequency iden-
tification devices) tags have also been evolving [12]. 
Therefore, some developed countries (such as the United 
States, the European Union, Japan, etc.), enterprises and 
academic groups have invested human resources, mate-
rial resources, and financial resources to conduct in-
depth research on the IoT and have sought to make 
breakthroughs in this area. 

Industrial design is bound to undergo profound 
changes as an important link closely connecting science 
and technology in the era of IoT. With the emergence of 
the IoT, it is a daunting task how to use the IoT technol-
ogy better for design service, is suspends in front of the 
current industrial designer. It is not just combination the 
technology of IoT with the aesthetic knowledge simply, 
which need to test the ability and wisdom of a designer. 
Design as an initial impulse of humanity is the most 
fundamental human wisdom. This article puts forward 
some suggestions on issues that should be noted in the 
industrial design of IoT. 

2 Product design in the era of the 
internet of things 
"Intelligent type" is the characteristic of the IoT. How to 
design the intelligent products is worthy of further study 
to the industrial design researchers. The IoT is a para-
digm where everyday objects can be configured with 
identifying, sensing, net-working and processing abilities 
that will allow them to interact with each other and with 
other facilities and services over the Internet to finish 

MATEC Web of Conferences 176, 01002 (2018) https://doi.org/10.1051/matecconf/201817601002
IFID 2018

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution  
License 4.0 (http://creativecommons.org/licenses/by/4.0/).



 

some functions. The core concepts underlying the IoT 
are not new. For years, technologies such as RFID
（ radio frequency identification devices） and sensor 
networks have been applied in industrial and manufac-
turing contexts for tracking large ticket items such as 
cranes and livestock. The IoT can find its utilizations in 
almost every aspect of our daily life such as: prediction 
of natural disasters; industry applications; water scarcity 
monitoring; design of smart homes; medical applications; 
agriculture application; intelligent transport system de-
sign; design of smart cities; smart metering and monitor-
ing and smart security[13]. The literature [5] showed that 
“Intelligent” products can understand people’s intentions 
and make judgments, to reason, to execute instructions 
issued by humans and to make proper handling of items 
in a certain extent. Intelligence is based on artificial 
intelligence, and given by designers and engineers. It is 
an intelligent and internet-linked product that belongs to 
a higher level of smart products. In the environment of 
IoT, the term “intelligent item” is often used. In addition, 
the smart item can be a single product, such as a smart 
book, or it can be a system composed of a number of 
products, such as a smart public transportation system, 
smart security facilities, and so on. Future lives should 
be leaded by designing, which requires the simplest way 
to achieve the ultimate goal. The scope of research re-
quired to achieve IoT at the scale envisioned future cus-
tomers’ needs requires significant research along many 
directions. 

2.1 Changes of design content  

Traditional design content includes functions, structures, 
forms, surface treatments, materials, colors, etc. Tre-
mendous development will be acquired based on the 
content in the future of the IoT.  In functionality, they will 
be greatly improved with the development of IoT tech-
nology.  The complexity of the function will complicate 
the design. In the structure, the rapid prototyping equip-
ment interacts with the computer intelligently to realize 
the design of analog structures and to complete the pro-
duction process of the structure's hand boards by itself. 
Integrating smart objects into physical infrastructure can 
improve flexibility, reliability and efficiency in infra-
structure operation. These benefits can reduce cost and 
manpower requirements as well as enhance safety. As 
trillions of things (objects) are connected to the Internet, 
it is necessary to have an adequate architecture that per-
mits easy connectivity, control, communications, and 
useful applications.  In form, with the change of func-
tionality and structure design, the form will also change 
accordingly. Smart products must be equipped with intel-
ligent form. As a result, various “wisdom” solutions have 
been emerged. For example, smart transportation, smart 
logistics, and smart healthcare systems are all based on 
the IoT at the core of technology.  In the future, the reali-
zation of these “wisdom” solutions can solve many prob-
lems facing humanity’s sustainable development such as 
shortage of resources, energy waste, and inefficiencies 
[7].  

2.2 Changes of design object 

The serviceability of design is the basic attribute of in-
dustrial design, which serves people's survival life rely-
ing on the design of various products.  Industrial design-
ers take charge of enhancing the user experience of a 
product by developing its outside shape and its user 
interface. The Internet has tremendously evolved in the 
last few years connecting billions of things globally. 
These things have different sizes, capabilities, processing 
and computational power and support different kind of 
applications. Therefore, with the development of science 
and technology, changes will be occurred in design re-
quirements and design objects.  In the IoT era the object 
of product design has changed from the original design 
of a lifeless product to the design of items with individu-
alized intelligence and the networks behind the items. 
The products in traditional design involved human, ma-
chines, and the environment. In the era of IoT, they will 
become human, machines (under the network), environ-
ments, which increase the complexity of design. Because 
in the environment of network, designers will face a 
variety of needs since design is to serve the needs. There 
will be born new demands and new products every sec-
ond, and in turn, a variety of new products will lead to 
the emergence of new requirements.  New demands and 
new products are intertwined with each other to promote 
the upgrading of products constantly. 

 
Figure 1. Compared with the traditional product design objects 

and IoT era design objects 

Traditional product design objects must exchange in-
formation with the help of people. Where there is no 
information exchange between products. While in the 
IoT era, product design objects are devices with intelli-
gence. With the advancement in technology, the devices 
processing power and storage capabilities significantly 
increased while their sizes reduced. These smart devices 
are usually equipped with different type of sensors and 
actuators. Large quantities of data were collected in the 
IoT environment. One future vision for the IoT is the 
Web of Things. The Web of Things proposes the use of 
web standards to fully integrate smart objects into the 
Worldwide Web. Using web technologies can make it 
easier for developers to build applications using smart 
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objects and existing web protocols can more easily ena-
ble the interoperability and communication of different 
devices. Not only can these objects exchange infor-
mation with people, but also can devices directly ex-
change information. As shown in Figure 1. 

2.3 Changes in the means to obtain design 
requirements 

Design requirements are the basis for creating excellent 
designs.  Engineering and marketing models of product 
design and the product design process emphasize the 
importance of customer requirements. Ideally, companies 
that develop products ought to understand customer 
needs so that they can develop products that will sell. 
Assessments of customer needs are then used to specify 
functional requirements of the product. The functional 
requirements in turn are used to determine product de-
sign parameters. These three steps, from customer needs 
to functional requirements to design parameters are 
common for many established design methods including 
quality function deployment and axiomatic design. The 
product that has demand only has vitality. In the past, 
design requirements were obtained through observation, 
research, investigations, and interviews.  In the IoT era, 
they can be obtained through the products themself. In 
the process of using the product (smart product), the 
user's demand for the product (smart product) will be 
reflected to the product (smart product).  In the interac-
tion between products (smart products), the demands 
between products (smart products) will also be generated. 
Through the IoT network, designers can obtain a variety 
of needs from users and smart products.  In the IoT envi-
ronment, all kinds of information can be fed back be-
tween smart products. Designers can obtain this infor-
mation through certain means to analyze new potential 
needs and design more products that meet the needs of 
users. As shown in Figure 2. 

 
Figure 2. Designers get the way of the demand 

2.4 Changes in design procedures and methods 

Generally speaking, the design process mainly includes 
several stages, which are the previous market research 
and analysis, design and evaluation based on analysis, 
functional structure design, and production. The prelimi-
nary market survey analysis obtained problems during 
using product by face-to-face communication with users 
and potential users. While  in the IoT era, it is only neces-
sary to interact with existing products and enable real-
time information exchange between products, which 
make design surveys more straightforward. Since this 
process more accurately reflects the user's applying at 
the time, the reliability of the information is high.  In the 
IoT environment, a more objective assessment can be 

obtained and the assessment of design options and as-
sessment methods can be carried out flexibly due to the 
scope of personnel involved in the assessment is very 
large and the smaller constraints on geographical and 
time. 

2.5 Changes in the design tool be applied 

Current design tools are limited to paper, pens, comput-
ers, etc. Future design tools will not be limited to these 
tools.  It can also through various intelligent devices. 
These devices include personal computers, laptops, tab-
lets, smart phones, PDAs and other hand-held embedded 
devices. The numbers of Internet connected devices are 
increasing at the rapid rate. These intelligent tools with 
intelligent information collection technology, sensor 
technology, sensing technology, thus can be used as 
industrial designers design tools.  Under the IoT envi-
ronment, human-machine interaction is no longer limited 
by time and place with the further development of tech-
nology, and it can realize remote-controlled computer 
aided industrial design, which can bring great conven-
ience to designers. If our vision is correct, many IoT 
applications will be based on a deployed sensing, actua-
tion, and communication platform (connecting a network 
of things). In these deployments, it is common for the 
devices to know their locations, have synchronized 
clocks, know their neighbor devices when cooperating, 
and have a coherent set of parameter settings such as 
consistent sleep/wake-up schedules, appropriate power 
levels for communication, and pair wise security keys. 

2.6 Change of design direction 

Since the IoT has not yet been realized, it might seem 
precocious to forecast the future directions of the IoT. 
However, future visions of the IoT will affect its current 
development and must therefore be considered. With the 
continuous development of IoT technology, industrial 
design direction will also undergo tremendous changes. 
Design on human-computer interaction will be the main 
design direction in the future. Given that IoT devices are 
likely to be connected to many objects and even to peo-
ple themselves, examining the potential societal and 
personal impacts of the IoT is absolutely essential. In-
dustrial design will play a more important role in the 
application of new technologies. In an IoT world, there 
exists a vast amount of raw data being continuously 
collected. It will be necessary to develop techniques that 
convert this raw data into usable knowledge. For exam-
ple, in the medical area, raw streams of sensor values 
must be converted into semantically meaningful activi-
ties performed by or about a person such as eating, poor 
respiration, or exhibiting signs of depression. How to be 
safe and effective operation and avoiding misoperation, 
or even if the misoperation happened, but will not cause 
any damage, which need to be carefully studied for de-
signers. Intelligent human-computer interaction will 
become an important design direction in the future.  
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3 Challenge for product designers 
How to satisfy the users' requirements to the greatest 
extent will be a great challenge for product designers in 
the future of the IoT.  With the development of IoT tech-
nology, various people will have a variety of require-
ments. Some of these requirements are meaningful to 
designers and users, some are meaningless, how to filter, 
and how to translate these requirements into products 
need the wisdom of designers. Industrial designers must 
have such ability and take on this responsibility. 

The products and features of the IoT are mainly re-
flected in the following: 1) the frequency of information 
interaction is greatly increased. The previous information 
exchange needs to be carried out by people. In the IoT 
environment, products and products can be directly car-
ried out, greatly reducing the burden on people, and to a 
certain extent, the transition from liberating physical 
strength to emancipating the mind. 2) The interaction 
between products and people is no longer limited by the 
spatial distance. 3) The product has certain wisdom. 
With a variety of advanced technologies, users can effec-
tively use and manage products. At the same time, the 
ubiquity and interactions involved in IoT will provide 
many conveniences and useful services for individuals, 
but also create many opportunities to violate privacy. To 
solve the privacy problem created by IoT applications of 
the future, the privacy policies for each (system) domain 
must be specified. Once specified, either the individual 
IoT application or the IoT infrastructure (e.g., the utility 
capability) must enforce privacy. Consequently, the IoT 
paradigm must be able to express users’ requests for data 
access and the policies, such that the requests can be 
evaluated against the policies in order to decide if they 
should be granted or denied. A new language is required 
to express privacy policies because the requirements not 
easily expressed in current privacy languages. It is need-
ed to represent different types of data owners and request 
subjects in the system as well as external users and their 
rights when domains interact. 

4. Conclusions 
The IoT era will be the age of information explosion; the 
interaction of information will be frequent between 
products, and between people and products. By bringing 
existing technologies together in a novel way, the IoT 
has the potential to reshape our world. The IoT embeds 
intelligence in the sensor devices to autonomously com-
municate, exchange information and take intelligent 
decisions. Simply, IoT transitions human-human com-
munication to human-human, human-device and device-
device communication. The IoT holds the promise of 
improving people’s lives through both automation and 
augmentation. The capabilities offered by the IoT can 
save people and organizations time and money as well as 
help improve decision making and outcomes in a wide 
range of application areas. In this context, "design" will 
be more reflected in "integrity" and "integration" aspects. 
Industrial designers need to grasp the frontiers of design, 
focus on exploring ways of innovation in the “goods, 

processes, and services”, pay more attention and re-
search on the IoT, and apply the IoT technology, using 
various design methods, and thus better service to the 
user, better to provide higher quality design services for 
this era. This article put forward some suggestions on 
issues in the era of IoT that industrial designers should 
pay attention. It elaborates on the aspects of design con-
tent, design objects, design procedures and methods, 
means of obtaining design requirements, design tools, 
and changes in design direction. Subsequent research 
will focus on the interaction between humans and smart 
products in the IoT environment and the interaction 
between smart products.  
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