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Abstract. Graphical passwords are facing a good opportunity as 2-dimension codes are
accepted by many people, since it has been applied in mobile devices, electronic equip-
ments with touch screen, and so on. QR codes can be considered as a type of graphical
passwords. Topsnut-graphical password differs from the existing graphical passwords,
and has been investigated and developed. In this article, a new type of Topsnut-graphical
passwords has been designed by technique of graph theory, called twin odd-elegant la-
belling. We make the twin odd-elegant graphs for one-key vs two or more locks (con-
versely, one-lock vs two or more keys). These Topsnut-GPWs show perfect matching
characteristics of locks (TOE-lock-models) and keys (TOE-key-models). We show ex-
amples for testing our methods which can be easily transformed into effective algorithms.

1 Introduction

Since its introduction in 1994, the QR Code
(Quick Response codes, QR-codes, they are re-
ferred as a printable computer language) has
gained wide acceptance in such diverse indus-
tries as manufacturing, warehousing and logis-
tics, retailing, healthcare, life sciences, trans-
portation and office automation [2]. QR codes
can be considered as a type of graphical pass-
words that are used widely, since it has been ap-
plied in mobile devices, electronic equipments
with touch screen, and so on. QR code (ab-
breviated from Quick Response Code) is the
trademark for a type of matrix barcode (or two-
dimensional barcode) first designed for the au-
tomotive industry in Japan. A barcode is a
machine-readable optical label that contains in-
formation about the item to which it is attached.
A QR code uses four standardized encoding
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modes (numeric, alphanumeric, byte/binary, and
kanji) to efficiently store data; extensions may
also be used [1]. However, QR codes can not be
used to those departments required with high-
level security. We have known that passwords
in the security community should be easy to re-
member, and the user authentication protocol
should be executable quickly and easily by hu-
mans. And passwords should be secure, i.e. they
should look random and should be hard to guess;
they should be changed frequently, and should
be different on different accounts of the same
user; they should not be written down or stored
in plain text. On the other hands, no report tells
us that other graphical passwords were applied
to business and were accepted by people (Ref.
[71, [3], [5]). Wiedenbeck et al. [12] asked for
two principal research questions:
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Question 1: Are graphical passwords a vi-
able alternative to alphanumeric passwords in
terms of security, as well as password creation,
learning, performance, and retention?

Question 2: Are users’ perceptions of
graphical passwords different from those of al-
phanumeric passwords?

An idea of “graphical structure plus num-
ber theory” (Topsnut) for creating new type
of graphical passwords was proposed firstly by
Wang et al. in [9, 10]. And in making new
Topsnut graphical passwords (Topsnut-GPWs),
Wang et al. [11] have designed some Topsnut-
GPWs by knowledge of graph theory for an-
swering the following problem of number the-
ory:

Problem of odd-graceful KL-matching
pairs: Let [0,2¢] ={0,1,2,...,2¢}and [1,2g —
11 = {1,3,5,...,2g — 1} with ¢ > 2. If
there are two subsets X, X, of [0,2g] hold: (i)
X1UX, =[0,2g] and {0} € X;NX;, C [0, 2¢]; (2)
{la—b|: a € Xi”dd,b € X"} = [1,2g—1]° where
ded is an odd-number set and X{**" is an even-
number set of X; such that XU € X" = X;
and X?%N € X" = Q with i = 1,2. We say X;
and X, to be an odd-graceful KL-matching pair.
Find all odd-graceful KL-matching pairs for any
given set [0, 2¢q] with g > 2.

Clearly, one can use odd-graceful KL-
matching pairs to design more complex
Topsnut-GPWs. We, in Section 2, will introduce
several techniques by knowledge of graph the-
ory. Our main works are to show new Topsnut-
GPWs made by the techniques, which also are
the part solutions of the problem of odd-elegant
KL-matching pairs proposed in the last section.
On the other hands, our methods for dealing
with the new Topsnut-GPWs can be easily trans-
formed into algorithms.

2 Definitions for techniques

We use standard notation and terminology of
graph theory [4]. Graphs mentioned are loop-
less, no multiple edges, undirected, connected
and finite, unless otherwise specified. A (p, g)-
graph G is one with p vertices and g edges. The

shorthand symbol [m, n] stands for an integer set
{m,m+1,...,n}, where m and n are integers with
0 < m < n; the notation [s, £]° indicates an odd-
set {s,s + 2,...,t}, where s and ¢ both are odd
integers with 1 < s < #; and the notation [k, {]°
indicates an even-set {k,k + 2,...,{}, where k
and ¢ both are even integers with 0 < k < ¢.

Definition 1 [/4] Suppose that a (p, q)-graph G
admits a mapping f : V(G) — [0,2q — 1] such
that f(u) # f(v) for distinct u,v € V(G), and the
label f(uv) of every edge uv € E(G) is defined as
fv) = f(u) + f(v) (mod 2q) and the set of all
edge labels is equal to [1,2q — 11°, we call f an
odd-elegant labelling and G to be odd-elegant.

Figure 1. (a) An odd-elegant tree; (b) An odd-elegant
graph.

Definition 2 [13] Suppose that a bipartite
graph G admits a labelling f such that
max{f(x) : x € X} < min{f(y) : y € Y},
where (X, Y) is the bipartition of vertex set V(G)
of G. We call f a set-ordered labelling (an So-
labelling for short).

Figure 2. (a) A set-ordered odd-elegant tree; (b) A
set-ordered odd-elegant graph.

Let G; be a (pj, g;)-graph with j = 1,2. The
graph G obtained by identifying two certain ver-
tices x;; of G; with two certain vertices x;, of
G, into one vertex x;, where i=1,2, x; and x; is
called the identified-vertex, respectively. is de-
noted as G = G oy G, called an double iden-
tifying graph. So, the graph G = G| o, G, has
p1 + p2 — 2 vertices and g; + ¢, edges.

Suppose that two vertices w; and w, of G are
two identified-vertices of identifying x;; with
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xip, where i = 1,2. Then we can split the
identified-vertices w; into two vertices x;; and
xip (called the splitting-vertices), so G can be
split into two parts G| and G».

The above process of producing G from G,
and G, is called an identifying operation, an-
other process of splitting G into two parts G| and
G, is called a splitting operation.

Definition 3 Let two connected (p;,q)-graphs
G;withi = 1,2, andlet p = p) + p» — 2. If
the identifying (p, q)-graph G = Gy oy G, has
a mapping f: V(G) — [0,q — 1] such that (i)
f(x) # f(y) for any pair of vertices ,y € V(G);
(ii) f is an odd-elegant labelling of G; with
i =1,2. Then we say G to be a twin odd-elegant
graph (a TOE-graph), f a TOE-labelling. G
a TOE-source graph, and G, a TOE-associated
graph, vice versa.

Figure 3. A twin odd-elegant graph G = G, o, G,
with its OE-source graph G; and OE-associated
graph G, by an identifying operation.

Furthermore, if each G; with i = 1,2 is
a connected graph in Definition 3, and exist
TOE-source G, is a bipartite connected graph
having its own bipartition (X, Y;) satisfy Def-
inition 2, we say that the identifying (p, q)-
graph G = G| o, G, is a set-ordered twin odd-
elegant graph, f a set-ordered twin odd-elegant
labelling. Here, the source graph G, is a set-
ordered odd-elegant graph by Definition 1 and
2.

Similarly, we present the definition of a twin
odd-elegant tree as follows.

Definition 4 Let T; be a tree of order n with
i = 1,2. If the identifying tree Gr = Ty 0y Ty
has a mapping f : V(Gr) — [0,2n — 3] such
that (i) f(x) # f(y) for any pair of vertices

x,y € V(Gr), (ii) f is an odd-elegant labelling
of T;, where i = 1,2. Then Gr is called a
twin odd-elegant tree (a TOE-tree), f a TOE-
labelling, and T\ a TOE-source tree, and T, a
TOE-associated tree of T. Furthermore, we say
T, a TOE-source self-associated tree if T is iso-
morphic to T».

Two examples for illustrating Definition 4
are show in Figure 4 and Figure 10. Let T}
has its bipartition (X, Y;) in Definition 2; and
if the TOE-source tree T has a set-ordered odd-
elegant labelling, then we call G a set-ordered
twin odd-elegant tree(an So-TOE tree for short),
and f is set-ordered twin odd-elegant labelling(
an So-TOE labelling for short).

Figure 4. A TOE tree G has its TOE-source tree T
and TOE-associated tree T, and two split-vertices
x;1 and x;, labelled with numbers 9 and 10, where
i = 1,2, by a splitting operation.

In our design of the new Topsnut-GPWs, a
source graph/tree and its associated graph/tree

in Definition 3 or Definition 4 are called a TOE-
lock-model and a TOE-key-model, respectively.

3 Theoretical analysis and
guarantee

Lemma 1 Any star K, ,, is a TOE-source tree of
a So-TOE-tree Gr.

Proof. Let V(Ki,) = {x,y1,y2,...,yn} and
E(Ki1n) = {xy; : i € [1,n]} be the sets of ver-
tices and edges of K ,, respectively. We can de-
fine an odd-elegant labelling f with f(x) = 0,
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f(y)) = 2i — 1 with i € [1,n], which induce
fO) = () + f(p) mod 2n) for i € [1,n].
So, f(E(K1,) =1[1,2n—-1]°.1e. Ky, =T}

Let T, be a copy of K;,. We have the
sets of vertices and edges of 7, as V(1) =
(.Y ey and E(Ty) = () 1 € [1,n]),
respectively. Next, we define a labelling f” in
the way f'(x') = 1, f'(y}) = 2i—2 withi € [1,n].
Clearly, f'(x'y}) = f'(x) + f'(y}) (mod 2n) for
i € [1,n]. We have that f'(E(T,) = [1,2n — 1]°.

Since f(y1) = f'(x) = 1 and f(x) =
f'(y)) = 0, we identify the vertex y; of Ky,
with the vertex x’ of 7, into one w; and the
vertex x of K, with the vertex y; of T, into
one w, for forming the identifying tree Gy =
Ki,, o2 T,. It is not hard to provide a labelling
Jor of Gr as: fo,(u) = f(u) for u € V(Ky,),
and f;,(v) = f'(v) for v € V(T2). Immedi-
ately, {f(xy;) : xy; € E(K1,)} =[1,2n - 1]° and
{f(X'y) : Xy, € E(T2)} = [1,2n — 1]°. There-
for, we claim that Gr is a TOE-tree since fg,
is a TOE-labelling of G by Definition 4, which
means that K , is an So-TOE source tree of G,
and T is a TOE-associated tree of K ,.

It is noticeable, T, = K, means that the
TOE-source tree K, is isomorphic to its asso-
ciated tree 7, in T. So, K|, is a TOE-source
self-associated tree.

Figure 5. An illustration for Lemma 1.

Theorem 1 Any set-ordered odd-elegant tree
being not a star is an So-TOE-source tree of at
least two So-TOE trees.

Proof. Suppose that T is a tree with n
vertices, its vertex bipartition is (X,Y), where
X =A{x ie[lLsl}, Y ={y; : je [l
s+t = n and min{s,?} > 2. By the hypoth-
esis of the theorem, T'; has a set-ordered odd-
elegant labelling f; defined by fi(x;) = 2(i — 1),

ie[l,s]; fily) =2(j+s—-1)—1,i€[l,¢]; and
AGay) = fily) + fitx) = 2s+i+j-2)— 1
(mod 2(n - 1)) for each edge x;y; € E(T).

We can observe f1(V(Ty)) = {0,2,...,25 —
2,2s — 1,25 + 1,...,2n — 3} and fi(E(T))) =
[1,2n —3]°.

Case 1. We construct a labelling f, of
another tree 7, by the labelling f; such that
HV(Ty) = {1,3,...,2s — 3,25 — 2,25 —
1,2s,...,2(n — 2)}, and £(E(T)) = {for(uv) =
) + fa(v) (mod 2(n — 1)) : wv € E(T2)} =
[1,2n — 3]°, and furthermore, f>(u) # f>(v) for
any u,v € V(T,). This tree T, can be built up in
the way: A bipartition (U, V) with U} = {i; :
i€[l,s]}and Vi = {v; : j € [1,1]}, such that
) = 2i—1,i € [1,s]; fv) = 2(s =2 + j),
J € [1,7]. Any edge up; € E(T) satisfy
Huv) = folu) + fo(v;) (mod 2(n — 1)) with
i €[l,s] and j € [1,7]. We construct the edge
set of Ty as {ujvj,uv; 1 i € [1,5],j € [1,1—1])
such that the edge labels are fo(u;v,) = 2i — 3,
) =2j+2s-3 (mod 2(n-1)) fori € [1, 5]
and j € [I,t — 1]. Observe that f,(E(T,)) =
[1,2n—31°, fi(y1) = foluy) and fi(xs) = fov).

Now, we can identify the vertex x; and y
of T with the vertex v; and u; of 7, into one
(the identified vertex) w; and w,, respectively,
so we obtain the desired tree Gy = T} o; T>.
And Gr has a labelling f defined as: f(x;) =
A i€ [Ls =11 f@) = fily). i € [2.1]
S = folw), k € [1,s = 1], fv) = fa(v),
l e [2,t], fw)) = 2s — 2 and f(wy) = 25 — 1.
Clearly, any two vertices of G are assigned dif-
ferent numbers. According to Definition 4, Gr
is an So TOE-tree having the source tree 7.

Case 2. Similarly to Case 1, we can get the
following results: Let 2(V(T3)) = {1,3,...,2s—
3,25 — 2,25,2(s + 1),...,2n — 4} U {0}, and
f(E(T})) = [1,2n-3]°, and furthermore f>(u) #
fo() for u,v € V(T;). This tree T; can be
built up in the way: A bipartition (U, V,) with
Uy = {u; : i €[l,s=1]}and V, = {v; :
j € [1,t + 1]}, such that for(;) = 2i — 1,

€ [ls—11; o) = 2s =2+ j), j € [1,4],
fo(vir1) = 0. Any edge uv; € E(T)) satisfies
Sauivy) = fo(u) + f2(v;) (mod 2(n—1)) with i €
[1,s—1]and j € [1, 7+ 1]. We construct the edge
set of T} as {ujvj, uiv;r1 i € [2,5],j € [1,1]}
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such that the edge labels are f>(u;v11) = 2i — 1,
Huvj) = 2(s + j) =3 fori € [1,s — 1] and
Jj € [1,1]. Observe that £,(E(T,)) = [1,2n - 3]°,
Si(x) = fo(ver) and fi(xg) = folvr).

Now, we can identify the vertex x; and x; of
Ty with the vertex v;,1 and vy of T} into one (the
identified vertex) w; and w,, so we obtain the
desired tree G7» = T o, Té. And Gr- has a la-
belling f defined as: f(x;) = fi(x),i € [2,s—1];
fy) = fiyp, i € [ty fuw) = fo(w),
kell,s=1], f() = (), € [2,1], f(w1) =0
and f(w,) = 2s — 2. Clearly, any two vertices of
Gy are assigned different numbers. According
to Definition 4, Gz is an So-TOE tree having
the source tree T.

Corollary 1 (1) Every So-TOE-source tree is a
TOE-source self-associated tree.

(2) Not every TOE-tree consisting of TOE-
source self-associated tree has an odd-elegant
labelling.

Theorem 2 If the TOE-source tree T, is a set-
ordered odd-elegant tree, then the simple So-
TOE graph Gt = T o Ty has an odd-elegant
labelling.

4 Test and simultaneous

Experiment 1 We show two examples for illus-
trating the results of Theorem 1. Our methods
appeared in the proof of Theorem 1 are easily
applied the design of Topsnut-GPws, since the
methods are constructive. We illustrate theorem
2 with Figure 6(c) and Figure 9.

13,19
4]713 15 2 19

(@)

Figure 6. An example for illustrating Case 1 of
Theorem 1.

Figure 7. An example for illustrating Case 2 of
Theorem 1.

Experiment 2 Based on the technique provided
by Corollary 1, we make a Topsnut-GPW shown
in Figure 8(c) for the purpose of simultaneous.

51015 120 70— ol6
0 173 8 21 509 0
41713'315192 1957109 7

(b)

Figure 8. An example for illustrating the technique
of Corollary 1.

Experiment 3 [t is is very important to get the
property P of large scale of topological struc-
ture for smaller topological structures having a
property P. We test the results of Theorem 2 by
the scheme shown in Figure 9. Here, we can
confirm that our method for proving Theorem 2
can be transformed into an effective algorithm.

(c¢) An odd-elegant graph
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Figure 9. A conversion process from an So-TOE-tree
to odd-elegant graph for illustrating Theorem 2.

Experiment 4 We have the following results (1)
A TOE-source graphs may have different TOE-
associated graphs, and vice versa.

(2) A TOE-graph may contain two or more
groups of TOE-source and TOE-associated
graphs.

(3) Two groups of TOE-source and TOE-
associated graphs may produce a TOE-graph.

As shown in Figure 11, there are eight differ-
ent TOE-key-models for Figure 10 (D).

Figure 10. An So-TOE tree Gr has its TOE-source
tree T, and TOE-associated tree 75, and two
splitting-vertices x;; and x;, labelled with numbers O
and 4, where i = 1,2, by a splitting operation.

20 07 160—503 10 120 160 20
7| 3 21 11 17| 2L 18 . 7
95 1 17 12 10 15 ; 5
1 18 5 11,8 5 S 39
2 14015 2 30 1402017 07

()

(a)

14 9 18

S0 7

Figure 11.(a)-(h) Eight TOE-key-models of the
TOE-lock-model for Figure 10(b) (eight
TOE-associated trees of the TOE-source tree 7).

5 Conclusion and researching
problems

We have designed a new technique, called (set-
ordered) twin odd-elegant labelling, by the idea
of graph labellings. Furthermore, we have found
some themods/algorithms to realize Topsnut-
GPWs based our new graph labellings. These
Topsnut-GPWs show perfect matching charac-
teristics of locks (TOE-lock-models) and keys
(TOE-key-models), which enable us to produce
one-key vs two or more locks (conversely, one-
lock vs two or more keys). We have many graph
colorings were introduced and investigated by
algorithmic methods [4], and have more graph
labellings shown in a large survey due to Gal-
lian [6], the survey collected over 1400 papers.
Thereby, Topsnut-GPWs are supported by graph
colorings/labellings. Every thing can become a
password, and t is just beginning for Topsnut-
GPWs. By our experience, we propose:

Conjecture 1 Any tree is the TOE-source tree
of a certain twin odd-elegant tree.

Conjecture 2 Any twin odd-elegant tree is sim-
ple having an odd-elegant labelling.

Furthermore, we, motivated from problem
of odd-graceful KL-matching pairs, propose the
following problem of number theory:

Odd-elegant KL-matching pairs’ prob-
lem. Let [0,2g — 1] = {0,1,2,...,2¢g — 1} and
[1,2g — 1]° = {1,3,5,...,2¢g — 1} with integer
g > 2. If there are two subsets Y; and Y, of
[0,2¢g — 1] such that

D Y,UY, =10,2g—1]and {0,k} = Y1NY, C
[0,2¢g — 1] for some k € [1,2¢g — 1]; and

(D) the set {a + b (mod 2¢) : a € Y b €
yeeny = [1,2q — 1]°, where Y% is an odd-
number set and Y{*" is an even-number set of
Y; holding Y i"dd U Yo = Y; and Yi‘"’d Ny =0
withi=1,2.
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We call these two sets Y; and Y, to be an
odd-elegant KL-matching pair, and want to find
all possible odd-elegant KL-matching pairs.
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