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Abstract. Redundancy technique is commonly applied to satisfy the reliability requirements of
fault-tolerant systems. Warm standby, a compromise between hot standby and cold standby in
term of power consumption and recovery time, has attracted wide attention over the past
several decades. However, the existing reliability analysis methods for warm standby system
with imperfect coverage are difficult to deal with some cases, such as non-exponential time-to-
failure distributions for the system components and the systems with shared standbys. In this
paper, a new approach based on step function and impulse function is proposed to overcome
the limitations of the existing approaches. The reliability of a system including shared standbys
is deduced considering two kinds of imperfect fault coverage models, which contain Element
Level Coverage (ELC) and Fault Level Coverage (FLC). The proposed approach can
applicable to any type of time-to-failure distributions for the system components subject to
imperfect fault coverage. A case study is presented to illustrate the applications and advantages.

1 Introduction

Standby Redundancy is an important concept in improving the reliability of systems [1]. It is
universally accepted that fault tolerant and safety critical systems cannot achieve intended reliability
without employing standby [2]. Typically, the standby techniques can be classified into hot standby
sparing, cold standby sparing and warm standby sparing [3]. Cold standby sparing is used when the
energy consumption is of concern, while hot standby is applied when the recovery time is of vital
importance. Warm standby is a compromise between cold standby and hot standby in terms of power
consumption and recovery time [4-6]. Warm spares have different failure rates or failure distributions
before and after they are used to replace a faulty component, which may fail randomly. Therefore, the
failure behavior of the warm standby component is time-dependent [7]. Due to the complex failure
behavior of the warm standby system, it has attracted extensive attention [8-10]. Existing approaches
for modeling and analyzing the reliability of warm-standby systems are mostly Markov-based
methods, simulation-based methods, and combinatorial methods. The Markov-based methods suffer
from the well-known state space explosion problem [11] and are typically limited to exponential time-
to-failure distributions. The simulation-based methods, for instance, Monte-Carlo simulations, are
usually involve long computational time, especially when high accuracy results are required [12]. A
combinatorial approach was proposed by Liu et al. [13], which enumerates all minimal cut sets or
sequences and then applies the inclusion-exclusion formula to assess the reliability of warm standby
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system. However, the inclusion-exclusion expansion makes the complexity of the method exponential.
Another combinatorial approach based on sequential binary decision diagram (SBDD) has recently
been proposed to evaluate the standby systems [14-15].

In redundancy standby systems, automatic recovery mechanisms are generally designed to make
the system continue to function correctly even in the presence of faults or errors. If a component fails
without being detected or isolated due to the failure of system recovery mechanism, it may produce
incorrect result which can lead to an overall system failure [16]. This behavior is known as IFC [17-
19]. System reliability can’t improve unlimitedly with the increase of standby components when IFC
is considered [20]. There are two conceptual models for system reliability subject to IFC: fault
coverage can be modeled as a function of the number of faults that the system has experienced, which
is Element Level Coverage (ELC), or it can be assumed that a particular coverage value can be
associated with each redundant element in the system, which is Fault Level Coverage (FLC) [21]. The
simple and efficient algorithm (SEA) is a well-known approach used to incorporate the IPC into
combinatorial models for the system reliability analysis [22-23]. However, it is not applicable to
dynamic systems with time or sequential dependence.

It is a difficult and challenging task to reliability analysis of WSP systems subject to IFC due to
the sequence-dependent failure component behavior. Some researchers have studied the reliability of
the WSP system subject to FLC [24-27]. However, their work is restricted to cases where the failure
time of each system component obeys an exponential distribution. When several components have a
shared warm standby, the process to system reliability analysis will be more complex.

In this work, a new approach is proposed for the reliability analysis of systems with a shared warm
standby subject to IPC. The reliability of a system including a shared standby is assessed considering
ELC and FLC. The time-to-failure distributions of system components are not limited in the paper.

The rest of this paper is organized as follows. Section 2 presents the fundamentals of warm
standby system and IPC. Section 3 presents the suggested approach, which introduces Heaviside step
function and Impulse function to descript the dynamic failure behaviors of warm standby system
subject to IPC. An algorithm is proposed to deduce the failure probability density function and
evaluate the reliability of system with a shared warm spare. Case studies are provided in Section 4 to
illustrate the approach. Section 5 summarizes the paper.

2 Preliminaries

2.1 Warm standby system

Warm standby sparing is a fault-tolerant design technique widely used to improve system reliability.
Warm spares have different failure rates or failure distributions before and after they are used to
replace a faulty component. In practice, some important components usually equip a shared warm
standby due to expensive cost. For example, a series system is composed of component A and B. In
order to improve the system reliability, a warm standby S is equipped for A and B to share
considering the cost, the fault tree of which is shown as Figure 1.

System fails

Figure 1. Fault tree of a shared warm standby system.
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Once A or B fails, S is used to replace the faulty component. However, sometimes the warm
standby fails to turn into working state due to the failure of monitoring, locating and switching devices.
This refers to fault coverage problem, which will be detailed below.

2.2 Imperfect fault coverage (IPC)

Fault coverage problem has attracted extensive attention in fault tolerant system. In general - fault
coverage is divided into perfect fault coverage(PFC) and imperfect fault coverage (IPC). PFC means
that whether the system can continue to work or not depends on the remaining structure of the system,
not the faulty component, while the IPC behavior is caused by the imperfect coverage mechanisms
[28]. The general IPC model is shown in Figure 2 [23].

Fault occurs | Imperfect | ————»

Exit C
coverage
Permanent coverage
model

Exit R
Transient restoration Exit S
Single-point failure

Figure 2. General structure of imperfect coverage model.

When a fault occurs, there are three possible outcomes corresponding to transient restoration R,
permanent coverage C and single-point failure S. Exist R represents the failure is transient and causes
no change to the state, while Exit C denotes the failure is permanent and causes only outage of
offending component. And Exit S means the occurrence of the fault that causes the total system to fail.

The probabilities r, , ¢, and s, , respectively represents the occurrence probability of R exit, C exit

and S exit, and 7y + ¢, + s, =1. In this paper, the probability r, is assumed to be zero, which means that
the transient restoration is not considered as a fault.

3 The proposed method

3.1 Heaviside step function and Impulse function

(1) Heaviside step function
The Heaviside step function u(s — 7) is conventionally defined as [29]

0 ift<t
u(t—7)= % ift=1 (1)

1 ift>t

where ¢ and 7 are nonnegative real numbers. The discontinuity of the Heaviside step function occurs at
t=7. In the warm spare structure, the Heaviside step functionu(s—7) can be used to denote that a
component fails at time ¢ after the time instant z .

(2) The impulse function

The impulse function is used to express a variable taken on a specific value and defined as [29]

8(t-7)=0 fort#7,and [ 8(t—r)dr=1 )
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Because all the variables in warm standby system belong to the set of nonnegative real numbers,
the integral in (2) can be transformed as

j:”a“(r —)dr=1 3)

Besides, an important property of the impulse function will be used extensively in this paper,
shown as follows.

[ fwoa-odi=f @) )

3.2 The conditional PDF of warm standby

As shown in Figure 1, component A and B respectively possess a time-to-failure probability density
function (PDF), f,(a) and f,(b) . Let 4,(s) and A (s) respectively denote the failure rates of warm

standby S in spare state and working state. It is often assumed that 4,(s) is equal to aA(s) ,
where « takes values between 0 and 1.

Therefore, the conditional failure rate ﬂs‘ 4.8(5|a,b) of S can be denoted as

a,b) =u(a—s)u(b —s)oAs(s) +[u(s —a)u(b — a) + u(s — byu(a — b)] A (s) (3)

ﬂs\A,B(s
The formula (5) consist of 2 terms, and the former means the failure rate of warm standby S in spare
state while the latter indicates the failure rate in working state.

According to reliability theory, the relationships among failure rate A(rf) , PDF f(r) and
reliability R(z) are shown as follow.

F(0) = A0)-expl=; Arydr] ©)

R(t) = expl|, A(t)dr] @)

Using the formula (6), the conditional PDF Fsian (s|a,b) of S is

a,b)exp[— f;ﬂsu,g (t

a,b)dt] (8)

fs\AJe(s a,b)= ﬂ’s\AJe(s

We assume that the components A, B and S don’t fail at the same time. Utilizing the property of
Heaviside step function and formula (7), the conditional PDF of S can be simplified as follows

Fias(s|ab) = ua = su(b - s)ad (s)exp[—jo‘ A ()dt1+u(s — ayu(b — a) A (s)exp[—jo” oA (t)dt — j "A (dr] +
u(s - byu(a—b)Ay(s)expl—[ a, (0t - [ A, (1)) ©))
=u(a—)u(b—s)af; (R ()" +uls —a)u(b - a) fy(s)[Ry(@)]*" +u(s —b)u(a—b) f;(s)[Rs (b)]*"

where R, (1) means the reliability of warm standby S in time 7.

3.3 Reliability evaluate subject to IPC

Reliability evaluate is important for reliability analysis. Considering the IFC of warm standby systems,
FLC model and ELC model are used to analyze system reliability.
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3.3.1 FLC model

In FLC model, a coverage parameter c is used to represent the probability of success in detecting and
isolating the faulty component. In this case, the conditional PDF of output X is

fx\A,B,S (x‘a,b,s) =[(1-ulb—a)u(s —a)+cu(a—b)u(s —a)+u(a—s)u(b—a)ld(x—a)+
[A=c)u(a—b)u(s —b)+cu(b—a)u(s —b) +u(b— s)u(a—b)|0(x—b)+ (10)
[c-u(s—a)u(b—s)+c-u(s—bu(a—s)]0(x—ys)

Where the first term denotes that the state of X is equal to the state of A in three cases: S fails to
replace the faulty A; S succeeds to replace the faulty B, then A fails; and S fails first, then A fails. The
second term states that the state of X is equal to the state of B, which also includes three cases similar
to the cases of first term. While the last term indicates that when S succeeds to replace the faulty A or
B, and then S fails, the state of X is equal to the state of S.

It is noticed that fy, 5 s(x

a,b,s) is a proper distribution function, which can be proved by (1) and

(10), shown as follows.

[ Fgans(lab,sde=1 (11)

Therefore, the joint failure probability density function of X is

fABSX (a,b,s,x) = fX‘A,B,S(x a,b,s)fS‘A,B(s ayb)fA(a)fB(b) (]2)

Here the failures of A and B are considered to be independent on each other. Using formula (9)
and (10), we can get

Fagsx (@.b,5,x) ={[(1=c)u(b—a)u(s —a)+c-u(a—bu(s —a) +u(a—s)u(b—a)lo(x—a) +
[A=c)ula—b)u(s—b)+c-u(b—a)u(s—b)+u(b—s)u(a—b)]0(x—b)+
[ u(s = ayu(b—s) +c - u(s —byula—s)16(x— )} - {ula—s)ub - s)al Ry ()" + (13)
u(s —ayu(b— )[Ry ()]*" +u(s —byu(a —b)[Rs (B)1* '} f5 () f4(a) f5(B)

The formula (13) can be simplified as
Fagsx (@.b,5,) = {1 = u(b — a)u(s = D[Ry ()]*™" + ¢ -ula—byuls = )[Ry (0)1"™" +

u(a—s)u(b—a)o Ry ()%} f5(8) (@) f5(B)S(x —a) +
{(1=ula—bu(s —b)[Rg (D)™ + ¢ -u(b— a)u(s —b)[Rg(a)* ™ + (14)
u(b - s)u(a—b)al Rs (5)1“™'} £ (5) f4(a) f5(b)S(x — b) +
{c-u(s—a)u - )[Ry (@)]*™" +c-u(s —byu(a— )[Ry (D)1* '} f5(5) fa(@) f5(B)S(x = 5)

To integrate f,zy (a.b,s,x) with respect to a, b, and s from 0 to 4+eo, the marginal failure PDF of X
can be gotten

P =77 Fansx (@b,s, x)dadbds (15)

The fy (x) of formula (15) can be the sum of 8 terms
The first term is

A=[[7] =oub - auts - a) £ (R @1 f4(@) f())3(x ~ a)dadbds (16)

Using the properties of the Heaviside step function and Impulse function, f; can transformed into
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Fi=0 T A= out = xuts = ) f (RGO £,(x) £ (b)dbds
= A=ORs I [ £yt fo(s)ds a7
= (=0 f4 (DR, (D[R (x)]”

The second term of f (x) is

jo j j c-u(a—byu(s —a) fs (5)[Rg(0)]*" £, (@) f4(b)S(x — a)dadbds
=[] e ur=byuts =) R 0N () f5 (b)dlbds

- (18)
=, o BRI db[ " f(s)de
= cfu (R (D], f5 B Ry (b db
Using a similar approach made to compute the first term and second term, the other terms
of fy(x) are
f3= [a(ORz (O{1-[Rg (017} (19)
fi= (=R, () f5(0)[Rs ()] (20)
fs = e ORg () [ f1 (@R ()" 'da @h
Js =RA(x)fB(x){1—[RS(x)]a} (22)
fr =Ry f5 ) 5 @Ry(@)]" da (23)
(24)

fi = Ry f5 (0 [RGB db

Thus,

Ix@=h+h+h+fatfs+fetfit s
= [Fa(ORs () + Ry () f (N1 = e[ R (01} + L f4 (R (x) + Ry () fs (D1 f5 B[R ()] lb + (25)
el f5 (DR (X)+Rg (0) f5 (0], fu(@[Rs (@] 'da

Especially, when f,(x) = 4e ", f5(x) = Le ™", fo(x)= e ™, fy(x) turns to

- ~Ganye A Gaae o+ A i
fe =0k + Ap)e +12.|/.11(a—1)236 N "ar@-na (26)
~(A+A+adk)x
c(4+4, +0Mv3)[/11 (@D +ﬂq+(a—l)ﬂ3]e

Therefore, the reliability of system is

Ry)=[" fr(dx
B S N O R S L O R RS S O CR VANV S S S S S L)
A+ (a-1)A A +(@-1)A
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3.3.2 ELC model

In ELC model, every element has a particular coverage value, which is the probability of being
covered when it fails. Here, we assume that the coverage probability of A is ¢, while B isc, . In this

case, the conditional PDF of output X is

a,b,s) =[(1—c)u(b—a)u(s —a) + cu(a—bu(s —a)+u(a—s)u(b—a)ld(x—a) +
[(1—cy)ula—Dbu(s —b) +cu(b—a)u(s —b) +u(b— s)u(a—b)]o(x—b) + (28)
[, u(s —a)u(b—s)+c, -u(s—b)u(a—s)]o(x—s)

fx\A,B,S(x

Using a similar approach to the IFC model, the failure PDF of X can be obtained

Fx ()= fL0R ({1 =i [Rg (07} + Ry (%) f5 ({1 = 65 [Rg (017} + e[ 4 ()R (x) +

Ry () fs N fa @R B db + /[ £ (1) Rs (0)+Ry () 5 ()], Fu(@[Rs(@)] ' da (29)

Especially, when f, (x) = Ae’“ , fp(x) = ;tze"?" , fo(x) = ﬂge_ﬂﬁx , fx (x)turns to

_ —Ay A ak St A)x —(A+ A+ x
fx()=h+d)e +21+(a_])23[(22 +dy)e (h+ 74, +ak)e 1+ 0

[(ﬂl _,’_ﬂg)e—(/h-/%)x _(ﬂl +/12 +aﬂs)e—(ﬂ,+iz+aﬂj)x]

e

L+ (@-1)A,
In this case, the reliability of system is
Re(x) =" fy(xdx

=Gt ol [R5 _ ghthbad ) | oA, [t _ ~Gthrads (31)

A +(@-1)4 A +(@-Di

4 Case study

Taking a system including a shared warm standby element for example, the dynamic fault tree of the
system is shown in Figure 3. The system consists of elements A, B, S, C, D, E, and the of dormancy
coefficient & of warm standby element S is 0.5. Considering the time-to-failures of the system
components obey exponential distributions and Weibull distributions, the system reliability is

evaluated by the proposed method.
System fails

Figure 3. Dynamic fault tree of the example system.
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4.1 Exponential distributions

When the time-to-failures of system components follow exponential distributions, the parameters of

components are presented at Table 1.

Table 1. parameter values of system components.

Component A B S C D E

Parameter Value

1Y 3x107* | 4x107™ | 2x10™* | 107 | 2.5x10™* | 2.8x107
i

Seeming the shared warm standby structure as a new component X, the system reliability R(z) can

be obtained

R(t) =Ry (1) Rc () -{1-[1 = Rp()]-[1 - Rp(1)]}

(32)

Considering the fault coverage of warm standby structure, the PFC, FLC, ELC models are
discussed in this paper. The PFC model equals to the coverage parameter being 1. We suppose that the
system coverage parameter equals to 0.85 in FLC model while the coverage parameter of element A
equals to 0.95 and element B equals to 0.9 in ELC model.

Utilizing the MATLAB software, the system reliability curve changing over time is shown in

Figure 4.
1 ~——_
o5l ~ —— PFC
~_ —— FLC
~_ ELC
09 \\\\ |
\\\\
~
\\\
> 0851 ~ E
3 ~
s ~
© ~__
o o8- ~_ g
~_
-
075~ T~
07+ n
0.65 ! ! ! ! ! ! ! ! !
0 100 200 300 400 500 600 700 800 900 1000
time/h

Figure 4. System reliability curve changes over time.

Table 2. Partial derivatives with respect to failure rate of each element

OR | OR | JR | JR | OR | IR
oA, | 94y | 94 | 04 | 4, | 04,
PFC -189 | 208 | -186 | -136 | -23 -20
(c=1)
FLC
(c=085) 2222 | 215 | <173 | -129 | 22 | -19
ELC
(¢, =0.95,c,=09) 2195 | 238 | -171 | -122 | -21 -18
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In the mission time 7 =800% , the system reliability in PFC, FLC, ELC models is 0.800, 0.756 and
0.777, respectively. For the mission time ¢ =800/ , partial derivatives of system reliability function are
taken with respect to failure rate of each element, the results are shown as Table 2.

From the Table 2, the decrease of failure rates of element A, B and C are more useful for
improving the system reliability. The importance of the elements impacting on the system reliability is
related to the fault coverage models.

4.2 Weibull distributions

When the time-to-failures of system components follow Weibull distributions, the parameters of
components are shown at Table 3.

Table 3. parameter values of system components.

component A B S C D E
Scale parameter value 77 (h) | 12x10° | 1.1x10° | 1.5x10° | 5x10° | 1.8x10® | 2x10°
Shape parameter value m 3 3 2.5 1.2 2 2

Using a similar approach to the case of exponential distributions, the system reliability with
elements obeying Weibull distributions can be obtained, shown in Figure 5.

1

09

Reliability
2 5
\ T

o
[
T

05

04 \ \ \ \ \
0 100 200 300 400 500 600 700 800 900 1000

time/h

Figure 5. System reliability curve changes over time in the case of Weibull distributions.

In the mission time ¢ =800% , the system reliability changes over the coverage parameters in FLC
model and ELC model are shown in Figure 6 and Figure 7. Seeming the system reliability as a
function with respect to the scale parameters of elements, the mission reliability changing over the
scale parameter of each component is presented in Figure 8.

From Figure 8, the change of the system reliability over the scale parameters of A, B and S is more
pronounced. Therefore, the key to enhancing the reliability of the system is the developments of
components A, B and S. Besides, the increasing of coverage parameter has an important significance
on security operation of warm standby system.
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Figure 6. System reliability changes over the coverage parameter in FLC model.
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Figure 7. System reliability changes over the coverage parameters in ELC model.
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(3) reliability curve changes over ng (4) reliability curve changes over g
0.8 T 0.76 T T T T T T T T
075 _— [ 075 -
0. 74—7 — -
> >
£ £ 073t
a a
8 8
[} [} L
o o 0.72
0.711
—— PFC
0.7+ — FLC |1
— ELC
0.45 . . 0.69 . . . . . . . . .
500 1000 1500 2000 4500 4600 4700 4800 4900 5000 5100 5200 5300 5400 5500
ngh n./h
(5) reliability curve changes over n (6) reliability curve changes over ng
076 — 0.76 T T T
o075l — 075 —
— 0.74 _—
0.74F —
[ 0.73 -
£ o7l - £ —
_8 N g 0.72
© L ©
o 0.72 o L
0.71
071 1 —PFC
JE 0.7 4
PFC —FLC
—FLC I
o7 ——ELc| | 069 Bely
0.69 . . . . . . . . . 0.68
1500 1600 1700 1800 1900 2000 2100 2200 2300 2400 2500 1500 1600 1700 1800 1900 2000 2100 2200 2300 2400 2500
np/h ng/h

Figure 8. Mission reliability changing over the scale parameter of each component.

5 Conclusion

This paper proposes a new approach to the system reliability analysis with shared warm standby
element. The step function and impulse function are introduced to describe the failure characteristic of
warm standbys. Two kinds of imperfect fault coverage models: Element Level Coverage (ELC) and
Fault Level Coverage (FLC) are considered in the system reliability evaluation. The proposed
approach has no limitation on the type of time-to-failure distributions for the system components. In
the mission time, the reliability of warm standby system changing over the time-to-failure parameters
of each element and the coverage parameters in different fault coverage models are obtained.
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