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Abstract. The study outlines the method for examining the properties of the RFID-tagged document management
system. The system is composed of computers, where the software for supporting processes of the RFID-tagged doc-

uments was installed. Furthermore, the system cooperates with many other elements of the secret office (cabinets,
sluices, photocopiers, desks). The examination of the properties of the RFID-tagged document management system is,

in this case, complex due to the number of a possible examination scenarios. The simulation method for examining

the system properties was proposed. It allows to conduct the examination of the properties in a short period of time

for numerous testing scenarios.

1 Introduction

The flow of paper documents in public administration,
commercial companies and other organizations is con-
nected with the registration of many important legal
deeds or personal documents, administrative decisions,
bank decisions, etc. It is also worth mentioning that even
though such documents are more and more often replaced
by their electronic equivalents, the paper documentation
is still required from the formal point of view. At differ-
ent levels of public administration, the secret offices are
established to collect the documents for the purpose of
their efficient archivization and quick identification of
their properties in that respect.

For some time now, the RFID (radio-frequency identifi-
cation) (Heinrich [6]) tags have been used for the docu-
ment flow processes. It is of great importance for both the
public administration (Maniva et. al. [8]) and other organ-
izations (Bose et. al. [4]), including health care (Wang et.
al. [13]), logistic (Whang [14] and Stambaugh et. al.
[12]), production (Aratjo Filho et. al. [2]) and other insti-
tutions.

The technology allows to permanently attach the RFID
markers (labels, tags) to documents, which - when subject
to radiation from waves generated by appropriate anten-
nas - send signals from such markers registering their
presence in a certain distance from the antennas. Thus,
the RFID-tagged documents are passive objects. If there
is no radiation from the antennas, they do not send any
signals across the ether. If the antennas work properly,
the reading system allows identification of many tags
present at the same time within the reading field.

It is also worth adding that, nowadays, the RFID tags are
not something much different from traditional documents,
without such markers. The RFID tags have recently un-
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dergone a substantial transformation in terms of their

size. The RFID-tagged document shown in Fig. 1 does

not differ much from a traditional document, and the size

of the RFID tag is getting smaller and smaller, to approx-

imately 10 square centimeters.

However, when bearing in mind the fact that the RFID

antennas send signal with certain frequency, it is possible

to establish a modern system for managing the RFID-

tagged documents. Such system allows to register a num-

ber of events in a room, where the RFID-tagged docu-

ment management system with the RFID antennas is

located. The basic events include:

e occurrence of new documents with the RFID tags,

o taking away of a single RFID-tagged document or a
package thereof outside the area of the antennas,

o relocation of the RFID-tagged document within the area
of operation of the antennas,

o registration of new documents with the RFID tags,

o etc.

The implementation of the RFID-tagged document man-
agement system requires specialist environment, com-
posed of a couple of elements, which creates a computer-
assisted identification process of the document flow with-
in a certain predefined area.

One of the most important examination of the properties
of the RFID-tagged document management system con-
sisted in developing a number of scenarios of events,
which may appear during the operation of the system.
There may be many of such scenarios. It must be remem-
bered that in the course of the examination, the following
should be taken into consideration:

e the number of the RFID-tagged documents may be

changed,
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e the location of the documents in particular cabinets may
be each time different,

o the changes of location of the RFID-tagged documents
may be subject to various activities of their users,

o different activities are registered in many locations in
the databases of the system,

e cvery activity is the implementation of the adopted
business processes,

esome new RFID-tagged documents appear in the
system and some of them disappear from the system.

All of this creates an increase of the different variants of
examining the properties of the system. The examination
would entail a large number of the scenarios of activities
of the system users. The examination of the properties
would last too long. It also should be remembered that
some of the characteristics of the use of the RFID-tagged
documents are not homogeneous in time. They change
quite often, which is caused by the fact that some RFID-
tagged documents disappear from the system and the new
ones appear. The frequency of use of particular
documents also changes, since their relevance changes. It
means that after some time, the examination of the
system properties should be repeated.

Therefore, a concept of building a simulator (Fishman [5]
and Perros [9]) of signals informing about different
activities of the users of the RFID-tagged document
management system emerged. The simulator may operate
in the network environment (Sinclair [11]). It allows to
prepare a number of program scenarios of physical
implementation of activities of the users. The program
scenarios of activities may be generated automatically.
Their number is not limited, since what will be examined
are the reactions of the RFID-tagged document
management system, which takes place in a practically
insignificant period of time. Such examination of the
system properties is usually performed when we deal
with the research into the IT systems with a large number
of possible external and internal events.

The study outlines the simulation method for examining
the properties of the RFID-tagged document management
system, allowing to conduct complex research into its
significant user features in a relatively short period of
time.

2 Environment of the RFID-tagged
document management system

We assume that the registration of the RFID-tagged doc-

uments is within the area of the widely understood secret

office of the public administration. We may attempt to

outline the structure of such secret office. Its elements,

apart from the typical components, using the RFID tech-

nology, are the following:

e entrance sluice with the RFID antennas as the access
terminal to the secret office,

e cabinets with the RFID antennas with the control unit,

e cabinets with the RFID antennas without the control
unit,

e reading tunnel for the RFID-tagged documents,

e RFID tray reader,

e specialist photocopier with the RFID module,

e printer server,

e software server for registering RFID tags,

e software server of the RFID-tagged document
management system.

The entrance sluice with the RFID antennas is for regis-
tering the documents brought into or taken away from the
secret office. The person entering or leaving the secret
office also has the RFID tag in the form of a special per-
sonal chip. The cabinets with the RFID antennas are
natural storage for the documents in the secret office. The
reading tunnel for the documents is used by the users of
the secret office to file the documents brought and left in
the office, including removal of the already held docu-
ments from the catalog. Similarily, the tray reader is used
for registering single documents with the RFID tags. The

specialist RFID printer registers the fact of copying a

document. Thanks to its in-built verification system, it

may check whether the document can or cannot be cop-
ied, by whom and in which number of copies.

Fig. 1 presents the architecture of the model execution

environment for the computer RFID-tagged document

management system. At the bottom of the figure, some
symbolic external devices with the RFID-tagged docu-
ments are presented. They include:

e computer workstation for an employee of the secret
office,

e cabinets with the RFID antennas with the control unit,

e cabinets with the RFID antennas without the control
unit,

o reading tunnel for the RFID-tagged documents,

e RFID tray reader,

o specialist photocopier with the RFID module,

e entrance sluice to the secret office,

¢ manual RFID tag reader,

e and printer server.

All these devices connect with the RFID-tagged

document management system via a computer network

controlled by the network router.

The RFID-tagged document management system is

composed of the following elements:

e Aurea BPM server describing potential activities of the
system users,

e Cosmos server responsible mainly for the printer
(photocopier) operations in the system,

o Nofilis server allows to configure the system (indication
of the compatible devices in the secret office) and
receive signals from the devices with the RFID-tagged
documents.

The servers create a computer environment responsible

for the RFID-tagged document flows in the system. The

server software is the result of the work of the designers
of the RFID-tagged document management system.
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Fig. 1 Model execution environment of the computer RFID-tagged documents management system. Source: own elabo-

The manner of communication between the devices of the
servers of the system needs to be explained. CrossTalk is
responsible for such communication. Every device in the
secret office is accompanied by the CrossTalk agent, which
sends the information to the system in case of any action
involving the RFID-tagged documents or other action,
such the opening or closing of the cabinet, entering of the
user to the sluice, copying of the document, etc.

The messages are in the form of XML character strings.
The XML documents in CrossTalk are used to describe the
data and events in the system. They are sent over the net-
work to the Aurea server. The server identifies and ar-
chives the documents in its database. Fig. 2 shows an ex-
ample of the XML message.

<?xml version="1.0" encoding="UTF-8"?>
<events>

<event type="com:nofilis:crosstal
k:event:tag-observation"
timestamp="1417780363293"
6D07-2076-5CAE-C1DBC42DEE5D"
tionId="CABINET 3.R" objectId="C01B2916">
<id="first-read" value="1417780363291" />
<id="last-read" value="1417780363291" />
<id="observationUUID" value="73B00D24-C3B6-
25FB-CFD1-F59157FC3856" />

<id="reads" value="1" />

</event>

</events>

uuid="CCDEDBCA-
loca-

Fig. 2 Model XML documents defining the manner of handling
an event

ration.

The XML message attributes, including their values, are
contained in the following table.

Table 1. Descriptions of attributes of the XML docu-
ments defining the manner of handling an event

N | Attribute Description of the attribute value

0.

The value of this attribute is a
timestamp of the RFID tag reader
of the document. The value of the
timestamps is expressed in the
Unix time.

1 | timestamp

2 | uuid The value of this attribute is an
event identifier - tag-observation.
3 | objectld The value of this attribute is the

RFID tag of the document.

The values of this attribute are
names of storage locations of the
RFID-tagged documents and
names of operations performed on
these documents. The value of
[Cabinet name].A means that
from the cabinet calledname the
RFID tag of the document was
read. The value of this tag is
saved in the form of the value of
attribute  objectld. The value
of/Cabinet name].R means that
from the cabinet called namethe
RFID-tagged document was re-
moved, whose value is equal to
the value of attribute objectld.

4 | locationld
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5 | id="first- The value of this attribute is the
read" timestamp of the read-out of the
first RFID tag of the document
from the set of documents located
in a place defined by the value of
attribute locationld. The value of
the timestamps is expressed in the

Unix time.
6 | id="last- The value of this attribute is the
read" timestamp of the read-out of the

RFID tag of the document from
the set of documents located in a
place defined by the value of
attribute locationld. The value of
the timestamps is expressed in the
Unix time.

The value of this attribute is the
identifier of the read-out session

7 | id="observat

ionUUID”
of the RFID tags of the docu-
ments located in a place defined
by the value of attribute /oca-
tionld.
8 | id="reads" The value of this attribute is the
value="1" number of read-outs of single

RFID tags executed by technical
devices included in the RFID
cabinet. The default value of this
attribute is 1.

The XML messages are the only results, from the point of
view of the system, of the activities of the user in the secret
office, involving the RFID-tagged documents. Therefore,
the generation of the XML messages from the simulator
and sending them to Aurea will make the system register
the activities of the users in the secret office, even though
they have not actually occurred.

It will allow to quickly examine the practical and function-
al properties of the RFID-tagged document management
system, without the necessity of undertaking long-term
activities by the users, hence developing complex and
numerous scenarios of the functioning of the secret office.
This is the approach applied by the simulation method for
examining the properties of the RFID-tagged document
management system.

3 Workflow processes in the secret
office with the RFID-tagged documents

The fundamental concept of executing the computer
system supporting the RFID-tagged document flow man-
agement is based on the definition of the business pro-
cesses related to the document flow in the secret office.
Development of the models of the document flow pro-
cesses allows to automate the registration procedure in
the secret office. Thanks to a user-friendly interface of
the system, the employees of the secret office, do not
need to fill out any detailed forms related to the receipt,
issuance, creation, etc. of the documents, but only select
and tick certain options available in the graphic user
interface. Any entries made into the system with respect

to the description of the operations made on the docu-
ments, their names, purpose, flow history, modifications,
moments of incorrect identification, etc., are automatical-
ly implemented by the system.

The case models concerning document flows also allow
to monitor the status of the RFID-tagged documents held
in the secret office. It is possible to turn on the frequency
option for monitoring the document status in the secret
office, which will be automatically initiated from time to
time. In case of any irregularities, the alarm signal will be
sent. Obviously, at the beginning of the operations of the
secret office, when the personnel is not sufficiently
trained, such signals will occur on a daily basis. Howev-
er, with time, they should be completely eliminated.

The process models related to the flow of the RFID-
tagged documents may be also used for examining the
characteristics of the document flow, which is the main
issue discussed herein. It should be also stressed that at
the stage of defining the document flow processes, no
significant features are noticeable with respect to the
capacity and reliability of the support system in the secret
office.

The main business processes related to the functioning of
the secret office in terms of the RFID-tagged documents,
include the following:

e acceptance or the RFID-tagged document or documents
from a natural person,

e acceptance of the parcel including the RFID-tagged
documents, bearing some traces of opening,

o performance of standard activities when accepting the
RFID-tagged documents,

o registration of correspondence in the form of the RFID-
tagged documents,

e inclusion of a confidentiality clause in the RFID-tagged
documents,

o registration of the created RFID-tagged documents,

e processes related to the storage of the RFID-tagged
documents,

o preparation of the RFID-tagged documents for sending,

o sending of the RFID-tagged documents by a carrier,

o sharing of the RFID-tagged documents,

o destruction of the RFID-tagged documents.

The procedure of accepting the parcel containing the
documents may be a good example of the business pro-
cess related to the functioning of the secret office. The
example was presented in Fig. 3
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Fig. 3 Acceptance of the parcel containing the RFID-tagged document. Source: own elaboration.

The process is based on the following steps, which must
be performed by an employee of the secret office. The
process is initiated at the time of accepting the parcel by
the employee of the secret office, who enters the date of
receipt in the initial form and puts other information in
the book of deliveries/list of delivered parcels, and ap-
proves the action. Subsequently, the Manager of the SO
accepts the parcel and checks its contents. The Manager
enters the information on the sender and recipient, con-
firms safe receipt of the parcel and includes the infor-
mation about checking the compliance of the parcel. The
Manager of the SO checks if any irregularities were
found during the verification procedures or whether any
suspicions exist with respect thereto. If so, the Manager
decides on whether the parcel should be accepted, despite
such irregularities, or not (If not, the Manager refuses to
accept the parcel and informs thereof a responsible per-
son in writing. The end of the process. If yes, the process
of "acceptance of the parcel including the RFID-tagged
documents, bearing some traces of opening" is initiated).
If not, the Manager provides the employee of the secret
office with the parcel. The employee of the secret office
must open the parcel and check its contents in terms of
the serial numbers listed in the inside envelope. The em-
ployee must verify which documents in the parcel already

have the RFID tags. The employee must verify the num-
ber of pages, appendices and pages of appendices in ac-
cordance with the number indicated on particular materi-
als. If the employee finds any irregularities, (s)he will
make a relevant entry in the parcel opening report, defin-
ing the defects and making a comment about this fact in
the correspondence logbook. Subsequently, the employee
must attach the aforesaid reports and send them to the
sender. The employee must accept the parcel. If neces-
sary, the employee must put the RFID tags on the docu-
ments, which lack such markers, but should have them.
The employee of the secret office must send the parcels
to the addressees in different manners, depending on
whether the matter is urgent or not. The process of the
"registration of correspondence in the form of the RFID-
tagged documents" is initiated. The employee must put a
note about this fact in the "Comments" of the recording
device. The process of the "registration of correspond-
ence in the form of the RFID-tagged documents" is initi-
ated.

To illustrate the complexity of the RFID-tagged document
flow processes in the secret office, we may show the pro-
cedure related to the registration of the RFID-tagged doc-
uments in administrative office (Fig. 4).
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Fig. 4 Process related to registration of the RFID-tagged documents in administrative office.
Source: own elaboration.

4 Investigation of the workflow
processes of the RFID-tagged document
management system

The main issue concerning the examination of the charac-
teristics of the document flow processes is to define the
capacity and reliability properties on the support system
implemented in the secret office. In natural conditions,
the examination of the software properties would be very
time-consuming. However, it is necessary before the
accepting the system for use.

The basic features subject to the examinations and the

capacity and reliability properties. As part of the exami-

nation of capacity and reliability,using previously devel-
oped methodologies and reliability characteristics, the
following will be subject to examination:

e remote identification of documents and media, open
and classified, in locations of storage and real-time
work,

e automatic inventory of documents and media, open and
classified, stacked up,

e automatic detection of relocation of marked documents
and media,

o control system of the document and media flow,

e verification of the procedures and mechanisms for au-
thentication of persons and documents,

e clectronic system for protecting documents and media
against unauthorized relocation and identification of
documents and media at workplaces,

e method of protection against multiple copying of doc-
uments and printing with a limited number of copies,

e identification of location of a single document and
medium with predefined accuracy,

e proper functioning of the sluice.

As part of the capacity examination, among other things,

the following will be checked:

o efficient volume (number) of sets of marked documents
in the selected procedures of their flow,

e duration of identification of the set of the marked doc-
uments and media in the selected procedures of their
flow,

e analysis of significance of the impact of typical and
random changes of the system working conditions (dis-
ruptions) on its correct functioning.

5 Simulation method for examining the
workflow processes

To achieve this objective, the original working environ-
ment of the secret office was changed, according to Fig.
5. In such case, it would be necessary to implement a
number of scenarios of events related to the messages
sent between the RFID software agents from the third
party device to the RFID system server. Furthermore, it
would be indispensable to track the reactions of the server
of the document flow system to the occurring events. The
number of the examined scenarios, together with their
internal diverse repeatability, would be so large that the
study would take months.
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Fig. 5 System supporting the RFID-tagged document flow. Source: own elaboration.

It was decided to apply an innovative method of examina-
tion of the reliability and capacity properties of the sys-
tem. We constructed a simulator imitating the events
related to the document flow and - in this case - generat-
ing the signals about the change of the location of RFID-
tagged documents in the system of the secret office. The
event simulators imitating the functioning of the technical
system were described, among other things, in terms of a
model in the monograph (Fishman [5]) or (Ross [10]),
and in terms of implementation - in (Abu-Taieh et. al.
[1]) and (Sinclair [11]).

Normally, the RFID server is only used for the purpose of
configuration of the environment, where the devices
being the components of the secret office, are defined. On

the other hand, the existence of the RFID-tagged docu-
ments are registered thanks to the fact that the RFID
antennas send messages to the RFID software agents,
which in turn send the signals to the document flow sys-
tem. The messages are in the form of XML character
strings. Therefore, the idea to build the simulator of the
XML messages, imitating the existence or non-existence,
or relocation of the documents in the system, was con-
ceived.

The support system for the RFID-tagged document flow
was thus transformed from Fig. 5 to artificial environ-
ment illustrated in Fig. 6.

Events Simulator (generator of XML messages)
for generating RFID-tagged documents flow

=

XML messages

Agent of RFID software

Server of RFID-tagged documents
flow management system

Fig. 6 Process related to the storage of the RFID-tagged documents Source: own elaboration.

It created a possibility of earlier creation of the scenarios
related to the examination of the RFID-tagged documents
held in the secret office, including their location. In such
a way, it is possible to examine - in a definite and short
period of time - the capacity and reliability properties of
the system in the secret office, in terms of the application
software of the document flow management server and
correct functioning of the entries in the database. Without

the aforesaid modification, the examination of such prop-
erties would be very time-consuming.

Obviously, the examination of the proper functioning of
some peripheral devices, such as the cabinets, printer,
sluices, etc. is performed in a standard manner, yet the
number of experiments is relatively small and takes little
time. The structure and basic functionality of the simula-
tor was shown in Fig. 7.



MATEC Web of Conferences 76, 04012 (2016)
CSCC 2016

DOI: 10.1051/matecconf/20167604012

SIMULATOR

Module: engine of
simulator

Module: scenarios of
documents location

Module: creation of the
session - scenario

Module for creation
data structures of
simulator

Module for generating
XML messages

Module for sessions
preparation in the
system Aurea

Fig. 7 Structure of the simulator for the information flow about the documents. Source: own elaboration.

6 Conclusions

The main functions of the suggested solution include the
RFID-tagged document flow management , access con-
trol to the documents and supervision of their copying, as
well as access management. The additional benefit of the
designed solution, apart from the better control of the
document storage and access, will be a possibility of
tracking the flow paths of the open and classified media
and documents between the safety zones, with the indica-
tion of persons authorized to use the documentation.
Obviously, the main users of the system will be public
administration units, including those subordinate to the
Ministry of Defense and the Ministry of the Interior and
Administration. An important field of interest as regards
the results of the discussed project will be also the area of
justice and health care institutions.

The implementation of the results will contribute to the
development and increase of competitiveness of the sec-
tor of document flow in Poland, mainly because such
advance solutions, based on radio and automatic identifi-
cation of the documents, are not available in Europe.
Thanks to the said technology, many Polish institutions
and enterprises, not only state-owned, but also private,
may become the leading suppliers of the subject solutions
on the European market and later - also worldwide.
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