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Abstract.A kind of stealth headphone detector based on geomagnetic sensor has been developed to deal with the stealth
headphones which are small, extremely stealthy and hard to detect. The U.S. PNI geomagnetic sensor is chosen to obtain
magnetic field considering the strong magnetic performance of stealth headphones. The earth’s magnetic field at the geomagnetic

sensor is eliminated by difference between two geomagnetic sensors, and then weak variations of magnetic field is detected.
STM8S103K2 is chosen as the central controlling chip, which is connected to LED, buzzer and LCD 1602. As shown by the
experimental results, the probe is not liable to damage by the magnetic field and the developed device has high sensitivity, low

False Positive Rate (FAR) and satisfactory reliability.

1 Introduction

Stealthy headphone is used as a common tool for cheating
and illegal monitoring at present and has brought great
trouble to the inspection work. As shown in Figure 1,
stealthy headphone is characterized by small size, light
weight, easy to use and so on!"). Stealth headphone is mainly
divided into two types, namely rare earth type and electronic
typel?l. The rare earth type is mainly composed of ndfeb
magnets, and the vibrations coming from the audio
frequency magnetic field enable the wearer to hear sounds.
The electronic type mainly relies on coil of inductive
electromotive force in the audio field, and the active ceramic

drives trumpet to make sounds.

Figure 1. The Surface of Stealthy Headphone.

For each type of stealthy headphone, its internal
contains magnetic material, whose near magnetic field
strength is about 5~10Gs. But when the detect distance is
8cm, the magnetic field strength is attenuated to be below
10°Gs (the geomagnetic field strength is about 0.5Gs)™.
The main methods for detecting stealth headset are as
follows:
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1) Visual inspection. The inspector observes whether
there is obvious foreign body inside the candidate's
ears through naked eye. Because the volume of the stealthy
headset which can be stuffed into the external auditory canal
directly is smaller and smaller, it is hard for the inspector to
find the rice type stealthy headset through visual method.

2) Using electromagnetic wave detection device. Though
traditional electromagnetic detection equipment can detect
electromagnetic wave, the detection device fails to
effectively detect when the carriers don’t open
the headphone!® ).

3) Using metal detectors. Metal detectors which are
sensitive to metal materials with certain volume are easy to
lead misinformation when influenced by irrelevant metal,
such as belt buckle, key, hairpin and zipper, which are
always on the object to be inspected. In addition, it is hard
for the metal detector to detect the tiny devices, let alone the
rice granular stealthy headphone®™.

In this paper, the U.S. PNI geomagnetic sensor is
chosen to obtain magnetic field considering the strong
magnetic performance of stealth headphones, the magnetic
field is eliminated by the magnetic field of the geomagnetic
sensor to obtain the weak magnetic field . As shown in
Table 1, PNI geomagnetic sensor has many characteristics,
this is, small size, low power consumption, high resolution
and low cost. The device can effectively detect changes of
the magnetic field and eliminate the magnetic field
interference. In general, it has good application prospect.
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Table 1. Sen-XY-f Characteristic

Power Consumption Package Size

Measuring Range DIP

Temperature Range

3.3VDC, i<100pA 6.0%2.1x2.1mm (XY)

+1100pT(+11Gs)

-40to 85°C

13nT(0.13mGs)

2 Principle of geomagnetic sensor
The operating circuit of magnetic sensor PNI includes LR
oscillation measured positively and reversely which consists
of the bias resistors, Schmitt trigger and inductive sensors.
As shown in Figure2, when the circuit works, the
Schmitt trigger outputs high voltage level and the
inductance sensor and resistor connect the earth, then the
positively measure begins to work”\. The partial pressure
on resistor keeps increasing, the trigger turns back when the
voltage at point A is higher than the threshold voltage of
Schmidt trigger.
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Figure 2. LR Oscillator Circuit Biasing Diagram

The energy storage of the inductance sensor begins to

release, the voltage at point A decreases to low voltage level.

According to the above steps repetitively, the oscillation
circuit based on LR is formed. The period of oscillation

directly depends on the size of the resistance and inductance.

The process of the reversely measured is similar to the
positively measured, in which the current flows through the
sensors in the opposite direction. The period of output signal
at Point B will be tested by dedicated IC in digital way'.

When the inductance value of inductive sensors is
affected by external magnetic field, the oscillation signal
cycle at the output point will change. For a specific sensor,
the inductance value is directly decided by the total
magnetic field strength. The size of the total magnetic field
is

H=kI+ H; (1)

Here Hf is the external magnetic fields, H is magnetic
field generated by electric current 7, and %, is a constant
which is determined by the sensor material®-'".
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Figure 3. The Oscillation Cycle at Point A

When the external magnetic field is zero, the inductance
value of the inductive sensor depends on the magnitude of
the current. The oscillation period at point A for the positive
and reverse measurements is the same. As shown in the
Figure 3, when the sensor is influenced by the external
magnetic field, positive total magnetic intensity increases.

The oscillation period at point A 7, increases when

positively measured and decreases when reversely measured.
By the differential treatment to the positive and negative
oscillation period, the influence of the sensor's own
magnetic field can be eliminated and the digital signal
proportional to the external magnetic field Hz can be
obtained.

3 Hardware design

Figure 4 shows the hardware structure of the detection
device based on the magnetic sensor. STM8S103K2 is
selected as the core control chip, of which the SPI interface,
UART interface, multiple IO ports and other resources are
used.

In the design, the power module consists of power
whose control chip is 5V and DC is 3.3V. 5V supplies to
control chip STM8S103K2 and 3.3V supplies to a magnetic
sensor driver chip. The control chip STM8S103K2 and
magnetic sensor driver chip Magl2C communicate through
SPI interface. Interface RS232 is equipped with voltage
conversion chip MAX232, STMS8S103K2 downloads
program through the serial’'"l. Stealthy headphone
detection device based on terrestrial magnetic sensor uses
differential probe circuit to eliminate the influence of
magnetic field, the interval of the two SEN-XY-f arranged
on the PCB board is 1.5cm, 1cm is obtained by experiment.
Geomagnetic sensor driver chip MagI2C converts analog
magnetic field signal into digital pulse signal, which then
passed to the chip STM8S103K2. The threshold of buzzer
which controls the buzzer chirping is 500nT, as obtained
through the experiment. Set different threshold of LED to
control the corresponding LED light, as the measuring result
increases through the control process, the number of lighted
LED will also increase, different results of the two signal are
showed on LCD1602 and presented accurately to inspectors
in real time.
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Figure 4. Hardware Structure of the Detection Device
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A Sen-XY-f sensor coil serves as the inductive element
in a simple LR relaxation oscillation circuit which is
composed of an external bias resistor along with digital
gates and a comparator internal to the Magl2C. The coil’s
inductance is a function of the magnetic field strength. As
such, the frequency of the circuit oscillation changes with
the strength of the total magnetic field parallel to the sensor.
To make a measurement, one side of the coil is grounded
while the other side is alternately driven with positive and
negative current through the oscillator. The circuit is driven
for a set number of circuit oscillations, and the time to
complete the oscillations is measured using the Magl2C’s
internal high-speed clock!'"”. The MagI2C next switches the
bias connection to the coil and makes another measurement.
The side previously grounded is now charged or discharged
while the other is grounded.

4 Experiment and Discussion

Consider that the stealthy headphone will be placed on
external auditory canal, the length of adult external auditory
canal is about 2.0~2.5 cm. When inspectors hold stealth
headphone detection device, the distance to the human ear is
usually in the range of 2.0~ 4.0 cm. Magnet generates
magnetic field in space which attenuates in accordance with
the following equation™.

3
i, = [((L Z d] Vi @)

To test the magnetic field H, on the surface of the
magnet, H is the magnetic field measured by probe. In this
design, the measured value is observed by changing the
interval of two SEN-XY-f, this is the change of the two
SEN-XY-f differential component. Make a contrast
experiment to the stealth headset and magnetic earrings.

As shown Figure 5.a. and 5.b, the X axis presents the
distance between the first magnetic sensor and stealth
headset, Y axis presents the magnetic field strength. Each of
the three figures shows the cases when the distance between
the two sensors is 1 ¢cm, 1.5 cm and 2 cm, respectively. In
the experiment, the measuring distance is 4.0~6.5cm, the
magnetic field distribution is contrasted through changing
the interval of two sensors. As shown in figure 5.a, two
SEN-XY-f are presented. When the measuring distance is

fixed, the measured values increases as the interval increases.

With the decrease of measuring distance, the measured
value of the magnetic field presents growth law of third
power. When the value of interval is 2cm and the measuring
distance is 4.0 ~ 6.5 cm, the measured results for the
earrings with magnetic will be more than 500nT, this case
leads to misjudgment. When the value of interval is 1cm and
the measuring distance is 6.5 cm, the measured results for
stealth headset will be less than 500nT, the headset fails to
be detected in this case. When the value of interval is 1.5cm
and the threshold is 500nT, the above problems can be
effectively solved.
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Figure 5.a. Measured Results for Earrings.
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Figure 5.b. Measured Results for Stealthy headphone.

5 Conclusions

As shown by the experimental results, the developed device
owns high sensitivity, low False Positive Rate (FAR) and
satisfactory reliability, has a probe that’s not liable to
damage by the magnetic field, and is small in size, which
has a very good application prospect.
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